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ICT Call 8

PHYLAWS
PHYsical LAyer Wireless Security

Advisory Board ï2nd SE and Meeting 

Telecom Paris Tech, 46 rue Barrault , 75013 Paris.

Meeting 2016 January 20 
+ Partner preparation 2016 January 19
+   Partner debriefing 2016 January 21

Contacts : F. Delaveau :François.Delaveau@thalesgroup.com tel : + 33 (0)1 46 13 31 32

Web site http://www.phylaws-ict.org/

mailto:François.Delaveau@thalesgroup.com
http://www.phylaws-ict.org/
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P.2

BEST WISHES FOR YEAR 2016 !
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P.3

Welcome (TPT + TCS) ïAgenda proposal
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P.4

AGENDA PROPOSAL (1/2)

A/ Starting time 10h00: Welcome (TPT+ TCS) ïAgenda proposal

B/ Brief Recalls about the Phylaws project ïscope, organization, fundamentals, 

status - answers to questions: (TCS+ partners)

C/ Overview of the past and technical current workïyear 2015- start 2016:
Academic study of radio channel + Secret Key Generation 

Development of a complete SKG Scheme

Academic study of Secrecy Coding 

Study, implantation and simulation of a SC scheme 

Study of a SP scheme 

Development of a test bed - 2015 and following 2016

Development of a simulation - 2015 and following 2016

first experimental test of SKG schemes - 2015 and following 2016

Interactive discussion of partners with Advisory Board  members
Overview of dissemination and standardization

How to enhance the impact of this work 

for dissemination and standardization ?

D/ Discussion of any theoretical items to be followed on 

Interactive discussion of partners with Advisory Board Members

12h30 LUNCH IN THE MEETING ROOM
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P.5

E/ Return on the experimental items to be followed on (CEL + TCS):

Interactive discussion of partners with Advisory Board Members

F/ Return on the simulation items to be followed on (VTT + TCS)

Interactive discussion of partners with Advisory Board Members

G/ Return on the dissemination initiatives (TPT+ partners)

Interactive discussion of partners with Advisory Board Members

H/ Focus on standardization initiatives (TCS+ partners)

Interactive discussion of partners with Advisory Board Members

I/ Conclusion ïThanks (TCS+ all). Closing time 17h00

AGENDA PROPOSAL (2/2)

17h END OF THE MEETING
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P.6

B/

Brief Recalls about the Phylaws project 

acronyms, 

scope, goals

organization,

studied configuration Fundamentals and current progresses 

status of physecschemes versus application cases 

answers to questions.

(TCS+ partners)
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P.7

AN - BF Artificial Noise ïBeam Forming

BCH Bose Ray-Chaudhuri Hocquenghem

BER Bit Error Rate

BTS Base Transceiver Station

CIR Channel Impulse Response

CFR Channel Frequency Response

CQA Channel Quantization Algorithm

COMSEC Communication Security

CRS Cell-specific Reference Signal

FDD Frequency Division Duplex

FEC Forward Error Correction

FuDu Full Duplex

GSM Global System for Mobile communications

IMSI International Mobile Subscriber Identity

IoT Internet of Things

LDPC Low Density Parity Check

LOS Line Of Sight

LTE Long Term Evolution

MAC Media Access Control

MISO/MIMO Multiple Input Single Output / Multiple Input Multiple Output

NIST National Instrument of Standards and Technology

NETSEC Network Transmission Security

NLOS Non Line Of Sight

PHYSEC Physical Layer Security

OoM Order of Magnitude

PSS / SSS Primary Synchr. Sequence / Secondary Synchr. Seq. (LTE)

RAT Radio Access Technology

Rx Receiver

SIM Subscriber Identity Module ïSelf Interference Mitigation

SISO/SIMO Single Input Single Output / Single Input Multiple Output

SKG,SC,SP Secret Key Generation , Secrecy Coding, Secure Pairing

SNR, SINR Signal to Noise Ratio,  Signal to Noise + Interference Ratio

SS7 Signaling System No.7

STF, LTF Short Training Field, Long Training  Field (Wifi)

TBD - TBS To Be Defined - To Be Studied

TDD Time Division Duplex

TMSI Temporary Mobile Subscriber Identity

TRANSEC Transmission Security

Tx Transmitter

UIM User Identity Module 

UMTS Universal Mobile Telecommunications System

Some acronyms for the following
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Brief recall about Phylaws: goals and expected outputs

PHYLAWS

PHYsical Layer Wireless Security

Project Coordinator:

Thales Communications and Security
François Delaveau

Tel: +33 (0)1 46 43 31 32

Fax: +33 (0)1 46 13 25 55

Email: francois.delaveau@thalesgroup.com

Project website: www.phylaws-ict.org

+ Five Partners:

Institut Mines-Telecom ParisTech (FR),

Imperial College of Science, Technology and

Medicine (UK),

Teknologian tutkimuskeskus VTT (FI),

Celeno Communications Israel Ldt (IS).

Duration 4 years:

November, 2012ïOctober, 2016

Funding scheme: STREP

Contract Number: CNECT-ICT-317562

Á AN ORIGINAL APPROACH:

Merge academic and industrial skills on radio-

propagation,radio-communicationsandsecurity.

Shake usual hypothesiswith return of practical

experience

Consider any kind of threats at physical layer:

passiveEve+ variousactiveEve

Concentrateon signaling and accessphasesof

RATs,andnotonly on establisheddatalinks.

Á MAIN GOALS:

Improvesecurityof wirelesslinks:

. Radio cell and WLAN

. Slight to strong mobility (terminal or scatters)

Searchfor key-free solutionsbasedon Physec

Experimentthesesolutionsin realfield

Searchfor practical implantations in existing and

futurepublic RATs

P.8
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Project Coordinator: 
Thales Communications and Security

+ Four Partners:
Institut Mines-Telecom ParisTech (FR)

Imperial College of Science, Technology

and Medicine (UK)

Teknologian tutkimuskeskus VTT (FI)

Celeno Communications Israel Ldt (IS)

New duration 4 years
November, 2012ïOctober, 2016

A
c
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e

m
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e
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d
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s
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l

+
 e

n
d

 u
s
r. Shareof WP tasksand leasderships

TCS leads

TCS

leads

TPT leads TCS leads

VTT leadsCEL leads

TPT 

leads

Brief recall about Phylaws: organization, DoW, planning and Workshare

P.9
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Á LEGITIMATE links are Alice to/from Bob

Transmits and receives

A

B

E
Intercepts and monitors

May emit, jam, spoofor impersonateA or B

Á EAVESDROPPERand RADIO HACKER links are

Å Alice to Eveéandeven(active)Eveto Alice

Å Bob to Eveé andeven(active)Eveto Bob

Å THREAT MODELS

Å PassiveEve

Å Intelligent(protocolaware)jammingEve

Å Man in TheMiddle Eve

Á TRANSEC (Transmission Security) is the protection of the transmitted Aliceôsand Bobôssignals face to interception and

intrusion attempts of the user receiver (and evenjamming and direction finding)

Á NETSEC (Network Transmission Security) is the protection of the signalling and accesmessagesof Alice and Bob (usual

solutionsare authentication and integrity control, sometimesciphering of signalling in military networks)

Á COMSEC (Communication Security) is the protection of the data messagesof Alice and Bob (voice, sms, mms, high speed

data). Most of solutionsare basedon ciphering+integrity control schemesof signalling and data.

OUR MAIN APPLICATIONS

Á Most usualacademichypothesisare:

Å completeinformationof Eve

aboutlegitimateRATs/waveforms

Å no Information of Eve about legitimate Keys 

(e.g. Ki Keys on SIM cards)

=> they may be no more valid nowadays

especially into public RATs (ex : hacking of Subscriber data bases)

Brief recall about Phylaws: studied configuration

P.10
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Complementson security flaws
and threats of public RATs

More information => www.phylaws-ict.org

deliverableD2.1.

Complementson legitimate and attacker
signals

More information => www.phylaws-ict.org

deliverablesD2.4, D4.1.

Brief synthesisof the fundations of 
Physicallayer security

More information => www.phylaws-ict.org

deliverablesD2.3, D3.1, D3.2, D3.3.

Our Fondamentals= current academicknowledgeabout PHYSEC:
Á Key-lesssecurity techniqueexploiting propagation randomnessto establishsecret

Á Theory is OK since 1980ôs,academic reasearch is intensive, Applications in realistic radio-

environment now exist (IoT in Prophylawe German project, Wireless and WLAN in FP7/ICT

Phylawsproject)

Our current progress= 3 protection schemesstudied in Phylaws:
Á SecretKey Generation(SKG)Č alreadyappliesto TDD radiolinks

Á Artficial Noise-BeamForming(AN-BF) + SecrecyCoding(SC)

Č impl. in progress,promisesinform. theoreticsecrecy

Á SecurePairing(SP)with TagSignals(TS)& Interrog. Ackn. Sequences(IASs)

Č inventedbyPhylawsôteam,in progress.

Brief recall about Phylaws: Fundamentals and current progresses 

P.11

1 /1 /

Presentation of PHYLAWS project  FP7 ICT  Id-317562

Workshop PHYLAWS 2015-08-27

Three basic models of threats 1/3

Passive Eve - Short model description:

Eveôs procedures

- Aware about the standard, sometimes about subscriber keys

- Records all signal 

- demodulates and decodes signalling and data messages between Alice and Bob

- does not emit any signal

Eveôs limits / drawbacks

- cannot influence the legitimate exchanges

- Very sensitive to radio propagation and poor energy budget

Eveôs advantages

- no real-time constraints of any kind

Major risks for legitimates 

Ý Monitoring of 2G (A5-1/2 A8 A3) and WLAN (WEP and WPA - WPA2 in question )

Ý In 3G 4G, maximal risk occurs when Eve is informed about their Subscribers keys (Ki on 

SIM, K on USIM, etc.) and can also compute off-line the complete legitimate data.

NOTE: Such risks illustrate the limits the current approach of public wireless security based 

only on cryptographic key distribution..

FP7 ICT call 8 - Id 317562

ICT Call 8

Basics of PHYsical LAyer Wireless Security
FWD sense - Wiretap channel ïPassive Eve

Upgrade of the threat analysis 

Å Traditional techniquesto obtain keys

Å Hacking of cryptographic algorithm

Å Algorithms A5/1-2, A3, A8 are cracked since end 1990ôs(see Bruce Schneier « applied cryptography»)

Å Then, as RAND and RES parameters are clear text => easy for Eve to follow the negotiation and monitor then data

Å Spoofing attacks (IMSI Catcher): exist since 1995, were initially (< year 2000) confidential

ñintelligenceòsystems, but now -> several throusands of units and several tens of providers

Å See Bott, R. & Frick, J. Method for identifying a mobile phone user or for eavesdropping on outgoing calls.

Patent EP 1051053 B1. 2003

FLAWS OF CURRENT SECURITY TECHNIQUES 

é THAT HAVE BEEN REVEALED RECENTLY

é BUT EXPLOITED FOR YEARS !!!

http://media.ccc.de/browse/congress/2014/31c3_-_6531_-_en_-_saal_6_-_201412272300_-_ss7map_mapping_vulnerability_of_the_international_mobile_roaming_infrastructure_-_laurent_ghigonis_-_alexandre_de_oliveira.html

https://firstlook.org/theintercept/2015/02/19/great-sim-heist/

Å Modern techniquesto obtain cryptographic keys

Using failures of the SS7 and international roaming protocols to get Ki keys

Å Monitoring of VIPôssmartphones during years

Å Security is often decreased by poor networks management (identities verifications, tempos)

SIM card providers may be hacked (to obtain Ki keys)

Å Hacking of SIM manufacturers by security agencies

Å Subscribersôkeys may not be secret in practice

sA->B

xB->A

xA->B

sB->A

Transmitsuser signal s.->. over radio channelH.->.

Receivesuser signal x.->.  from paired transmitter filtered by radio channelH.->.

Bob

Transmittedsignals (user only) 

Alice

Receivedsignals

Alice

Bob

ATTACKER:

LEGITIMATE: 

Eve
Passive 
mode

Interceptand monitor signal x.->Eof victim transmitter, filtered by radio channelH.->E

hB->E

xA->E

xB->E

Eve
Active
mode

hE->B

jE->A

jE->BxE->A

xE->B

May jam and spoofvictim receiverwith signal jE->. over radio channelHE->.

May impersonatevictim transmiter

tA->B

tB->A

when includingtag signals

Security of Radio communications - Inventory  of signals

+

1 /1 /
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Presentation of PHYLAWS project  FP7 ICT  Id-317562

EDA 31st Captech PHYLAWS 2015-11-10

ICT Call 8

Brief Introduction to 
PHYsical LAyer Wireless Security

How to exploit radiochannel propagation for security ?

+

http://www.phylaws-ict.org/
http://www.phylaws-ict.org/
http://www.phylaws-ict.org/
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P.12

C/ 

Overview of the past and technical current workïyear 2015-

start 2016:

Academic study of radio channel + Secret Key Generation 

Development of a complete SKG Scheme

Academic study of Secrecy Coding, 

Study, implantation and simulation of a SC scheme 

Study of a secure pairing scheme.

Development of a test bed - 2015 and following 2016

Development of a simulation - 2015 and following 2016

First experimental test of SKG schemes - 2015 and following 2016

é
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P.13

Brief overview of Phylawsô work for two years: Academic study of radio channel + SKG

Indoor measurements in TPT premises

Å VN4 (4 ports based), 2-6 GHz, biconeUWB antennas for Alice/Bob/Eve

Å 121 spatially scanned positions for small scale randomness at Alice

Å 51 macro positions in classrooms and 42 positions in the lecture hallfor 

Alice/Bob/Eve
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P.14

Generation of secret keys based on the channel quantization alternating (CQA) algorithm 

using two alternative maps with varying map sizes M (see next slide)

Å Alice-Bob BER for measured indoor channels

Å Efficiency

Narrowband channel Wide band channels with 

BW = 80MHz & ȹf= 10MHz
Efficiency for both narrowband & 

wide band channels

Brief overview of Phylawsô work for two years: Academic study of radio channel + SKG
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P.15

Brief overview of Phylawsô work for two years: Academic study of radio channel + SKG

Pure spatial Degrees of Freedom Pure frequency Degrees of Freedom

Generation of secret keys based on the channel quantization alternating (CQA) algorithm 

using two alternative maps with varying map sizes M (see next slide)

Å Spatial vs. frequency degrees of freedom ïperformance evaluated through a set of 

NIST tests (128 bits key)
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P.16

Brief overview of Phylawsô work for two years: Academic study of radio channel + SKG

Generation of secret keys based on the channel quantization alternating (CQA) algorithm 

using two alternative maps with varying map sizes M (see next slide)

Å Spatial vs. frequency degrees of freedom ïperformance evaluated through a set of 

NIST tests (128 bits key)

Č Main conclusion: spatial (or time variant) DoF is very effective but impractical, frequency 

not fully sufficient, a space-frequency combination is a suitable trade-off

M = 4 M = 16
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P.17

Brief overview of Phylawsô work for two years: Academic study of radio channel + SKG

Generation of secret keys based on the channel quantization alternating (CQA) algorithm 

using two alternative maps with varying map sizes M (see next slide)

Å Frequency domain degrees of freedom ïrelation with the channel characteristics

Å Increasing band width ïcase of an exponential Power Delay Profile (PDP) with 

periodic path delays

Signal to Noise ratio 

of  multipath n

Numberof frequencies
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Brief overview of Phylawsô work for two years: Academic study of radio channel + SKG

Generation of secret keys based on the channel quantization alternating (CQA) algorithm 

using two alternative maps with varying map sizes M (see next slide)

Å Frequency domain degrees of freedom ïrelation with the channel characteristics

Å Increasing band width ïcase of ray tracing model

A Rx 3 A Rx 4
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Brief overview of Phylawsô work for two years: Academic study of radio channel + SKG

Generation of secret keys based on the channel quantization alternating (CQA) algorithm 

using two alternative maps with varying map sizes M (see next slide)

Å Frequency domain degrees of freedom ïrelation with the channel characteristics

Å Increasing band width ïcase of ray tracing model

Power Delay Profiles
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Brief overview of Phylawsô work for two years: Academic study of radio channel + SKG

Generation of secret keys based on the channel quantization alternating (CQA) algorithm 

using two alternative maps with varying map sizes M (see next slide)

Å Frequency domain degrees of freedom ïrelation with the channel characteristics

Å Increasing band width ïcase of measured indoor channels

LOS
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