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Abstract of the contribution: This contribution discusses about new security techniques based on Physical Layer Security (Physec).  
1 Introduction 
New requirements concerning the security of the next generation of mobile networks have recently appeared through the contributions of the different WG:

•
Study on New Services and Markets Technology Enablers in SA1

•
Study on Architecture for the Next Generation systems in SA2

•
Study on Scenarios and Requirements for Next Generation Access Technologies in RAN
Some new features regarding security can be highlighted from these works and could require the design of new security schemes or services in the future. Among the new challenges, we can quote:

•
An increased number of exchanged messages between devices and/or eNodeB such as in ProSe, Cellular IoT, IOPS, etc. The multi-user connectivity must be protected and can require the computation of flexible session keys between the UE and specific ciphering procedure.

•
A wider diversity of UE categories in terms of computing capabilities. In some cases, solutions must be developed to simplify the ciphering procedures. 

•
Requirements for low latency and low consumption that agree with the need of low complexity security solutions during initial access phase.
An interesting complement to current security schemes fulfilling these new requirements could be provided by Physical Layer Security (Physec).
2 Physical Layer Security (Physec)
2.1 Principle of Physec
Physec is a promising technology that strengthens the security of wireless communications by exploiting the intrinsic randomness of the radio channel propagation.
2.2 Secret Key Generation (SKG)

The principle of SKG was already presented in SA3#80 Tdoc S3-152075. The main idea is to take advantage of the reciprocity of the channel in TDD to transform channel measurements in a key that can be used by two users. Thanks to spatial decorrelation, SKG ensures dedicated and reusable keys robust to attacks. SKG is therefore an efficient way to refresh session key or to easily obtain a temporal key between two users before cipher is established. Proposed SKG schemes minimize upper layer protocol impacts and embedded CPU.

2.3 Secrecy Code

Secrecy codes take benefit of better radio propagation conditions (radio advantage) to provide both reliability and security against attacks independently of the eavesdropper’s computing power. This radio advantage can be achieved using Beam‑Forming, directive antennas or Direct Spread Spectrum sequences.
Secrecy codes are enhanced error correcting codes that not only provide reliability to legitimate users but also confuse any eavesdropper by encoding the exchanged messages in the controlled radio advantage. Secrecy codes apply in both TDD and FDD RATs.
The implanted secrecy coding schemes, even suboptimal, significantly approach the theoretical secrecy rate driven by the radio advantage provided by Beam‑Forming schemes of MISO/MIMO nodes and terminals. The excellent exhibited performances show that secrecy codes can advantageously complement classical FEC codes used in public wireless communications, V2X and CriC . 
3 Conclusion
SA3 may investigate Physical Layer Security as an opportunity to explore new security paradigm that complements classical cryptography security approach.  

Next Generation of Mobile Networks offers the possibility to consider new open-minded security schemes that allow new services. 
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