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Summary/Agenda 

Á Brief introduction to the Prophylaxe and the Phylaws projects 
Á Goals, Approaches, Teams, planning, organization  

 

Á Brief introduction to PHYsical Layer SECurity (PHYSEC):  
Á Studied configuration of wireless links  

Á Exploiting the multipaths randomness of wireless radio Channel 

Á Our Fondamentals - Our current progresses  
 

Á How PHYSEC can help security, identity authentication, confidentiality 
Á Pre-industrial results of Secret Key Generation 

Á Implantation and experiments into IoT networks  

Á LTE and Wifi signals indoor/outdoor records - Experiments for LTE-TDD and Wifi 

Á Simulation results of Secrecy Coding 

Á Perspectives of Secure Pairing. 
 

Á Synthesis of PHYSEC schemes for air interface security 

 

Á Synthesis of standardization perspectives  

 

Á Conclusion - way ahead. 

 

Á ANNEX 
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Á LEGITIMATE links are Alice to/from Bob 

Transmits and receives 

A 

B 

E 

Intercepts and monitors 

May emit, jam, spoof or impersonate A or B 

Á EAVESDROPPER and RADIO HACKER links are  

Å Alice to Eveéand even (active) Eve to Alice 

Å Bob to Eveé and even (active) Eve to Bob 

Å THREAT MODELS 

Å Passive Eve 

Å Intelligent (protocol aware) jamming Eve 

Å Man in The Middle / Wormhole Eve, etc. 

Á TRANSEC (Transmission Security) is the protection of the transmitted Aliceôs and Bobôs signals face to 

interception and intrusion attempts of the user receiver (and even jamming and direction finding) 
 

Á NETSEC (Network Transmission Security) is the protection of the signalling and acces messages of Alice and Bob 

(usual solutions are authentication and integrity control, sometimes ciphering of signalling in military networks) 
 

Á COMSEC (Communication Security) is the protection of the data messages of Alice and Bob (voice, sms, mms, 

high speed data). Most of solutions are based on ciphering+integrity control schemes of signalling and data. 

OUR MAIN APPLICATIONS 

Á Most usual academic hypothesis are: 

Å complete information of Eve  

     about legitimate RATs/waveforms 

Å no Information of Eve about legitimate 

Keys (e.g. Ki Keys on SIM cards) 

     => they may be no more valid nowadays 

          especially into public RATs    (ex : hacking of Subscriber datat bases) 

 

Studied configuration of wireless links 

Brief introduction to PHYSEC  
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 (Mobile) obstacles between  users : 

É Multiple paths to reach Bob or Eve  

     Reflection, Diffraction, Scattering, Shadowing 
 

É Waveforms received by Bob and Eve  

     have been altered differently 

É Apply either to outdoor and indoor   
 

 Complex  wave  propagation + 

unpredictable  scattering  objects          

É Channel Randomness 

É Received waveforms cannot be recovered 

by computation 
 

 At  fixed  carrier, same  angles on 

obstacles for Alice Ą Bob                                    

  and  for Bob Ą Alice  

É Same randomness for Alice and Bob 

É Channel reciprocity in TDD case  

ALICE

BOB

EVE

Reflection

Diffraction

Scattering and Shadowing

Additional òradioó random for 

disturbing Eve:  

Alice and Bob Antennas: patterns and 

orientations  

Artificial noise and Beamforming  : SNR 

advantage to A and B.  

Exploiting the randomness of radiochannel 

Brief introduction to PHYSEC  

A 

B 

E 
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 Modelisation  of the radio channel  envelope  

correlation   
 

É Rich scatterer environment => AS > 45Á  

 => spatial decorrelation when ȹd > ɚ/2 

      typical exemple : NLOS outdoor and indoor 

É Poor scatterer environment => AS -> 5Á  

 => Decorrelation when ȹd > 4ɚ 

  typical exemple : LOS rural outdoor and LOS indoor
   

 Provisory  Conclusion  

É When reciprocity of the channel  

   => Alice and Bob obtain the same channel estimation 
 

É NLOS Bob ï Eve dist. > ɚ/2 (WiFi 2.4 GHz -> 6 cm) 

É or LOS Bob ï Eve dist. > 5ɚ (WiFi 2.4 GHz -> 60 cm) 

    => Decorrelated waveforms at Bob and Eve sides 

    => Eve cannot obtain the same estimation than Bob 
 

É Complex wave propagation and mobile obstacles  

    => Eve cannot compute Alice ï Bob channel estimate 

Channel envelope correlation vs Bob-Eve distance 

(X. He, H. Dai, proceeding IEEE INFOCOM 2013) 

In any  TDD cases, Secret Keys can  be  

Generated  from  the channel  randomness  => 

Achieves  security  pairing  ! 

In many  TDD and FDD cases , Secret C odes 

can  be  computed   

=> Provides  information theoretic  security  ! 

One-ring scatter model. 

AS = Angular Spread 

Brief introduction to PHYSEC  
Exploiting the randomness of radiochannel 
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Complements on security flaws  
and threats of public RATs 

More information =>  www.phylaws-ict.org   

  deliverable D2.1. 

 

 

1 /1 /

Presentation of PHYLAWS project  FP7 ICT  Id-317562

Workshop PHYLAWS 2015-08-27

Three basic models of threats 1/3

Passive Eve - Short model description:

Eveôs procedures

- Aware about the standard, sometimes about subscriber keys

- Records all signal 

- demodulates and decodes signalling and data messages between Alice and Bob

- does not emit any signal

Eveôs limits / drawbacks

- cannot influence the legitimate exchanges

- Very sensitive to radio propagation and poor energy budget

Eveôs advantages

- no real-time constraints of any kind

Major risks for legitimates 

Ý Monitoring of 2G (A5-1/2 A8 A3) and WLAN (WEP and WPA - WPA2 in question )

Ý In 3G 4G, maximal risk occurs when Eve is informed about their Subscribers keys (Ki on 

SIM, K on USIM, etc.) and can also compute off-line the complete legitimate data.

NOTE: Such risks illustrate the limits the current approach of public wireless security based 

only on cryptographic key distribution..

FP7 ICT call 8 - Id 317562

ICT Call 8

Basics of PHYsical LAyer Wireless Security
FWD sense - Wiretap channel ïPassive Eve

Upgrade of the threat analysis 

Å Traditional techniquesto obtain keys

Å Hacking of cryptographic algorithm

Å Algorithms A5/1-2, A3, A8 are cracked since end 1990ôs(see Bruce Schneier « applied cryptography»)

Å Then, as RAND and RES parameters are clear text => easy for Eve to follow the negotiation and monitor then data

Å Spoofing attacks (IMSI Catcher): exist since 1995, were initially (< year 2000) confidential

ñintelligenceòsystems, but now -> several throusands of units and several tens of providers

Å See Bott, R. & Frick, J. Method for identifying a mobile phone user or for eavesdropping on outgoing calls.

Patent EP 1051053 B1. 2003

FLAWS OF CURRENT SECURITY TECHNIQUES 

é THAT HAVE BEEN REVEALED RECENTLY

é BUT EXPLOITED FOR YEARS !!!

http://media.ccc.de/browse/congress/2014/31c3_-_6531_-_en_-_saal_6_-_201412272300_-_ss7map_mapping_vulnerability_of_the_international_mobile_roaming_infrastructure_-_laurent_ghigonis_-_alexandre_de_oliveira.html

https://firstlook.org/theintercept/2015/02/19/great-sim-heist/

Å Modern techniquesto obtain cryptographic keys

Using failures of the SS7 and international roaming protocols to get Ki keys

Å Monitoring of VIPôssmartphones during years

Å Security is often decreased by poor networks management (identities verifications, tempos)

SIM card providers may be hacked (to obtain Ki keys)

Å Hacking of SIM manufacturers by security agencies

Å Subscribersôkeys may not be secret in practice

sA->B

xB->A

xA->B

sB->A

Transmitsuser signal s.->. over radio channelH.->.

Receivesuser signal x.->.  from paired transmitter filtered by radio channelH.->.

Bob

         
Transmittedsignals (user only) 

         Alice

Receivedsignals

Alice

Bob
                  

                  

ATTACKER:

LEGITIMATE: 

Eve
Passive 
mode

                    

                     

Intercept and monitor signal x.->Eof victim transmitter, filtered by radio channelH.->E

hB->E

xA->E

xB->E

             
                

Eve
Active
mode

           

           

hE->B

jE->A

jE->BxE->A

xE->B

May jam and spoofvictim receiverwith signal jE->. over radio channelHE->.

May impersonatevictim transmiter

           

          
          

           

           

           

tA->B

tB->A

when includingtag signals

Security of Radio communications - Inventory  of signals

Complements on legitimate and attacker  signals  
 

More information =>   www.phylaws-ict.org   

  deliverables D2.4, D4.1. 

Our Fondamentals  = c urrent  academic  knowledge  about PHYSEC: 
Á Key-less security  technique  exploiting  propagation  randomness  to establish  secret  
Á Theory is OK since  1980õs, academic  reasearch  is intensive,  Applications  in realistic  radio -

environment  now  exist  (IoT in project  Prophylaxe , Wireless and  WLAN in project  Phylaws ) 

+ 

Our current progresses = 3 protection schemes:  
Á Secret Key Generation (SKG)  

Č pre-industrial application to IoT (Prophylaxe)  

Č Experimented for WLAN and LTE networks (Phylaws)  

Á Artificial Noise-Beam Forming (AN-BF) + Secrecy Coding (SC) 

        Č Simulation OK, implantation in progress, promises inform. theoretic secrecy 

Á Secure Pairing (SP) with Tag Signals (TS) & Interrog.  Ackn. Sequences (IASs) 

        Č new concepts invented, study in progress. 
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Presentation of PHYLAWS project  FP7 ICT  Id-317562

EDA 31st Captech PHYLAWS 2015-11-10

ICT Call 8

Brief Introduction to 
PHYsical LAyer Wireless Security

How to exploit radiochannel propagation for security ?

+ 
Brief synthesis of the fundations of  
Physical layer security 

More information =>  www.phylaws-ict.org   

  deliverables D2.3, D3.1, D3.2, D3.3. 

 

 

Brief introduction to PHYSEC  
Our Fondamentals ï Our current progresses 

http://www.phylaws-ict.org/
http://www.phylaws-ict.org/
http://www.phylaws-ict.org/
http://www.phylaws-ict.org/
http://www.phylaws-ict.org/
http://www.phylaws-ict.org/
http://www.phylaws-ict.org/
http://www.phylaws-ict.org/
http://www.phylaws-ict.org/
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How PHYSEC can help security, identity authentication, confidentiality 
Pre-industrial results of Secret Key Generation for IoT 

A- General procedure for channel-based 

secret key generation 

B- Example of RSSI measurement 

results ï IEEE 802.11n, 2.4 GHz,  BW=20 MHz  

E is located ~15cm next to Alice. Slight mobility. 

The sample interval  8-10 ms on average. 

Note: 

Indoor time  

coherence is  

50 to 100 ms 

C- Example of CSI measurement results (amplitude only shown) over one Non Data Packet (NDP) ï fixed position 

From IEEE 802.11ac chipsets (Celeno Communication Ltd) - 5 GHz,  BW=40 MHz.  Alice and Bob /  Eve are 4 x 4 MIMO 

LOS 

Tx  

and  

Rx 

are 4  

antennas 

Etc. 

0 20 40 60 80 100 120
40

42

44

46

48

50

52

54
4 Antennas of stream 1

0 20 40 60 80 100 120
10

15

20

25

30

35

40

45

50
4 Antennas of stream 2

0 20 40 60 80 100 120
25

30

35

40

45

50

55
4 Antennas of stream 3

0 20 40 60 80 100 120
38

40

42

44

46

48

50

52

54
4 Antennas of stream 4

ATx  1   ARx  1:4 ATx  2   ARx  1:4 ATx  3   ARx  1:4 ATx  4   ARx  1:4 

Freq / subcarrier Freq / subcarrier Freq / subcarrier Freq / subcarrier 
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How PHYSEC can help security, identity authentication, confidentiality 
Pre-industrial results of Secret Key Generation 

D- Need for pre-processing 

Smoothing/filtering techniques (ex: Wifi 802.11n) 
 

Rayleigh distributed, temporally correlated fading channel with AWGN 

Figure compares the resulting correlation coefficient versus the  

Normalized Doppler frequency fd/fs for SNR = 20 dB. 

 

 

 => enhances the channel reciprocity 

Channel de-correlation techniques 

 => enhances the channel randomness at input of SKG scheme 

Resulting Quantization after removing highly correlated frames 

3
6

  
b

it
s

 

Selected Frame number reduced to 200 in 5s  

=> No obvious pattern is repeated in the keys 

LTE Node 

Alice 

Quantization using all available Channel coefficients (case LTE 2.6 GHz - PSS BW 1.4 MHz - indoor LOS) 
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How PHYSEC can help security, identity authentication, confidentiality 
Pre-industrial results of Secret Key Generation 

E- Core of the SKG scheme = Quantization 

Å Objective: generate binary symbols from channel measurements 

Å Possibility to quantize received amplitude (RSSI) or Channel State 

Information including amplitudes + phases (CSI) 

 

 

 => several ways to limit bit disagreement 

F- Improvement 1 of the SKG scheme = Reconciliation 

Å Objective: correct bit disagreement between Alice 

and Bob 

Å Based on sketch exchanges between Alice an Bob  

and Error Correction (regular FEC) 

 

 

G- Improvement 2of the SKG scheme =  

     entropy estimation + privacy amplification + test 

Å Objective: mitigate any information leackage towards Eve 

(after reconciliation) 

Å Based on entropy estimation + hash functions key length 

reduction + test of NIST or Intel RNG criterias 

 

 

 

 

 

Performance of different RSSI quantization schemes in 

terms of the bit disagreement rate of the bit strings 

generated by two nodes as a function of the correlation 

coefficient of the channel in both directions between 

these nodes 

0 1 2 3 4 5 6 7

0 0 1 1 2 2 3 3

0 1 0 1 0 1 0 1

0 1 2 3

0 1 2 3

QMA_0

QMA_1

QM: 8 regions

Alice Bob

Case of CSI CQA algorithm: (Wallace2010) 

(CSI based, 2 alternate quant. maps + geom. criterion) 
Alice choses symbol 0 & informs Bob about her map (QMA_1) 

Thus Bob choses symbol 0 on ma QMA_1: 

. Reduces mismatch risks between Alice and Bob (esp. low SNR)  

. No information leakage (map index is transmitted, symbol not) 
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6 Rx SIMO Records and analysis at LTE and Wifi carriers in different radio environments 

Open space 

Street 

Indoor/Outdoor Classroom 

Corridor Amphitheater 

Wifi records in the following LTE records in the following 

LTE records in the following 

LTE records in the following 
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Wifi and LTE-TDD indoor/outdoor signals records  
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LTE indoor 2645 MHz  

Classroom  

fixed position 

Č 49 Keys in 5s  
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Indoor office 
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Wifi 2400 MHz Indoor 

fixed LOS Č 152 Keys in 2s  
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Wifi 2400 MHz Indoor. Slight  

mobile NLOS Č 171 Keys in 2s  

Indoor office Outdoor Street 

LTE 800 MHz Urban Street Č 348 Keys in 5s 

LTE 2600 MHz Urban Street Č 284 Keys in 5s 
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EVEN IN THE MOST  

DIFFICULT CASE,  

SKG WORKS WELL. 

Wifi and LTE results  

SKG based  on CSI 
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