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Abstract—Secret key generation from the randomness pro-
vided by random channels is currently considered as one way to
improve security in wireless communications at the physical layer
level. However, the relation between the performance of SKG
schemes and the characteristics of the radio channel has been
moderately investigated. In this work, we evaluate the security
performance through a simple channel model based on scatterers
distributed around the terminals, which enables going beyond the
common assumption of spatial stationarity between the legitimate
terminal and the eavesdropper. This performance is assessed
both from information theory metrics and from a practical key
extraction algorithm.

Index Terms—physical layer, information security, propaga-
tion, spatial diversity.

I. INTRODUCTION

Secret key generation (SKG) and distribution by conven-
tional cryptography methods present a great issue especially
in mobile radio communications. Therefore, accurate key
generation schemes require that legitimate terminals (Alice
and Bob) have access to a common source of randomness,
which can be the propagation channel [1], [2], thereby avoid-
ing the problems associated with the distribution of keys.
Secret keys may be used then by upper layer protocols in
order to ensure the confidentiality of wireless communications.
Provided they use the same frequency, Alice and Bob observe
nearly the same radio channel, owing to reciprocity. Moreover,
the random character is ensured by multipath fading and by
the decorrelation between the channels seen by two users in
the spatial, temporal and frequency domains. Consequently an
eavesdropper (Eve) has no direct access to the channel seen by
the legitimate user (Bob) and, therefore, cannot easily crack
the key when it is long enough.

In an information theoretic framework, the security brought
by SKG has been evaluated in the literature through the
computation of theoretical bounds for the key length. Simple
analytical expressions are available in the case of jointly
Gaussian channels [3], [4]. Nevertheless it is crucial to assess
how much these bounds can be achieved in practical scenarios
and also to evaluate privacy performance for arbitrary fading
channels. This is provided by exploiting practical key extrac-
tion algorithms. The received signal strength [5], the phase
information [6] and the channel impulse response [7], [8]
have been exploited to generate key bit streams. Moreover,

complex channel coefficients may be investigated to extract
more random bits per single channel sample [3], [9], [10].

In the literature, SKG performance has been investigated
statistically and empirically for a simple scenario where Eve
is very close to a legitimate terminal, i.e. both of them
sharing the same multipath components [3]. Indeed several
works assumed that Eve is not able to access to correlated
channel information when she is located more than a half
or at most a few wavelengths away from both legitimate
terminals [3], [5], [8]. However the authors in [7] proved by
measurements that spatial correlation can be found even for
larger separation distances. In particular, shadow fading seems
to be critical in physical layer security, while shadow fading
correlations [11] between Bob and Eve is likely to affect the
information accessible to the eavesdropper and thus to impact
the confidentiality.

Given these considerations, we here intend to evaluate the
relation between the performance in terms of security and
the characteristics of the radio channel, especially beyond the
classical assumption of spatial stationarity between Bob and
Eve (see also preliminary results in [9]). For that purpose,
we use a channel model (described in section II), based
on scatterers uniformly distributed within a disc. The SKG
performance is assessed through metrics that are presented in
section III and the results are discussed in section IV. Finally
section V concludes the paper with a short summary.

II. A DISC OF SCATTERERS BASED CHANNEL MODEL

In real scenarios, the channel multipath components seen
by Bob and Eve can change according to the relative distance
between them and also according to the environment. For
example, the propagation channel components are likely to be
more sensitive to the separation distance in a dense scattering
urban environment than in a rural one. Therefore, we aim in
this paper to model the lack of spatial stationarity [12] between
Bob and Eve and evaluate its impact on SKG behavior. For that
purpose, we consider a 2-D geometry-based stochastic channel
model where scatterers are uniformly distributed within a disc,
see Fig. 1.

In this model, Bob is always located at the center of the
disc and Eve is at a separation distance d from Bob within
the disc. The maximum separation distance is kept to a value
low enough to avoid edge effects due to the finite size of



the disc. Furthermore, the transmitter, Alice, is supposed far
away from the disc so that we can consider rays arriving from
a single direction K 4 to the local scatterers. This situation
occurs mostly in urban macro-cells, when the base station is
located over rooftops. Each terminal is considered to be in
non line-of-sight condition with respect to Alice. Hence all
the rays received by Bob/Eve originate from the scatterers,
acting as secondary sources. We assume that Bob and Eve are
both equipped with an omnidirectional antenna.

Scatterers may represent specular reflections from a building
where the scattering coefficient changes with respect to the
direction of departure. Hence Bob and Eve may not see the
same power rays. Accordingly, each scatterer is assumed to
act as a non-omnidirectional lossy re-transmitter, which is
statistically independent from the others. Moreover, in order
to account for the shadow fading correlation between Bob and
Eve, we assume that each scattered path emitted from the same
scatterer is spatially correlated [13] according to the following
correlation coefficient [14]:

p; = 0.5+ 0.5cos Ag; (1)

where A¢; is the angle of departure difference at the ith
scatterer, as shown in Fig. 1. The shadowing coefficients a;
and ao; account for the shadow fading for each path [13].
These coefficients are i.i.d. and follow a normal distribution
with zero-mean and standard deviation o in dB. Furthermore
the scattered wave undergoes free space attenuation according
to the separation distance towards Bob/Eve [9], [15].

According to the scatterers distribution, physical path struc-
tures towards Bob/Eve are determined and the multipath fading
channel can be computed [12]. Therefore the narrowband
single input single output (SISO) channel seen by Bob is
defined as follows:

2 expli(Kdps + Ka.%)] @

and that seen by Eve is as follows:
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where Ng, dx; and 7; are respectively the number of scatterers
within the disc, the distance from an ith scatterer to X
(Bob/Eve) side and the ith scatterer coordinate. Moreover,
K = 27” and K, are respectively the wave number and the
wave vector of the plane wave emitted by Alice towards the
disc.

Owing to the reciprocity law, legitimate terminals see ide-
ally the same propagation channels, i.e. hy = hp. However,
in practice, their channel estimations are corrupted by noise.
Hence we assume that iLl = h; + n; where le is the
channel estimation and n; is the noise estimation which can
be modeled as zero-mean complex Gaussian random variable
with variance o’%. 1 denotes here A (Alice), B (Bob) and E
(Eve).

» scatterers

O ith scatterer

Fig. 1. Geometrical representation of the communication scenario

We aim to model both small scale fading (SSF) and shadow
fading as explained in section III. For that purpose, we define
how the random variables change according to these two
fading types.

o Shadow fading statistic: It is defined by different real-
izations of the environment characterized by the macro-
scopic scatterers positions and the shadowing coefficients
(ali and a2i).

o SSF statistic: The macroscopic environment around Bob
and Eve is fixed but scatterers are allowed to move on
a square grid of surface 5 x5\, providing SSF channels
through varying phases over 0 to 2.

III. SKG ASSESSMENT METRICS
A. Information theoretic security bounds

As mentioned in section I, information secret key capacity
can be computed analytically for jointly Gaussian channels
[31, [4]. Unfortunately, such a situation is not so commonly en-
countered in real life. In the present work, we turn around this
difficulty by using the SSF channels as defined in the previous
section. In other words, the secret key capacity and secret
key vulnerability are conditional to the positions of Bob/Eve
and to the macroscopic locations of the scatterers. The small
scale randomness in the scatterers positions distinctly affect the
channels seen by Bob and Eve and the common part between
these channels is responsible for the key vulnerability.

By observing the same reciprocal propagation channel, the
legitimate terminals are able to extract identical key bits.
However the channel estimation noise limits the number of
bits that can be generated. Therefore we define the available
key bits I as the statistical maximum shared number of bits
that can be extracted jointly by both Alice and Bob. [ is then
the mutual information between channels seen by both Alice
and Bob, ie. [x = I(fLA, sz). If no information is available
for Eve, all the Ix bits are secure and then serve to build the
secret key. However if Eve measures a correlated channel with



the channel seen by Bob, the number of secure key bits is then
reduced to the mutual information between channels measured
by both Alice and Bob, conditionally knowing Eve channels,
ie Igg = I(iLA, BB/EE) Also we define the vulnerable key
bits as Iyvx = Ix — Isk. In the case of jointly complex
Gaussian channels, the mutual information can be calculated
based on covariance matrices [3], [9].

B. Channel Quantization

After a channel estimation phase, legitimate terminals con-
vert their channel observations into key bit streams through a
quantization algorithm. Indeed they are interested in extracting
a large number of identical key bits from a single channel
sample. Using the channel quantization alternating (CQA) al-
gorithm [3], we extract decorrelated key bits from the complex
channel coefficients, since both real and imaginary parts are
assumed independent for Gaussian channels [3], [10]. CQA
makes use of alternating maps to avoid discarding symbols
and to minimize the key bit disagreement. It was found to be
a rather efficient and simple scheme to start with. Although
this algorithm requires public discussion between Alice and
Bob to agree on the map indices, it does not reveal useful
information to Eve (refer to [3] for more information).

We intend to evaluate security performance by the computa-
tion of the bit error rate (BER) between keys extracted by both
Bob and Eve, assuming noiseless channels. Hence we suppose
that Alice and Bob are able to generate identical key bits with
full reliability. The BER between Bob and Eve is considered
as the ratio of bit disagreement between keys extracted by both
Bob and Eve due to channel decorrelation.

C. Channel correlation

Given that the information security metrics recalled above
are based on second order quantities, the correlation between
channel coefficients is responsible of the imperfect security
performance. We use the conventional channel correlation
coefficient between two random complex variables X and Y
of mean px and py , defined as follows:

E{(X — px)(Y — py)"}
VE{X — uxPHE{Y — py[?})
where (.)* stands for complex conjugate. We consider two
types of channel correlations: the complex channel correlation
coefficient (referred as ppgp) where X and Y represent re-
spectively the complex channel coefficients hp and hg and

the power envelope correlation coefficient, where X and Y
are replaced by the powers |hp|? and |hg|?, respectively.
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IV. SKG PERFORMANCE EVALUATION

The signal to noise ratio (SNR) is defined as the ratio of
the average received power to the noise power:
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where F{.} and ||.||r denote respectively for the expectation
over SSF and the Frobenius norm. Tab. IV presents the

TABLE I
SIMULATION PARAMETERS

Frequency 2 GHz
SNR 15 dB
Disc radius 5000
Scatterers number Ng 250
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Fig. 2.

CDF of complex channel correlation

simulation parameters values. We assume that all terminals
have the same SN R and that 250 scatterers are distributed uni-
formly within the disc, unless differently stated. The maximum
separation distance is 1000\ providing equivalence statistics
for both Bob and Eve.

Each statistical quantity (correlation coefficient, information
theoretic key bound and BER value) is computed from an SSF
statistics. Then statistical distributions for these quantities are
obtained from the combined macroscopic scatterers random-
ness and the shadow fading parameters randomness.

A. Channel correlation

Fig. 2 shows cumulative distribution functions (CDF) of
complex channel correlation coefficients for both shadow fad-
ing standard deviation o = 3dB and o = 10dB and for several
separation distances (d) between Bob and Eve. For Ng = 250,
the average distance between scatterers is almost 600\. For
d > 600, the interferences seen by Bob and Eve become in-
dependent and the complex correlation vanishes. Consequently
|pBE| decreases when d increases. Furthermore we notice that
|pBE| increases when o increases. Usually increasing o yields
more rapidly channel decorrelations. However this is not the
case here. This is due to the fact that our channel model is
able to reproduce both Rayleigh and Rician distributions. The
proportion of these two distributions is impacted by the value
of 0. When o increases, the proportion of Rician channels
increases. We here consider that channel amplitudes are Rician
distributed if the Rician K factor is greater or equal to 1.
The results show that almost 18% of the channels are Rician
for 0 = 3dB whereas we have 30% for ¢ = 10dB. Indeed
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Fig. 4. CDF of power envelope correlation for o = 10dB

we find that the correlation increases for Rician channels,
where a dominant predictable path exists. This is the reason
why we still have large correlation values for large separation
distances.

Fig. 3 and Fig. 4 depict the variation of the CDF of power
correlation for several Bob-Eve distances and for 0 = 3dB and
o = 10dB, respectively. As expected, the power correlation
decreases when d increases. When Eve goes away from Bob,
they see different multipath components, leading to a decrease
in both complex and power envelope correlations. Due to the
high proportion of Rician channels for ¢ = 10d B, the variance
is the largest in this case, which can be explained by more
correlations resulting from less significant scatterers in the
presence of a dominant path.

B. Vulnerable key bounds performance

According to the chosen SNR, the maximum number of
key bits (Ix) is nearly equal to 4 per channel observation.
Nevertheless the vulnerable key bits (I k) depend on spatial
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Fig. 6. Averaged BER and vulnerable key bits as function of the separation
distance d between Bob and Eve

channel correlations. Since channel correlations decrease when
either d increases or o decreases, the amount of information
gathered by Eve about the legitimate channel and subsequently
about the secret key decreases, i.e. Iy /Ix decreases, as
shown in Fig. 5 and Fig.6. Regarding the variance of Iy x /I,
shown in Fig. 7, the security behavior changes according to
the environment realization with more significant variation for
moderate d values and for large o values. Good security perfor-
mance is provided for dense multipath propagation channels,
whereas it is degraded for environments where a predictable
dominant path exists.

Fig.6 shows the variation of the mean values of both
vulnerability bits and the BER as a function of distance
and for different o values and different scatterers densities.
If the density of scatterers decreases, the effective number
of scatterers seen by Bob and Eve decreases, resulting in
more vulnerability. Consistently, the variability of Iy /Ix
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increases with the shadow fading statistics for Ng = 100 (the
results is omitted for the clarity of the figure).

C. CQA performance

Alice, Bob and Eve quantify their channel complex coef-
ficients into stream bits by extracting 1 bit from each I and
Q parts. Fig.8 shows the CDFs of BER for different values
of ¢ and d. Although we have almost the same average value
for different values of both d and o, the behavior changes
from one environment to another, as shown implicitly by the
variance of each CDF, see also Fig. 9. While o does not impact
the mean of BER whatever d, it impacts the variance of BER
as shown in Fig. 9.

When Eve goes away from Bob, the security is enhanced
since the mean BER converges towards 0.5 and this is con-
sistent with the behavior of the average Iy i /Ix. Actually,
the BER simply expresses the raw difference between the
key bits directly extracted from the channel coefficients seen
by Bob and Eve. The algorithm doesn’t attempt to develop
more powerful strategies in order to exploit the common
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Fig. 9. The statistical variance of BER as a function of d

characteristics between these channels. This is the reason why
the remaining vulnerability expressed in Iy x beyond about
one wavelength distance between Bob and Eve, is not reflected
in the BER.

V. CONCLUSION

In this paper we presented an analysis of SKG based
on channel randomness in relation to characteristics of the
propagation by investigating a disc of scatterers-based channel
model. This has been done by considering channel corre-
lations, by computing relative vulnerable key bits and by
extracting key bits via the CQA algorithm, providing a direct
evaluation of the SKG scheme performance. A separation
distance by a few wavelengths is not enough to guarantee the
maximal level of security, especially for environments where a
dominant path exists. Consistently this level is impacted by the
detailed features of the environment itself and differs signifi-
cantly between Rayleigh and Rician channels. Complementary
results, making use of experimental data, can be found in [10].
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