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Abstract—Nested lattices Λe ⊂ Λb have previously been studied for coding in the Gaussian wiretap channel and two design
criteria, namely, the secrecy gain and flatness factor, have been
proposed to study how the coarse lattice Λe should be chosen so
as to maximally conceal the message against the eavesdropper.
In this paper, we study the connection between these two criteria
and show the secrecy-goodness of even unimodular lattices, which
means exponentially vanishing flatness factor as the dimension
grows.

I. I NTRODUCTION
The wiretap channel was introduced by Wyner [1] as a
discrete memoryless broadcast channel where the sender Alice
transmits confidential messages to a legitimate receiver Bob,
in the presence of an eavesdropper Eve. Both reliable and
confidential communication between Alice and Bob should be
provided at the same time via coding. The original wiretap
channel model have been extended to various classes of
channels including continuous channels such as the Gaussian
channel and both information-theoretic and coding results are
available in the literature [2], [3], [4].
In this paper, we discuss coding for the Gaussian wiretap
channel, whose secrecy capacity, which is by definition the
maximal information rate achievable with strong secrecy, was
computed in [5], [6] as the difference of the capacities of Bob
and Eve’s channels, provided that the noise variance σb2 of
Bob’s channel is smaller than σe2 of Eve’s. Examples of existing Gaussian wiretap codes were designed for binary inputs, as
in [7]. Another line of research considers lattice coding, which
is the dominant coding technique for the Gaussian channel. In
particular, a pair of nested lattices Λe ⊂ Λb are considered,
where Λe is designed with the intention to confuse Eve and
Λb to enable Bob to correct errors. Pioneering works along
this line consider a lattice design criterion called the secrecy
gain [8] which measures how much better an n-dimensional
lattice can cause confusion to Eve than the cubic lattice Zn .
The secrecy gain of the `-modular lattices, namely, lattices that
are geometrically similar to their duals with a similarity that
multiplies the norm by `, were studied in small dimensions for
` = 1, 2, 3 [9], [10], [11]. The study shows that certain lattices
can do much better than the others in concealing the message.
The asymptotic result on the secrecy gain is only available for

the so called even unimodular lattices, i.e. even and ` = 1.
It is shown that the secrecy gain of even unimodular lattices
goes to infinity as the dimension n grows [9].
Recent progress in [12], [13] introduced the flatness factor
and showed that it is proportional to the absolute mutual
information. Further, it demonstrated the existence of mod-p
lattices with an exponentially vanishing flatness factor, thereby
obtaining strong secrecy. However, the proof of [13] relied
on the Minkowski-Hlawka theorem, and thus did not give
concrete lattices that are good for secrecy. In this paper, we
elucidate the relation between the secrecy gain and the flatness
factor; more importantly, we analyze the flatness factor of even
unimodular lattices and by an asymptotic analysis show that
they are good for secrecy.
II. P RELIMINARIES
A Gaussian wiretap channel is a broadcast Gaussian channel
modeled by
y = x + vb
(1)
z = x + ve ,
where x is the codeword sent by Alice, y and z are the
received signals of Bob and Eve, with respective noise vectors
vb and ve , whose components are i.i.d. Gaussian distributed
with zero mean and have respective variance σb2 and σe2 . In
other words, vb and ve satisfy the Gaussian distribution
ϕσ2 (v) =

||v||2
1
− 2σ2
n e
2
(2πσ ) 2

with respective variance. It is assumed that σb2 < σe2 in order
to have a positive secrecy capacity [5].
We suppose that x ∈ Rn is a lattice codeword, where by a
lattice Λ we mean a discrete set of vectors in Rn , which can
be conveniently described by
Λ = {uM |u ∈ Zn },
where the generator matrix M contains a basis of Rn . The
Voronoi cell VΛ (x) of a lattice vector x is defined to be the
set of vectors in Rn that are closer to x than to any other
lattice vectors of Λ. The volume vol(Λ) of a lattice Λ is the
cell volume of a Voronoi cell, which is also the cell volume

of the fundamental parallelotope defined by the row vectors
of M and hence is computed by vol(Λ) = det(M ).
Definition 2.1: Let H = {a + ib ∈ C|b > 0} denote the
upper half complex plane and set q = eπiτ , τ ∈ H. The theta
series of a lattice Λ is defined by
2

ΘΛ (τ ) = Σt∈Λ q ||t|| ,
where ||t||2 = t · t is called the norm of a lattice vector.
The dual of a lattice Λ of dimension n is defined to be
Λ∗ = {x ∈ Rn : x · λ ∈ Z, λ ∈ Λ}.
Λ is said to be an integral lattice if Λ ⊂ Λ∗ . The norm of
any lattice vector in an integral lattice Λ is always an integer.
If the norm is even for any lattice vector, then Λ is called an
even lattice. Otherwise, it is called an odd lattice. The theta
series of an integral lattice has a neat representation:
m
ΘΛ (τ ) = Σ∞
m=0 Am q ,

(2)

where Am counts the number of lattice vectors of norm m.
As an initial work, we will solely consider a very special
class of lattices called even unimodular lattices, which are by
definition even lattices satisfying Λ = Λ∗ .
Lattice encoding for the Gaussian wiretap channel (1) is
done via a generic coset coding strategy: let Λe ⊂ Λb be two
nested lattices, specially chosen such that the quotient group
Λb /Λe is of size 2k . A k-bit message is then mapped to a
particular coset in Λb /Λe , from which a vector is randomly
chosen as the encoded word [9]. The lattice Λe will be
interpreted as introducing confusion for Eve, while Λb as
ensuring reliability for Bob. There have been two new lattice
design criteria devised to characterize the performance of a
lattice Λe in this task of confusing Eve.
The flatness factor is our major concern in this paper.
Definition 2.2: [13]1 The flatness factor of a lattice Λ of
dimension n is defined by
P
t∈Λ ϕσ 2 (x − t)
−1 .
Λ (σ) = maxx∈V(Λ)
1/vol(Λ)
P
The function fσ,Λ (x) ,
t∈Λ ϕ0,σ 2 (x − t), x ∈ V(Λ) is
a probability density, whose expectation E[fσ,Λ (x)] achieves
1
vol(Λ) , when x is sampled uniformly in V(Λ). The flatness
factor thus characterises how “flat” the distribution fσ,Λ (x) is
against the background uniform distribution. It is shown that

n


γΛ (σ) 2
i
Λ (σ) =
ΘΛ
− 1,
(3)
2π
2πσ 2

Assume that n < 12 for all n. Then the mutual information
between the confidential message m and the eavesdropper’s
signal z is bounded as follows:
I(m; z) ≤ 2n nR − 2n log 2n .

A wiretap coding scheme is secure in the sense of strong
secrecy if limn→∞ I(m; z) = 0. From (5), a flatness factor
εn = o( n1 ) would be enough. In practice, an exponential decay
of the information leakage is desired, and this motivates the
notion of secrecy-good lattices:
Definition 2.3 (Secrecy-good lattices): A sequence of lattices Λ(n) is secrecy-good if
Λ(n) (σ) = e−Ω(n) ,

2
n

vol(Λ)
(4)
σ2
is the volume-to-noise ratio (VNR) [13].
The following bound on the information leakage in the
mod-Λ Gaussian wiretap channel was given in [13]. Let
(n)
n = Λ(n) (σe ), where Λe is a lattice of dimension n.
γΛ (σ) ,

e

1 Definition

2.2 is defined for any fundamental region. Here we specify the
Voronoi region V(Λ) for simplicity.

∀γΛ(n) (σ) < 2π,

(6)

where Ω(n) is a function asymptotically larger than n or as
large as n.
The secrecy gain gives an intuition to find good lattices
for secrecy. Intuitively, Eve can successfully decode as long
as her received vector z lies in the Voronoi cell of any lattice
vector in the coset Λe +x. Thus the probability Pc,e of correct
decoding for Eve is upper bounded as follows.
R
P
Pc,e ≤ t∈Λe +x VΛ (t) ϕσ2 (z − t)dz
b
R
||z−t||2
P
= (σ√12π)n t∈Λe +x VΛ (t) e− 2σ2 dz
b
..
. (see [8] for details)
||r||2
P
−
≤ vol(Λb )
e 2σe2
n

=

(2πσe2 ) 2
vol(Λb )
n
(2πσe2 ) 2

r∈Λe

i
ΘΛe ( 2πσ
2 ),
e

Comparing the bound for a lattice Λ against that for the Zn
lattice scaled to the same volume leads to the notion of the
secrecy function [8].
Definition 2.4: Let Λ be an n-dimensional lattice. The
secrecy function of Λ is given by
Θ√
n
vol(Λ)Zn (τ )
, τ = yi, y > 0.
(7)
ΞΛ (τ ) =
ΘΛ (τ )
The secrecy gain is then the maximum of the secrecy function.
Note that both criteria involve the theta series of a lattice.
Theta series of even unimodular lattices are modular forms of
even weight for the full modular group SL2 (Z) [14]. Other
examples of modular forms for the full modular group are the
Eisenstein series for even k, which can be computed by
Ek (τ ) = 1 −

where

(5)

+∞
2k X k−1 q 2m
m
,
Bk m=1
1 − q 2m

(8)

where Bk is the Bernoulli number [15].
III. F LATNESS FACTOR OF EVEN UNIMODULAR LATTICES
i
Firstly, a bigger secrecy function value at τ = yi = 2πσ
2
implies a smaller flatness factor value at σ if two lattices
are of the same dimension and volume. Indeed, assume
two n-dimensional lattices Λ1 , Λ2 with vol(Λ1 ) = vol(Λ2 ).
i
i
i
From (7), ΞΛ1 ( 2πσ
2 ) > ΞΛ2 ( 2πσ 2 ) implies ΘΛ1 ( 2πσ 2 ) <

i
i
i
ΘΛ2 ( 2πσ
2 ). And from (3), ΘΛ1 ( 2πσ 2 ) < ΘΛ2 ( 2πσ 2 ) implies
Λ1 (σ) < Λ2 (σ).
The weak secrecy gain, secrecy function value at y = 1,
of even unimodular lattices was shown to go to infinity as
the dimension n grows [9]. We will adapt this result to
characterise the asymptotic behaviour of the flatness factor of
even unimodular lattices around the point y = 1 (equivalently
σ = √12π ).
Lemma 3.1 (Siegel-Weil): [15] Let Ωn be the set of all inequivalent even unimodular n-dimensional lattices and Aut(Λ)
be the group of automorphisms of Λ. Then
X ΘΛ (τ )
= Mn E n2 (τ ) ,
(9)
|Aut(Λ)|
λ∈Ωn
P
where Mn = λ∈Ωn |Aut1(Λ)| .
Lemma 3.1 says that the average behaviour of the theta series
of an n-dimentional even unimodular lattice is characterised
by the Eisenstein series E n2 . Even unimodular lattices only
exist in dimensions a multiple of 8. So we can alternatively
write E4t (τ ) assuming n = 8t. One then only needs to study
the asymptotic behaviour of E4t (τ ). By (8),

E4t (τ ) = 1 +

+∞
m4t−1
8t X
,
|B4t | m=1 e−2πiτ m − 1

(10)

where the Bernoulli number |B4t | satisfies asymptoticly [15]
|B4t | ∼ 2

IV. M OD -2 EVEN UNIMODULAR LATTICES
In this section, we will take a close look at the mod-2
even unimodular lattices. We first introduce the mod-p lattices,
where p is a prime number, or lattices constructed from linear
codes over the finite field Fp via the Construction A. It is
shown in [13] that there exists a sequence of mod-p lattices,
whose flatness factor can respectively vanish and explode as
n → ∞ and p → ∞ when γΛ < 2π (equivalently y < √1` ) and
respectively γΛ > 2π (equivalently y > √1` ). Unfortunately,
the existence result was shown based on the average behaviour
of theta series of mod-p lattices and no construction of lattices
were given. Let
ρ : Zn → Fnp
be the map of component-wise reduction modulo p on Zn .
Terminology of error-correcting codes can be found in [16].
Definition 4.1: [17] Let C be a binary [n, k, d] code. The
lattice ΛC generated by C is defined by

4t!
.
(2π)4t

1
ΛC := √ ρ−1 (C).
2

i
Let τ = 2πσ
2 = yi. The infinite sum on the right hand side
of (10) satisfies
+∞
X

+∞
X
m4t−1
m4t−1
∼
,
2πym
e
− 1 m=1 e2πym
m=1

as long as e2πy >> 1, for which we may impose y >
Moreover, it is shown in [9] that asymptoticly

1
2.

+∞
X
m4t−1
(4t − 1)!
∼
.
2πym
e
(2πy)4t
m=1

Now we compute the asymptotic behaviour of the flatness
factor of even unimodular lattices. By (3),
Λ(∞) (σ)

1
operate at σ 2 = 2π
. However, from the point of view of
flatness factor, the asymptotic result at y = 1 suggests that we
1
don’t have strong secrecy when Eve is operating at σ 2 = 2π
since the flatness factor approaches 1 6= 0. To achieve a
1
vanishing flatness factor, one has to operate at σ 2 > 2π
,
namely, γΛ < 2π. From this point of view, even unimodular
lattices are in average secrecy-good lattices.

= limn→∞ Λ(n) (σ)
 n2
i
1
ΘΛ ( 2πσ
= limn→∞ 2πσ
2
2) − 1
n
= limn→∞ y 2 
E n2 (yi) − 1


(4t−1)!
8t
= limt→∞ y 4t 1 + 2·4t!/(2π)
−1
4t (2πy)4t


1
= limt→∞ y 4t 1 + y4t − 1
=
limt→∞ y 4t
y < 1 (or γΛ < 2π);
 0,
1,
y = 1 (or γΛ = 2π);
=

∞, y > 1 (or γΛ > 2π).
From the point of view of secrecy gain, the secrecy gained
by choosing a particular even unimodular lattice is maximised
at y = 1 and measures should be taken to force Eve to

It is shown in [17] that ΛC is an even unimodular lattice if
and only if C is a doubly even self-dual code, the so called
type II code. Note that a binary type II code gives rise to an
even unimodular lattice. But a random even unimodular lattice
is not necessarily a mod-2 lattice associates with a binary type
II code. In fact, mod-2 even unimodular lattices are very few
among the even unimodular lattices in the same dimension,
which will be proved in the journal version of this paper.
A. Average flatness factor of mod-2 even unimodular lattices
In order to have the same kind of result for a mod-2 even
unimodular lattice, we consider a mass formula for the weight
enumerator polynomial of a binary type II code. This mass
formula can be found in [18]. It states that, if C is a type
II binary self-dual code of length n = 2m, if Ar (C) is the
number of codewords of weight r ≡ 0 (4) and if Γ is the set
of all inequivalent type II binary self-dual code of length n,
then,
m−3
X Ar (C)
Y

2
2i + 1
=
|Aut (C)|
r! (n − r)! i=1

(11)

C∈Γ

with
X
C∈Γ

m−2

1
2 Y i
=
2 +1 .
|Aut (C)|
n! i=1

Also, we will need this result from [16, Chap. 19],

(12)

Lemma 4.2: The total number of even self-dual codes of
length n is
m−2
Y

2
2i + 1
(13)
i=1

From Equations (11) and (12), as we want, we get the average
behaviour for a binary type II code,
Ār

= EC [Ar (C)]
P
1
=P
1
C∈Γ
 C∈Γ
 |Aut(C)|
n
1
=
m−2 +1
r 2

Ar (C)
|Aut(C)|

for all r ≡ 0 (4) and r 6=0.
Let
WC (x, y) ,

X

xn−w(c) y w(c) =

c∈C

n/4
X

A4k (C) xn−4k y 4k

ΘΛ
EQR168

k=1

be the weight enumerator polynomial of C. As the theta series
of the lattice Λ obtained by construction A with C is
ΘΛ (τ )

B. Examples of mod-2 lattices in finite dimensions
The following example compares the flatness factor of mod2 lattices in different dimensions. The horizontal axis is again
in dB and the vertical axis shows loge Λ (σ).
Example 4.3: Binary self-dual codes were enumerated in
lengths up to 32 with the weight distribution of each code
given in [19]. The number of self-dual codes grows rapidly
when n grows. For example, there are 85 type II codes and
3210 type I codes when n = 32. We pick the Type II code
with the biggest minimum weight and smallest number of
codewords at that weight for n = 8, 16, 24, 32. The theta series
of the corresponding mod-2 lattices are computed using the
technique in [20]. And in order to see the change in a bigger
scale, we consider a Type II code of length 168. The binary
Extended Quadratic Residue code EQR168 associate with the
prime 167 [21] is a binary Type II code. The theta series of
the corresponding mod-2 lattice was computed in [20]

= WC (ϑ3 (2τ ), ϑ2 (2τ ))
Pn/4
= 1 + k=1 A4k (C) ϑn−4k
(2τ )ϑ4k
2 (2τ ),
3

where ϑ2 and ϑ3 (as well as ϑ4 ) are the Jacobi theta functions,
we get an average theta series for mod-2 even unimodular
lattices:
Pn/4
4k
Θ̄2,n (τ ) = 1 + k=1 Ā4k ϑn−4k
3  (2τ
 )ϑ2 (2τ )
P
n n−4k
n/4
1
= 1 + 2m−2
ϑ
(2τ )ϑ4k
2 (2τ ).
k=1
+1
r 3
Fig. 1 compares the average flatness factor of mod-2 even
unimodular lattices in dimension 168 computed by using the
above equation with the average flatness factor of any even
unimodular lattice computed by using Θ̄n (τ ) = Em (2τ ). The
horizontal axis is in dB and the vertical axis shows loge Λ (σ).

= E421 − 4704E418 ∆ + 8123136E415 ∆2

−6299181056E412 ∆3 + 2152218034176E49 ∆4
−272078324367360E46 ∆5
+8116766634934272E43 ∆6
−13977332188446720∆7 ,

where E4 = 21 ϑ2 (τ )8 + ϑ3 (τ )8 + ϑ4 (τ )8 and ∆ =
1
8
8
8
256 ϑ2 (τ ) ϑ3 (τ ) ϑ4 (τ ) .
Fig. 2 shows the flatness factor of the mod-2 lattice generated by the sequence of binary Type II codes of length
n = 8, 16, 24, 32, 168 described above. One sees that when
y > 0 dB (equivalently y > 1), the flatness factor increases
as n grows, which agrees with the asymptotic analysis in the
previous section. But when y < 0 dB (equivalently y < 1),
the expected asymptotic behaviour, namely, the flatness factor
vanishes exponentially as n grows does not appear, not even
when n = 168. Indeed, one sees that the flatness factor of
the even unimodular lattice generated by the EQR168 (blue) is
bigger than the flatness factor of the even unimodular lattice
generated by the Golay code (yellow).
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Fig. 1. Average flatness factors of both mod-2 and general even unimodular
lattices

-4

-3

-2

-1

0

1

1
2 ΠΣ2

=y db

Fig. 2. Flatness factors of a sequence of mod-2 lattices of dimension 8 (red),
16 (orange), 24 (yellow), 32 (green), 168 (blue)

V. C ONCLUSION AND FUTURE WORKS
The connection between the secrecy gain and the flatness
factor of a lattice is studied, which leads to the discovery
of even unimodular lattices having exponentially vanishing
flatness factor, implying lattice Gaussian wiretap codes with
strong secrecy. A subclass of even unimodular lattices, the
mod-2 even unimodular lattices is studied intensively to compare with the average even unimodular lattices and mod-2
even unimodular lattices in small dimensions are plotted as
examples.
Sequence of mod-p lattices for bigger p with better asymptotic behaviour is now under investigation. Flatness factor of
`-modular lattices is also under consideration. The ultimate
goal is to find secrecy capacity achieving Gaussian wiretap
lattice codes.
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