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4 Security Solutions utilizing Physical Communicati on Layer

This section provides an overview of Physec security solutions. The section will classify and briefly explain the
possibilities of these solutions.

The motivation for utilizing Physec solutions comes from the following downsides of ‘classical’ cryptography based
solutions:

1. Cryptographic solutions typically rely on some pre-shared knowledge on secret keys or on complex key
exchange protocols.

2. Classical security protocols decrease the spectrum efficiency by sending additional headers and data in non-
optimal format.

3. Cryptographic solutions are based on the assumption that certain one-way functions are hard to break, that
secret algorithms do not contain unknown vulnerabilities and that attacker does not have unlimited computing
capabilities [4]. (Due to information-theoretic foundation, Physec is assumed to be robust against attackers
with any computing capabilities.)

4. Cryptographic solutions, particularly public key based, consume devices computing resources and battery.

5. Cryptographic solutions based on shared secret key are difficult to establish at the early stages of the Radio
Access Protocol especially for worldwide mass market wireless networks. A priori secret cannot be shared
among millions of subscribers worldwide.

Physec solutions are not based on cryptographic algorithms or secret keys (though they may support such solutions).
Instead, Physec concepts take advantage of the physical characteristics of radio-environments, especially when
complex, dispersive and non-stationary. They try to take the benefit of radio propagation parameters that have to be
measured by infrastructures and handsets for the purpose of their proper communication services [4].

In the following subsections we list different Physec solutions. The solutions have been classified according to their
primary security purpose. The classification and presented solutions are also illustrated in Figure 15.
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Figure 15. Categorization of objectives for Physec and examples of solutions

Physec appears as a potential “front end” complementary solution of existing security procedures, that will upgrade
privacy and security within wireless public networks, by operating mainly at the radio interface and by using software
means only. Low imbrication should occur with upper layers of the transmission protocol and with network
management. Thus, physec solutions or security modules including physec concepts should address a wide class of
wireless applications in the close future, and many practical advantages should be expected:
- Reduced impact on terminal and on network architectures.

Easy and low cost integration.

Compatibility with existing encryption solutions.

Compatibility with existing radio access technologies.

Negligible impact on spectrum efficiency.
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4.1 Device identification

Tag signals [3] — Physec solutions can be utilized e.g. in Identify Friend or Foe systems where new communication
party is recognized as early as possible. Historically these techniques were first used to recognize own airplanes from
enemy planes. In military applications, a coded radio response from the airplane was triggered with a particular radar
frequency or with specialized radio transponders. In the wireless networks, devices can identify each other (before
cryptographic authentication) by exchanging low power physical layer signals (‘tag signals’). Tags signals are weak
signals, which are transmitted at the same time, at the same frame/slots and at the same carrier than the user signal
[162].

Power, interference level, and spreading factor of the tag signal are adjusted such as in Figure 16 in order to achieve:

- Transec protection of the tag signal at first, thanks to the native interference (face to non-authorized receiver that
do not know the tag spreading code),

- Easy detection and recognition of the tag signal by a suitable matched filter in any authorized receiver (thanks to
the spreading factor exceeding the interference ratio).

In initial IFF techniques, the form (and timing and amount) of signals is based on secret keys, which are shared
between the devices. For public wireless networks, one challenge is to introduce secrecy coding of tag signals in
order to re-enforce their privacy by taking benefit of the cooperative jamming occurred by the user signal (see § 4.2).
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Figure 16. Tag signals (DSSS low DSP) under signalling channels for supporting IFF modes [3]

Steganographic tagging or watermarking solutions, which attempt to transmit secret information along unprotected
physical layer communication by superimposing a carefully designed secret modulation on the waveforms, have been
approached by different researchers: Kleider et al. [49] and Hou et al. [50] proposed watermarking methods for
OFDM, Wang et al. [51] for broadcast television signals, Yu et al. for MIMO systems, and Gorce et al. [52] for ultra-
wideband (UWB) network. Yu et al. unified different approaches with an analytical framework [53] and later on
extended the work to support multiple carriers [54] and MIMO channels [55]. Their analysis framework [53] considered
the following aspects:

Stealth — How transparent and undisturbing the solution is for devices, who are unaware of the solution?
Robustness — How resistant the solution is for interference?
Security — How resistant the solution is against attacks?

Challenges in these schemes come from degradation of original signal quality, when the signal power cannot be
increased and hence when the power for the tags is coming from the user signal.
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Also, pure steganography / watermarking approaches are based on obscurity i.e. on an assumption that the attacker
does not know how to search for information. Evidently, in public wireless networks this is not a valid assumption.
Therefore, tagging must be secured with alternative means.

One approach for securing tag signals is to combine them with convenient coding schemes (ultimately secrecy codes,
as described in Subsection 4.4).

Tags can also be scattered in time and frequency space in a manner known only for authorized receivers. Figure 17
provides a simple example on how the tags can be scattered. Tags targeted for a particular user are marked with
yellow boxes with red surrounding. The authorized receiver knows the secret device-specific) tag spreading code (i.e.
the frequencies and time when these tags targeted for it are expected). One application for tags is to secure privacy of
paging as proposed by Ta et al. [56].

Carrier frequency
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D Coded data & tag

[] pata&tag

|:| Data, no tag

|:| No data, no tag

»
»

Time

Figure 17. Simple tag scattering example (e.g. for privacy preserving paging)

The proposals do not address secret key establishment and security protocol integration issues. Therefore, careful
protocol design is needed when deploying tag based authentication solution. It should be considered how to ensure
freshness of tags (to prevent replay attacks) and to prevent leaking of secret keys. For instance, tags could be
achieved by encrypting frequently broadcasted signal with a secret (or private) key to achieve freshness. Also, one-
directional functions could also be used in certain scenarios to get rid of requirement for pre-shared secrets. Physec-
based key extraction solutions, presented later on in Subsection 0, might provide one solution for establishing keys.

In addition to artificially created tags, identification can also be based on ‘natural’ characteristics of radio systems.

RF fingerprinting [33, 34, 57, 58] is a method of identifying radio transmitters with a low-error probability by using
frequency and amplitude of transients signal of these devices. Essentially, each transmitter has unique rise time
signature when it starts a transmission (see Figure 18).

Communication
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Figure 18. RF fingerprinting from the beginning of signal

The uniqueness is caused by the slight variations of component values during manufacture. This signature depends
of various sources, including characteristics of frequency synthesis systems, modulator subsystems, and RF
amplifiers. The duration of the transient behaviour may change, depending on the type and model of the transmitter.
Differences in signal are observable even for transmitters of the same type, mainly because of the manufacturing
tolerances and the aging of the devices.
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Technologies to which physical fingerprinting has been shown to be possible include at least [58]: RFID, UHF sensor
nodes, analog VHT, IEEEE 802.11 (WiFi) and 802.15.4 (ZigBee). Fingerprints are not restricted to the radio
environments they are in use or to the receiver that resolves the fingerprint. It is possible to store fingerprints and use
them in other places as a credentials or as evidence. Fingerprints can be carried in certificates [59] making them a
potential identification mean also for devices without prior relationship.

A challenge for fingerprinting comes from the fact that a device may have several fingerprints depending on the
temperature and voltage levels. In a controlled test system, presented in [34] RF fingerprinting was able to detect
nodes with an error rate of 2%. Also, other research challenges in RF fingerprinting still exists. The amount of entropy
contained in fingerprints is unclear [58]. Fingerprints may also be vulnerable for impersonation attacks [60] as well as
for jamming attacks.[61] Consequently, RF fingerprinting may not provide as good identification as ‘real’ biometric
fingerprints. However, they can be used as an additional layer of security.

Physical layer identification has been proposed for different purposes (some purposes listed e.g. in [58]):

- Intrusion detection (incl. rogue access point detection) — The fingerprinting enables defender to identify
devices and then to compare them against fingerprints of authorized devices or to track them for anomalies

- Access control — Fingerprints could be used in access control in similar manner as MAC addresses (with a
distinction that fingerprints are not easy to change and masquerade and assuming that we can achieve
detection reliability, which is sufficient for the access control application).

- Cloning detection — Attacks which copy software and credentials to other devices can be detected with
fingerprinting.

- Forgery detection - Fingerprinting can be used to detect forgeries by searching fingerprinting characteristics,
which are specific for device category, instead of fingerprinting individual device.

- Malfunction detection — Device malfunction may affect to fingerprints, hence, some malfunctioning devices
in a network can be detected by constantly taking and comparing fingerprints.

- Secure localization - to identify device’s location by searching for fingerprints of known ‘landmark’ devices,
which are known to locate in particular space [62]

4.2 Information theoretic secrecy - confidentiality by channel characteristics

Information-theoretic Physec approaches attempt to arrange communication so that the signal to noise ratio (SNR) is
large for legitimate communication between Alice and Bob and that SNR is small for Eve, making eavesdropping
impossible. This principle is illustrated in Figure 19.

Signal

Noise
q> Bob
Alice
q> Eve
Signal

Noise

Figure 19. Achieving confidentiality by utilizing SNR of communication channel

In practise, these confidentiality objectives can be achieved by coding communication (in an optimal manner for the
two communicating counterparties) and by adding additional noise to the channel (to distract third-party
eavesdroppers). The solution is based on information-theoretic security i.e. it utilizes the different fading and
difference effects in signals travelling different paths. Theoretical foundations for information-theoretic communication
security were presented by Shannon [1] in 1940’s and were later on extended by Wyner [2] with a wiretap channel
model.
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There are some limitations in the applicability of Physec solutions [4]: Physec relies on average information measures.
However, in practical implementations it is not possible to guarantee every measurement with probability one. The
assumptions made on the communication channel may not always be accurate. Consequently, Physec should be
considered as an additional security layer in multi-layered security solution.

Information theoretic security provides confidentiality and protects communication from eavesdropper Eve. However,
it does not provide authenticity. It does not guarantee that Alice is communicating with Bob instead of Mal. For
authenticity, alternative mechanisms are needed.

Secrecy codes / wiretap codes — Few dedicated coding schemes have been proven to provide intrinsic secrecy of
legitimate radio link facing passive eavesdropper, when better radio quality is achieved for the legitimate channel.
Roughly, secrecy codes mitigate the information about the legitimate link at any radio-eavesdropper location, up to a
given information-theoretic secrecy capacity (Csec.ag). In general, secrecy capacity is less than the legitimate Shannon
capacity and greater than the Shannon capacity difference of the legitimate and of the eavesdropper link: 0  Csh b -
Cshae  Csecas Cshas. See e.g. [4][3] for more discussion on the principles and adaptations of information theoretic
secrecy. However, developing working secrecy codes that implement these information theoretic goals has been
detected to be a difficult research challenge. Only few schemes have been proposed for constructing secrecy codes
[3]:

- Low Density Parity-Check Codes [63, 64] can be used to build secrecy codes for a special case of
noiseless main channel and binary erasure channel.

- Polar Codes [65] can be used to build secrecy codes for binary-input symmetric-output channels. However,
they do not guarantee reliability of the main channel when it is noisy.

- Lattice codes [66—68] is prominent coding approach for more practical channels with Gaussian noise.

Secrecy codes could be merged with advanced RATSs that generate signal mixtures in order to disturb Eve: MISO and
MIMO, full duplex techniques [21] as well as artificial jamming.

Artificial noise [69-71] is a jamming technique where noise is added to the channel. Typically, the jammer is
required to have multiple antennas, either in single device or in several devices. The jamming signal is send
intelligently so that it impairs only eavesdropper’s channel.

Cooperative jamming [72—75] is a special case of artificial noise. In cooperative jamming several nodes may
participate to the jamming signal at the same time when the source transmits the signal. It is typically applied in
networks where communication is done through relay nodes in hop-by-hop manner. By distributing jamming nodes
over the network it is more difficult for an adversary to predict jamming activities or to perform selective battery-
depletion attacks against these nodes.

Information theoretic secrecy rely on the average properties of radio environment. This causes some limitations to
implementations. Tandra et al. [76] studied the effects of noise for signal detection. They argued that uncertainties in
channel parameters impose fundamental limitations for signal detection (as noise is neither perfectly Gaussian, white
or stationary). On the other hand Tandra’s insights mean also that the protections, which rely on averages of signal
noise and do not contain large enough safety marginal, may sometimes leak information.
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4.3 Key establishment

Secrecy coding based solutions described in Subsection 0 aim to protect the whole communication with Physec
means. An alternative approach is to utilize physical layer for establishing secret keys and then using these keys in
cryptographic keys in other communication layers to protect the communication as illustrated Figure 20.

|—> Application Application 4—|
> Transport Transport -

a > Network Network - &
\_..% ""%
P Link Link <

- Key extract -
Security |[€4— — — — —p| Security
Transport '« p Transport

Figure 20. Physical layer security and network security architecture [4]

Key extraction solutions are based on wireless channel characteristics, which are location-specific (i.e. characteristics
of multipath signals, which rapidly decorrelate when distance increases) and reciprocal (i.e. electromagnetic wave
propagation is identical in both directions, hence the same data is available both for the sender and the receiver
nevertheless of which party is initiating the messaging). The analysed information can e.g. be received signal delay,
envelope (i.e. outer boundary of received amplitude or received signal strength (RSS)) or signal phase. Figure 21
illustrates the main idea: as Eve is unable to receive the signal in the same form as Alice and Bob, she is also is
unable to generate the same secret key.

= G ¢

A8
U
g Q Eve Q\Q

Figure 21. Key extraction based on reciprocal and location-specific signal characteristics

Several researchers have recently studied the Physec based key establishment. A seminal solution to couple the
physical channel characteristics, i.e. sighal envelopes, with key generation algorithms to secure wireless ad-hoc
network was proposed by Azimi-Sadjadi et al. in [77]. In their work, the signal envelope refers to information, which
provides to the two communicating party two correlated random sources that provide sufficient amounts of entropy,
which can be used to extract cryptographic keys. They listed the causes of randomness in the signal to be caused by
the following effects:

1. pathloss (due to the distance between the nodes),

2. knife-edge diffraction (e.g. due to corners of buildings)

3. shadowing loss (by obstructions)

4. fading loss (due to the multipath propagation of signals).

They also noted that in the presence of interference, the full reciprocity requirement is not possible, and proposed a
solution which does not require completely identical envelopes.
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Radio-telepathy by Mathur et al. [78] is a protocol for utilizing the fading effect for key establishment. An
eavesdropper, who is more than half a wavelength away from both Alice and Bob, experiences a fading channel to
communicating parties. This channel is statistically independent of the fading between Alice and Bob. Consequently,
for instance, communication occurring in the frequency of 2.4 GHz, can be eavesdropped only if the attacker’'s
distance to key exchanging parties is at most 6.25 cm. They examined their protocol in IEEE 802.11 platform and
demonstrated key establishment rates of 1 bit / sec. Faster key extraction mechanisms have then been proposed e.g.
by Wang et al. [79] and Jana et al. [80], who defined a secret key generation scheme, which can adapt its rate
according to the environment.

Jana et al. [80] studied the effectiveness of RSS based secret key extraction solutions and analysed the amount of
entropy, which is available in keys extracted from the signal. Their results indicate that in stationary environments the
extracted bits have low entropy and, hence, time needed for generating keys is large. In dynamic mobile settings the
entropy is however larger and therefore faster solutions are possible.

The security level provided by key extractions solutions is still an open research question. Edman et al. [81] and He et
al. [82] have questioned the secrecy assumptions and described passive eavesdropping attacks. The attacks
demonstrate correlation between signal envelopes and vulnerability of key extraction solutions particularly in the
presence of multiple attackers.

Key extractions solutions are vulnerable for man-in-the-middle attacks, illustrated in Figure 22. In the attack, an active
adversary Mal, negotiates separate sessions and thus secret keys with both Alice and Bob. To prevent this attacks
Alice and Bob could use e.g. pre-shared keys or some other authentication protocol. Alternatively, Alice and Bob
could monitor that there are no simultaneous key extraction processes occurring. In the latter monitoring case, Mal
must also be able to prevent Alice’s signal from reaching Bob so that Bob won't cancel both processes and vice versa
for Bob’s signal. A more advanced and practical attack scenario, utilizing injecting opportunities, has been described
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Figure 22. Man-in-the-middle against signal-based key extraction
4.4 |dentifier privacy by channel properties

Transmission of device identifiers (such as GSM TMSI or WiFi MAC addresses) is difficult to protect. Encryption is
inefficient since that would require every receiver to decrypt each broadcasted packet to see if it is targeted for that
receiver.

‘Anti-RF fingerprinting’ techniques are needed to make device identification and user tracking attacks based on radio
signal characteristics (see Subsection 0) more difficult. Solutions presented earlier for protecting confidentiality of
radio transmission (Subsection 0) are usable also for preventing these attacks. Additionally some alternative
strategies can be considered:

Uniform quality manufacturing - RF fingerprinting is possible because hardware manufacturing of analog circuitry
provides imperfections. More precise manufacturing and quality control can be used to make RF fingerprinting
impossible or more difficult. However, this solution may not be practical due to added costs. [58]

Additional randomness to transient — Some random noise could be added to make the transient signal frequency
and amplitude to appear more random.
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4.5 Integrity protection

Integrity-code [31] (I-code) is a solution for assuring that transmitted signals cannot be easily tampered by an active
attacker. I-codes prevent message overshadowing attacks where attacker’s signal is stronger than the original signal.
I-code bits are transmitted in a manner that an adversary cannot easily change a bit “1” into a “0". Also, information is
coded to detect hit changes from “0” to “1". One coding possibility that can be used as I-code is unidirectional
Manchester coding where “1” is coded as “10” and “0” is coded as “01”. An adversary is assumed to be able to
replace 0 as 1 but not to make a complete signal to disappear (i.e. change from 1 to 0). As a consequence, when |-
code is used, an adversary cannot modify a message without having a high probability of being detected. An example
of the coding is illustrated in Figure 23.

QOriginal message Attacker's message
1 0 1 1 1 1
Manchester
1 0 0O 1 1 0 coding 1 0 1 0 1 0

.~ -

Tampered signal

ALl Code 11" not possible
-» attack detected

Figure 23. I-code example

I-codes are proposed for different scenarios [31]. For instance, they can be used in access point authentication by
protecting AP’s public keys with I-code. When AP is not advertising its public key, it jams the integrity channel to
prevent any fake public keys being transmitted over the same channel. Another potential use scenario is key
establishment over insecure channels. In addition, Diffie-Hellman key agreement protocol can be enhanced with I-
codes to make it resistant against man-in-the-middle attacks.

Distance bounding protocols [84] can be used to determine practical upper-bounds on the physical distance
between the communication parties. These protocols may be used to detect man-in-the-middle attacks, which cause
delays to round trip-time. Distance bounding protocols may however be vulnerable for guessing attacks [85], where
attackers attacker is able to quickly send pre-formulated guesses.

4.6 Furtive signals

Current wireless standards utilize already different technologies, which make interception and detection of signals
more complicate for attackers. These technologies make signals more are difficult to follow, intercept, eavesdrop and
spoof. Existing technologies with ‘furtive’ characteristics include hopped sighals and spread spectrum signals,
illustrated in Figure 24 and Figure 25, respectively.
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Figure 25. Spread spectrum radio-communication signals [3]

Different technologies have different characteristics in the respect of interception probability and detection probability:

Frequency Hopped (FH) signal over wide frequency intervals and long periods are usual in military networks
because they have good Low Interception Probability (LPI) characteristics. They are often merged with TDMA
RATs (many VHF and UHF tactical radios) and with CDMA RATs (MIDS). Within public radio networks,
frequency allocations are usually too much restricted to expect significant “native” LPI LPD.
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Nevertheless, when considering FH signals, the complexity of dense radio environments helps transmission
security (transec) because it increases
o the apparent randomness of the signal distribution
o the complexity of the recovery of the networks signalling messages, of access messages, of traffic
messages etc. (the prior recovery of signalling and access message is more or less necessary in
order to parameter both passive and active attacks and selective jamming; the prior recovery of traffic
messages is necessary in order to perform passive attacks of users’ data)
o the interference and multiple path risk at Eve’s part (when passive),
o the power disadvantage at Eve’s part (when active)

Typical examples are urban zones with multiple macro / micro / pico-cells and frequent handoff procedures.

The transec advantages of time hopping signals in dense radio-environment are quite similar to frequency
hopping,

Mixed frequency hopped and time hopped signal may have better LPlI and LPD properties when power
remains weak (Short Range Systems, Ultra Wide Band RATs) and when carrier/slot allocation is random over
wide periods.

Signals used for opportunistic RATs within Cognitive radios (CR) or digital dividend of white space (DDWS)
may have good Low Interception Probability properties too thanks to their versatile spectrum access protocol
(interaction with sensing capabilities and local spectrum usage) and their adaptive modulation (that is an
efficient countermeasure of signal extraction/tacking processes of passive eavesdroppers).

Direct-sequence spread spectrum (DSSS) signals have good Low Detection Probability (LDP) properties
when transmitted Spectrum Density Powers (SDP) remains low (thus countering radiometer), and when
spreading and scrambling codes remain unknown (thus countering matched filters). When facing public
standards, this usually apply better to UL signals than to DL signals (UL signals usually provide larger
combinatory for the choice of PN codes),

However, in practise, many furtive technologies introduce additional determinism (e.g. spread spectrum code/key or
frequency hopping sequence) to wave forms in order to help the synchronization and improve the quality control of
legitimate link. [3] See Subsection 3.2 and Figure 4 for illustration on how to follow CDMA (UMTS UL) traffic signals. If
this determinism can be removed, attacks would be significantly more difficult.

4.7 Availability - robustness to jamming attacks

Resistance against jamming attacks is important to assure service availability as well as to prevent attacker from
gaining additional advantages e.g. for unauthorized access or mitm attacks.

Spread spectrum technology provides a strong countermeasure against jamming attacks. When distributing
communication to large spectrum in unpredictable manner the constant (unreactive) jammer, which cannot jam all
channels, will not succeed. Reactive jammer may try to follow the channel changes. However, information on what
channel to use can be protected with shared secret keys. Alternatively, there are research efforts for keyless
protection of signals. See Subsection 4.6 for additional description on undetectable and unpredictable signals.

Directional antennas [86] can be used to receive data from directions not affected by the jamming signals. Hence,
directional antennas can be utilized to improve network capacity and to avoid physical jamming attacks. The current
challenge in directional antennas is however their size, especially for handsets.

Smart antennas arrays [18, 87, 88] can be used to mitigate effects of interference and jamming when receiving data
come from location that are different of location of the jammer. Hence, smart antennas can help to improve network
capacity, to mitigate physical jamming attacks and to have more power advantage when facing active attacks. In high
diversity propagation case, one half wave length of the array aperture is usually enough for a smart antenna to
achieve most of diversity performances and best interference/jamming mitigation.

Anomaly detection and reputation management solutions are useful for detecting jamming attacks and falsified
sensing attacks. Particularly, in cognitive radio networks where attackers may provide false collaborative spectrum
sensing reports to prevent other CR users from using the spectrum. Several researchers [89—91] have proposed
reputation based models for detecting malicious spectrum sensing reports from legitimate ones.
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5 Security Vulnerabilities and Physec Potential in Wireless Standards

This section describes main security features of LTE, WiFi, 3GPP / 3GPP2, GSM, Bluetooth, zigBee and RFID/NFC
from the physical level view point. Further, the section surveys proposals for improving existing shortcomings in
wireless standards with physical layer mechanisms. The section provides comparative analysis of these
communication technologies in respect of supported security and utilized controls, based on aspects in previous
sections.

Table 2 summarises the security mechanisms of different standards. Particularly, the table lists physical layer
transmission security potential, which can be achieved with different spread spectrum technologies, as well as
challenges, which may prevent achieving this potential. Further, the table presents cryptography based network
security solutions.

Table 2. Summary of key technologies providing security for different standards

Protection GSM UMTS LTE WiFi Bluetooth ZigBee RFID/NFC
layer
Transec FH, TDMA WCDMA OFMA, FHSS / DSSS / | FHSS Depending on | Short range
OFDM/ TDD version (e.g. | and direction

(physec based SC-FDMA DSSS in first | requirements
furtivity release)
&robust.
potential)
NetSec A3, A8, A5 AKA EPS-AKA WPA2: CCMP | Challenge- MIC (Message | -
ol Eg(Ej)) TKIP | response Lr\lltzesgrlty Code),
protocols and EO/SAFER+ or
algorithms) AES-CCM

(depending the

version)

Table 3 presents an overview of the vulnerabilities and attacks applicable for different communication standards. The
table gives vulnerable components and references on described attacks scenarios as well as subjective estimation on
the seriousness of vulnerabilities. Seriousness is subjectively characterized as a minor or major. The vulnerabilities
are discussed more closely in the following subsections.

Table 3. Summary of weaknesses and applicable attacks against different standards

Attack GSM UMTS LTE WiFi Bluetooth ZigBee RFID/NFC
Location Major  (TMSI | Major  (TMSI | Major  (TMSI | Minor Minor Minor Minor
privacy* [32, 58]; type | [32],C- [32,56]) (Fingerp., (Fingerp.[94]) (addresses (Fingerp.; [58,
finger. [92]) RNTI[93]) MAC, SSID) bcast clear in | 95, 96]; type
discovery; finger. [97, 98])
fingerp.)
Passive Major  (weak | Minor Minor Minor  (minor | Minor Major  (traffic | Minor (only
eavesdropping | alg. [99, 100]) (unprotected (unprotected unprotected (following capturing [101, | app. level
synch./pilot, no | synch./pilot, no | synch./pilot) fhopping) 102]) security; short
forward secr.) forward secr.) range [110,
161])
Active Major (oneway | Minor  (GSM | Minor  (GSM | Minor (unauth. | Minor (unauth. | Minor (security | Minor ([106])
auth. [104]; | compatib.[23]) compatib, push button) just connect | relies on single
Weak alg. [99, unauth. EAP pairing) master key)
100]) success)[105]
DoS /| Unauth. Pilot jamming Pilot jamming Depends FH seq. in | Jamming 10 | Minor (easy but
Jamming channel version  (e.g. | clear [109] run battery | only from close
resening [107, [39-41]) lifetime [102] range [110])
108]

4 Location privacy is considered more serious in mobile networks than in stationary networks
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Table 4 summarizes Physec research efforts and applicable Physec countermeasures in different standards. RF
fingerprinting has been widely studied with different technologies. Information-theoretic secrecy based coding as well
as key extraction has potential but the amount of practical work and research efforts are still small. The table also
considers the maturity of applications by using the following notations: E = Empirical studies with real technology, T =
Simulations or theoretical considerations, P = Potential but no direct published research, { } = not applicable or
unknown.

Table 4. Summary of research efforts and potential applicability of potential Physec proposals for different standards

Mechanism GSM UMTS LTE WiFi Bluetooth ZigBee RFID/NFC

RF E [111] T[112] P E[34,113,114] | E [94, 115, | E[59, 61] E [95, 97, 98]

fingerprinting 116]

Tag signals P P T[56] P P P

Secrecy codes | T[117] P T[118-122]° T[118-122] P P T[123][124][12
5][103]

Keyextraction | P p T[126] T[78], T[126] P P

Integrity codes T[127]

Distance T[128]

bounding

5.1 GSM

GSM security architecture addresses the following security goals:
Authentication of mobile users by the network
Confidentiality of user data and signalling information
Anonymity of subscriber's identity (through use of temporary identifiers),

Device independent user authentication by using SIM (Subscriber ldentity Module), which is a security
module storing shared secrets (Ki Keys) and implementing of cryptographic algorithms (A3, A8, A5).

The encryption in GSM occurs in the physical layer (before encryption the are the coding (for compression and error-
correction) and interleaving; after encryption the information is multiplexed, modulated, and transmitted, as illustrated
in Figure 26).

Logical link layer Physical layer

Physec potential?

Encoding

Interleawving

Encryption

Phy sec potential?

Secrecy coding

Physec potential?

Modulation

T

ags, secrecy coding

v
FPhysec potential?

Decoding < Demodulation

Deinterleaving |«

Decryption

A

Secrecy decoding Tags, secrecy decoding

Figure 26. Simplified GSM encoding, interleaving, encryption and modulation scheme [129] and potential for Physec
improvements

® Solutions for OFDM in general, not necessarily directly applicable
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In General Packet Radio Service (GPRS) the encryption occurs within higher Logical Link Control (LLC) layer, instead
of the physical layer. (Also, UMTS and LTE have opted to perform encryption in the higher layers.) [4] The figure
above also illustrates potential for enhancing security by replacing existing modulation and coding mechanism with
secrecy coding alternatives. Also, Physec-based key extraction might provide some opportunities to strengthen key
management.

5.1.1 Vulnerabilities

The figure below illustrates some of the most common data exchanges and protocol procedures of GSM during call
establishment and during location updating procedures (for more details see for example [129]):

PROCESSING &
CHANNEL TERMINAL STATE EXCHANGED BTS STATE
PARAMETERS
Idle. Monitors signalling [Monitoring signalisation&paging *“Tnes cale netwerk— [Emitting signalization and paging]
and paging channels & paging msg

YRR AS— BCCHand PCHcleartext  Broadcast ng%aﬁng Channels,

Access demand ACH ;
ACH cleartext Paging channels
Paging response ACCESS DEMAND > g1
i i . IMMEDIATE ASSIGNMENT
ALOHA fixed freq. signals PAGING REPONSE 0.2559" ot Time: and freq. barametars
No cipher Request Number st . 9. P
' ‘l ¢ 31;5 &) Time Advance comp.
) ;
Location Updating LOCATION UPDATING REQUEST msN » Carrier, Slot Number, etc.
Start of Authentication (when : stop -> idle) Old TMSI or IMSI or IME|
(SDCCH, Hopped Freq, No cipher) Temporary ID : TMSI SDCCH cleartext . AUTHENTICATION REQUEST

l Permanent D : IMSI NRAND generation

. S ElectronicD : IMEI nRat: %

Preliminary Identification, SDC‘ ] AUTHENTICATION UPDATED
cled

SDCCH, Hopped Freq, Nogipher AUTHENTICATION RESPONSE VLR/HLR check of SRES
A comp. Of SRES=f (A3, NRAND) SRES == |MS| & Ki are known

— ==
. \ 2 NOTA in GSM algo. A3 prop. Oper. SDCCHclear text
) A;nne-mcahcn a[c.f{. NRAND CIPHERING MODE COMM% 8
Cipher key computation ™ ‘/’ﬁm'Comp Of key Kc =f (Ki, A8, N
(SDCCH, Hopped Freq. No cipher) CIPHERiNg, MODE COMPLETR BOLEHR NOTA in GSM : algo A8 prop. operatgr
ipher key Ack.
—f e T
Traffic Channel allocation Ke=f (Ki, A8, NRAND) ew Twie, _ LOCATION UPDATING ACCEPT
New TIMSI alocation 27~"msg chan, assignT New identifiers in cipher text
{SDCCH, Hopped Freq, Ciphered) SDCCHITCH ciphertext NOTA : Algo IMSI -> TMSI
il (HSN, MAIO, TS, FN, TSC) prop. operator

Communication + handover
(TCH, Hopped Freq, Ciphered)

BS —» MS

Figure 27. GSM radio access protocol — main procedures and data exchanges

From this figure and from numerous other references [104, 130], it can be seen that GSM has several vulnerabilities:

1. Unidirectional authentication — Network authenticates the user/mobile terminal but the user does not
authenticate the network. Consequently, the standard is vulnerable for various impersonation and MitM
attacks.

2. No end-to-end protection - the encryption is only accomplished over the airway path between mobile station
and base station. The standard does not provide end-to-end security like e.g. TETRA [131].

3. Flaws in cryptographic algorithms

GSM security algorithms were initially planned to be get secret to make attacks more difficult.
However, unexpected publication of cipher algorithms has facilitated cypher attacks against GSM
[100, 132, 133]. Algorithms were published in the late 90s’ for GSM A5/1-2 cipher algorithm (max key
length is 64 bits), and for A3/A8 algorithm. This shows that in practice, as a result of economic
competition and of hacker activities, full secrecy of wireless standards cipher algorithm can never be
warranted over numerous years.
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A5/1 is vulnerable against real-time cryptanalysis [99, 100] where attacker can in a second resolve
the secret key after recording conversation for a few minutes.

A5/2 is the (deliberately) weakened variant. An efficient attack to A5/2 requires less than one second
of encrypted conversation to extract the ciphering key in less than one second on a PC.

A3/A8 authentication algorithms compute authentication results (RES), temporary identifier (TMSI),
and cipher keys (Kc) from internal Keys (Ki coded inside SIM card) and from random parameters
(NRAND) that are transmitted over the air. These algorithms use COMP128, whose first versions
have been shown to have weaknesses against cryptanalyses. COMP128 algorithm has been shown
to be vulnerable for over-the-air attacks where attacker sends challenges and analysing the
responses. However, this approach for resolving secret key (Ki) may take several hours.

4. Cloning of SIM cards - for instance, leaking of secret information via side channels has been shown to be a
security vulnerability in small SIMs

5. Leaking user anonymity - Use of temporary identifiers (TMSI) has been identified to be vulnerable for user
tracking attacks by Kune et al. [32]. This means that a location of mobile stations can be tracked by following
the paging messages. Paging messages are send to idle mobile stations to initiate new connections. These
messages are send to the tracking area that the terminal is known to locate in unprotected format. Paging
messages identify the target terminal by using temporary IDs (TMSI), which change only when user changes
tracking area. An attacker can initiating connection request to victim terminal and then passively monitoring
paging messages can learn whether the user locates in the monitored area. The attacker can perform attack
stealthy by disconnecting the connection request before victim's terminal alerts. As a mitigation to this
tracking attack, TMSI could be changed more often than when the mobile is moving to another cell. However,
such defences have not been implemented.

6. Lack of user control over security = — Base station controls the use of security mechanisms. The user is not
informed if a base station deactivates encryption. An attacker may be able to utilize this feature in
masquerading base station attacks (see e.g. patents [22, 24]).

7. No integrity protection —receiver cannot verify if a message has been tampered or not.
8. No protection against replay attacks

9. DoS vulnerabilities — An attacker may reserve many channels (and perform a DoS in a cell) since the call
setup protocol performs the resource allocations without adequate authentication. [108] GSM can also be
attacked through different jamming devices and techniques as described e.g. by Gonzalez-Castafio et al.
[107].

5.1.2 Physec countermeasures
GSM uses frequency hopping making it inherently secure against narrow-band jamming.

GSM uses also Time Division Multiple Access (TDMA), which could provide some confidentiality if frequency hopped
modes (FHM) were used over numerous channels. Unfortunately, FHM in public TDMA RATSs are usually dedicated to
frequency diversity and not to privacy.

RF fingerprinting techniques have been used to identify GSM phone types and manufacturers [92] as well as in fraud
detection systems [111].

GSM system uses encoding-encryption paradigm i.e. it encodes transmitted information before and encrypting it.
Such paradigm rely their security on a stream cipher (which in GSM case is A5/1). Mihaljevic et al. [117] studied how
secrecy coding could be applied in such stream cipher systems. They proposed an additional coding, i.e. holomorphic
encoding, to be added to information before error-correction coding and encryption. The costs of the proposal are
slight additional implementation complexity and communication overhead. They also analysed the security strength of
their solution from the computational complexity point of view.

Other physec countermeasures relevant to GSM will be studied during the Phylaws project (see [3]), such as
More versatile slot allocation and frequency hopping sequence for resource allocation
The use of tag signals,
Preliminary IFF modes based on tag signals,

The use of secrecy codes.
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5.2 UMTS

UMTS standard corrects some security vulnerabilities of GSM. Particularly, UMTS provides new cryptographic
algorithms with longer secret keys, as well as provides two-directional authentication and integrity protection:

Mutual authentication by Authentication and Key Agreement (AKA) protocol, which is challenge-response
based mechanism that uses symmetric cryptography.

Improved security algorithms for confidentiality and Integrity protection (KASUMI) as well as for authentication
and key management (MILENAGE). New algorithm alternatives can also be introduced, when needed.

More secure SIM (USIM)

UMTS physical layer does not incorporate cryptographic functionality. In contrast to GSM, encryption is done in the
Logical Link Layer already before the encoding phase and decryption is performed after decoding (Figure 28).
Secrecy coding could be used to replace coding and modulation schemes with secrecy coding. Also, possibility to
strengthen encryption layer with Physec based key extraction could be studied.

Logical link layer Physical layer
Physec potential? Physec potential ?
Encryption » Encoding > Interleaving » hWodulation
Secrecy coding Tags, secrecy coding

y
Physec potential? Physec potential ?
Decryption < Decoding 2] Deinterleaving Demodulation
Secrecy decoding Tags, secrecy decoding

Figure 28. Simplified UMTS encryption, encoding, interleaving and modulation scheme [129] and potential for Physec
improvements

5.2.1 Vulnerabilities

Some old threats of GSM such as identifier tracking and lack of end-to-end protection still exists in UMTS. Also,
compatibility with GSM networks, opens UMTS networks for some legacy threats. Further, the new physical layer
technologies have also introduced some new threats.

UMTS security weaknesses include:

Pilot symbols within traffic CDMA channel - UMTS traffic channels include low combinatory pilots symbols.
These pilot symbols can be used by attackers to facilitate exhaustive tests for slot and frame synchronization,
for recovery of scrambling codes, in both DL and UL senses. They can also targeted in jamming attacks to
prevent synchronization from victims.

IMSI and TMSI and related user tracking threats, which were valid in GSM paging, are valid also in UMTS.
Additionally, Forsberg et al. [93] identified other privacy critical identifiers, which are transmitted in clear text
and hence can be used to track the user. These include Cell Radio Network Temporary Identifier (C-RNTI)
and cell level measurement reports (containing terminal’s signal strength information, which can be used to
determine terminals location with high accuracy). User plane (RLC, PDCP) or control plane (RRC, NAS)
packet sequence numbers may also be continuous making the vulnerable for tracking by passive attackers.

UTMS AKA does not provide perfect forward secrecy. [134] If a symmetric key is revealed, all derived session
keys and content protected with these keys can be compromised.

Man-in-the-middle attacks — UMTS networks are typically compatible with GSM. A UMTS terminal may
connect to fake GSM base station, which does not provide authentication credentials. [23] Also,
authentication of UMTS base stations is based on certificates. An attacker, who is able to compromise
operator’s certification systems (i.e. to get valid certificates), can launch MitM attacks.
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5.2.2 Physec countermeasures

UMTS exploits shared spectrum technology, which makes communication more robust against jamming attacks and
more difficult for attacker to follow the communication. In general, CDMA standards provide native protection in the UL
sense when using a-synchronous long pseudo noise codes. Unfortunately, it dramatically decreases when low
combinatory pilots symbols are present (see Figure 4 and patent [19]).

RF fingerprinting technologies have been proposed for UMTS network. Kennedy et al. [112] studied fingerprinting to
distinguish mobile phone models in multipath UMTS environments.

Other physec countermeasures relevant to UMTS will be studied during the Phylaws project (see [3]), such as
More versatile slot allocation, spreading codes and scrambling codes for resource allocation
The use of tag signals,
Preliminary IFF modes based on tag signals,

The use of secrecy codes.

5.3 LTE

LTE’s physical layer [135-137] (see e.g. [138] for an introduction) is based on MIMO, OFDM (downlink), and SC-
FDMA (uplink) technologies. The standard supports two different modes of operation: time division duplexing and
frequency division duplexing (TDD and FDD) (where FDD, supporting both full- and half-duplex mode, is currently the
dominant alternative [138]).

Securlty in LTE is based on the following mechanisms [139, 140]:
Authentication and Key Agreement (EPS-AKA) protocol provides mutual authentication between terminals
and network (inherited from UTMS but with longer keys and extended key hierarchy).
Alternative algorithms (KASUMI, SNOW3G, MILENAGE, ZUC) for protecting confidentiality, authenticity and
integrity of network access
USIM for storing credentials and keying data
Temporary identities (TMSI) for protecting location privacy
Backhaul and relay node security provide integrity and confidentiality for backhaul signalling and optionally for
user communication via IPSec

5.3.1 Vulnerabilities

Different potential attack vectors against LTE have been identified in [44]:

1. DoS by pilot jamming / nulling - efficient jamming attacks can target OFDM pilot signals (reference signals)
[41], which are used to correct channel effects and to equalize transmission.

2. DoS by targeting uplink channel quality information, which is adaptively used in base station to select
modulation and coding for the downlink

3. Large amount of ‘virtual terminals’ (i.e. ‘Sybil’ identities) can be used to affect base stations resource usage
and, in coordinated attacks, to achieve more resources for attacker’s terminal.

4. Primary user emulation attacks [42] can also be used in spectral herding to guide a victim into the wanted
channel, which may e.g. be more suitable for mitm attacks.

Vulnerabilities in the technology include:

- Location privacy attacks identified in GSM by [32] are applicable also in LTE [56]. This means that locations of
mobile stations can be tracked by following the paging messages. As cell size can in LTE be small the users’
locations can be resolved in high detail.

LTE does not provide end-to-end security.

Lack of perfect forward secrecy - The authentication and confidentiality of LTE is based on permanent
security associations i.e. long term symmetric keys shared by terminal and network. Consequently, as noted
in [141] the key derivation procedure in EPS-AKA does not provide perfect forward secrecy. If a symmetric
key is revealed, all derived session keys and content protected with these keys can be compromised.
EPS-AKA is backwards compatible with older authentication mechanisms and, therefore, an attacker may
gain an access to the LTE network by utilizing security weaknesses found from the GSM or UMTS security
algorithms [142].
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LTE authentication solution EPS-AKA has some characteristics making it vulnerable against man-in-the-
middle attacks. Particularly, LTE discloses the permanent identifiers (IMSI) by sending them in clear text
during first connections. Also, the two-directional authentication does not protect EAP Success messages
send by AAA server. A masquerading base station may be modify this message to gain some advantage.
[105]

Man-in-the-middle attacks, described for UMTS due to GSM compatibility or due to gaining operator’s
certificates, are valid also for LTE.

5.3.2 Physec countermeasures

LTE exploits OFDM, SC-OFDM, MIMO, and potentially full-duplex technologies, which inherently make transec
stronger (physical layer attacks are more complex and difficult for an attacker, who must follow selectively a
subscriber and to disrupt communication). Any adaptive MISO and MIMO RAT full-duplex access scheme induce
native space time diversity and randomness that could re-enforce propagation non-stationary effects and generate
signal mixtures that provide intrinsic interferences at eavesdropper part. Complex data multiplex schemes within
OFDM signals and associated RATs would provide secrecy and robustness particularly if scattered pilots and
signalling were more difficult to synchronize and to decode. However, in practise this advantage decreases when low
combinatory pilots symbols are present.

Recently, several researchers [119, 120, 122, 143, 144] have proposed physical-layer solutions to enhance the
security of OFDM. These approaches might be utilized also with LTE OFDM:

Clancy [143] proposed that the OFDM pilot tone values and pilot tone locations should be hidden from the
adversaries by encrypting the information. He also provided some analysis on the requirements and performance
issues of such system.

Khan et al. [145] proposed Chaos based constellation scrambling solution for the OFDM physical layer. The
motivation for keeping encryption in the physical layer (as in oppose to LTE's approach in performing encryption
in the higher layers) is to secure MAC headers and control information that would otherwise be unprotected.

Reilly et al. [120] manipulated OFDM signal constellation according to pseudo-random number generator and
added random noise to transmitter. The encryption solution was tested with IEEE 802.11a.

Chorti et al. [119, 144] proposed a symmetric key based encryption solution, called masked-OFDM. The solution
makes OFDM signal difficult to detect by masking it with non-orthogonal FDM signal.

Renna et al. [121, 146] considered implementation issues of information theoretic secrecy for OFDM.

Romero-Zurita et al. [122] explored quantitative means to analyse the advantages that beamforming and artificial
noise (information theoretic secrecy) can bring for OFDM-MIMO systems. The secrecy effects of increasing
subcarriers and antennas were studied with simulations.

Liu et al. [126] proposed Physec-based key extraction solution for OFDM.

Ta et al. [56] proposed a Physec mean to improve LTE location/paging privacy by replacing temporary identifiers
(TMSIs) with physical identification tags. The work is based on the physical layer watermarking approach
proposed by Yu et al. [53, 54]. Unique tags are created by using terminals’ temporary identifiers as an input. The
proposal seems to be based on the fact that each device is identified with a unique physical tag and that only
targeted devises can easily detect those signals. However, the paper does not clearly specify how these
confidentiality goals are achieved. One potential approach to achieve the confidential paging goal could be to
distribute tag codes to time and frequency space in a manner that only authorized receiver knows.

In addition, other Physec countermeasures relevant to LTE will be studied during the Phylaws project (see [3]), such
as

More versatile subcarrier multiplex schemes for resource allocation
The use of tag signals,
Preliminary IFF modes based on tag signals (that would transmit identifiers and other subscriber data)

The use of secrecy codes.
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5.4 WiFi

Wireless Fidelity (WiFi) is a wireless local area network technology defined in IEEE 802.11 standards. Security in WiFi
is based on WPA2 (IEEE 802.11i) (or it predecessors WEP or WPA). WPA2 defines authentication procedures and
two alternative security protocols TKIP and CCMP. WPA2/CCMP utilizes AES block cipher algorithm where as WEP
and WPA/TKIP use RCA4.

WiFi versions apply different physical level technologies with different difficulty of signal interception and jamming
attacks. FHSS is used in in the first release, 802.11. DSSS is utilized in 802.11 and 802.11g. OFDM modulation is in
use in 802.11a, g, n and ac.

Key establishment in WiFi can be based on different mechanisms. Typically, pre-shared secrets are used. WiFi
Protected Setup (WPS) specification [147] defines the following alternative models:

54.1

Out-of-band model (use of e.g. NFC to share information in two direction),
In-band model (using passkey / 8 digit PIN)
In-band + out-of-band (use of e.g. USB stick to share information in one direction),

Push button model - Mechanism, where user presses a button to set a device into security establishment
state for a short time period. This device makes a security association with any other device, which is at the
same state and wishing to connect, at that time. If several devices, trying to connect are detected, the
association is aborted.

Vulnerabilities

WiFi networks have the following vulnerabilities:

1.

User tracking - The direct use of subscriber identifiers or MAC address in base station advertising and in
registration procedure cause an vulnerability to user’s privacy. WiFi encryption is applied on frame’s payload
only and not on MAC header which is present in all frames, thus user’'s privacy and identity is inherently
compromised. This is particularly useful for Eve to classify traffic according to source-destination pairs. Until
very recently, WiFi protocol management frames were not encrypted at all, thus exposing the network to
various sorts of active attacks and DoS. In 2009 IEEE has standardized 802.11w, which defines encryption of
management frames. Still, some management frames are excluded from 802.11w, amongst them all CSI
feedback related frames, making them an easy target for interception and for both passive and active attacks.

Security protocol weaknesses - Strong failures of the initial WiFi WEP keys were highlighted in the early
2000s. More recently, weaknesses have been pointed out also in newer WPA and WPA2 protocols:
Wi-Fi Protected Setup implementations have been found to be vulnerable against brute force
attacks [148]
Dictionary attacks against WEP and WPA TKIP [149]
Insider attack in WPA2 (‘Hole196°) [150, 151]

Capability leaking - Another physical layer vulnerability resulting from network security lapse is the
unnecessary exposure of both the AP’s and the terminal’s capabilities. The capability exchange, which
transpires during the association procedure before authentication and establishment of a secure link, includes
many of the physical layer's attributes (supported modulations, error correction modes, beamforming
capabilities, etc.) that can be utilized in smart passive or attacks. Here, physical security could be greatly
enhanced by simple protocol upgrades, i.e. exchanging capabilities after authentication procedure, over a
secure link.

Vulnerable channel negotiation in MIMO RATS: advanced close loop MIMO RATs include early
propagation channel estimation procedures. In particular the 802.11n/ac based WLAN protocol defines a
closed loop sounding procedure wherein the terminal returns Channel State Information (CSI) to the Access
Point (AP) for performing single or multi user beamforming transmissions. The channel state UL feedback
message (included in a Management frame and being not encrypted) is easy to intercept, thus it compromise
security and facilitate passive and active attacks. The closed loop sounding procedure can also be easily
attacked either on the DL (sounding frame) or the UL (feedback CSI frame), by a protocol aware jammer ([40,
41)).

page 41/60

THALES — Imperial College

Celenc 2 S (2 PEYVLAWS """



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

5. WPS ‘push button’ mechanism is unauthenticated . A man-in-the-middle attack succeeds if an attacker
can intercept communication from another device so that the base station sees only attacker as wishing to
connect.

5.4.2 Physec countermeasures

RF fingerprinting can be used in WiFi as an additional protection against MAC spoofing attacks. For instance, Ureten
et al. [34] analyzed fingerprinting of transient signals in IEEE 802.11b devices, Sheng et al. [113] proposed use of
received signal strength to identify base stations, and Klein [114] et al. have proposed a wavelet-based fingerprinting
scheme.

Secret key extraction solutions have been proposed and tested with different Wi-Fi alternatives. Mathur et al. [78]
tested their RadioTelepathy system with IEEE 802.11 and Liu et al. [126] proposed a solution for IEEE 802.11a
OFDM model.

Regarding transec, more versatile multiplex schemes of OFDM sub-career and more versatile spreading code
allocations would increase robustness. Full-duplex technologies may also emerge [152] and increase attack difficulty.

Regarding netsec, the use of tag sighals and of preliminary IFF modes based on tag signals (that would transmit
identifiers and other sensitive data relevant to APs and terminals). More complex cyphering procedures of MAC
header, of CSI feedback management frames, of capability exchanges, etc. should be provide added security

More generally, the use of complex and versatile coding schemes (ultimately secrecy codes) would provide
supplementary protections. Indoor propagation condition of legitimate links may be a serious advantage in this way
when facing outdoor threats.

5.5 Bluetooth

5.5.1 Vulnerabilities

Bluetooth is intended to establish wireless ad-hoc networks by means of short range radios. Bluetooth is widely used
to connect peripherals to computers and mobile devices. The complexity of the Bluetooth specification causes
challenges for security [153]. Moreover, National Security Agency (NSA) lists following threats related to Bluetooth:
identity detection, location tracking, DoS, unintended control and access of communication channel and unauthorized
device control and data access. Furthermore, National Institute of Standards and Technology (NIST) list following
Bluetooth specific attacks in its Bluetooth security guide [154]:

Bluesnarfing makes it possible to gain access to data stored in a device,

Bluejacking makes it possible to send messages for a Bluetooth device,

Bluebugging offers access to data and device commands,

Car Whisperer makes it possible to send audio to car’s audio system and eavesdrop via car’s microphone,
Fuzzing attacks to send malformed data to device and observe device’s behavior in order to reveal possible
vulnerabilities in the Bluetooth stack,

Pairing Eavesdropping to determine secret keys in order to perform data decryption, and

Secure Simple Pairing Attacks to cause MITM (Man In The Middle) attacks.

In [153], NSA states that Bluetooth should offer adequate security for situations where unclassified data is handled. In
other words, Bluetooth is not applicable for situations where classified information is handled. Default or inappropriate
passkeys are one important issue that has enabled attacks towards Bluetooth devices. However, from the physic
point of view these relate to upper layers. Even though, the Bluetooth is intended for short range communication the
directed high gain antenna may offer signal reception over kilometres [155]. Thus, appropriate encryption is needed in
order to avoid eavesdropping and also means to mitigate threats related to traffic analysis. Bluetooth utilizes
Frequency Hopping, which actually does not offer much security in the physical layer. Frequency Hopping Sequence
is delivered in a clear form during the link establishment, and thus, near devices are able to capture this information
[109, 155]. Lastly, it is known that random number generation in the Bluetooth is weak [155]. From the physic
viewpoint, this issue can be improved by utilizing random features of the communication channel.

Bluetooth Secure Simple Pairing (introduced in standard’s version 2.1. [156]) enables four alternative models for
pairing devices. These models provide increased security when compared to old shared passkey based pairing.
However, they are still vulnerable for specific man-in-the-middle attacks. The ‘just connect’ model is unauthenticated
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and hence does not provide any protection against MITM attacks. The ‘passkey entry’ and ‘numeric comparison’
models are vulnerable as they rely on end-user to verify that the both devices display or have the same pairing string.
In this attack [157], an MITM attacker tampers pairing messaging (particularly device capability data which is send in
clear text before security association is established) so that one device believes to be using secure pairing model and
e.g. displays six digit number when another device believes to be using just connect models and does not display
anything. The attack may easily succeed as the user who does not see any conflicting numbers may easily accept the
pairing. Device capability information cannot be protected with cryptographic means as they are needed to determine
the used pairing method before security association is established.

5.5.2 Physec countermeasures

RF fingerprinting has been utilized in several intrusion detection solutions as a mean to separate different Bluetooth
devices. [94, 115, 116]

Stronger Transec evolutions would be:

to introduce versatile time hopping over slots in the TDMA/TDD frame and slot fulfilling (with random data
inside non-used slots) in order to counter the recovery of user signal by passive eavesdropper

to introduce full duplex mechanism inside the Bluetooth protocol, by taking advantage of the short
propagation ranges and of low power transmission for achieving signal subtractions and by taking advantage
of non-circular modulation for achieving SAIC processing ([88]).

5.6 ZigBee

ZigBee is a specification for wireless sensor networks.

IEEE 802.15.4 [158] is a specification for wireless sensor networks’ physical layer and medium access control (MAC).
It is used e.g. in ZigBee and 6lowPAN wireless sensor network specifications.

MAC layer provide symmetric encryption (AES) services for upper layers, which must provide the necessary
keys.

IEEE 802.15.4 supports different physical layers, providing spread spectrum and thus some potential for
making attacks more difficult.

o0 DSSS (since first release; binary or offset quadrature phase shift keying; 868/915 MHz and 2450
MHz)

PSSS (binary keying and amplitude shift keying; 868/915 MHZz)

O-QPSK or MPSK (780 MHz band)

GFSK or BPSK (950 MHz)

Direct Sequence ultra-wideband (UWB) (below 1 GHz, between 3 and 5 GHz)
Chirp spread spectrum (CSS) (2450 MHz ISM band)

O O O O o

5.6.1 Vulnerabilities

ZigBee is intended to establish ad-hoc networks, where a low data rate and long battery life are perquisites. In
ZigBee, security of the whole network depends on a master key. Thus, achieving the master key threatens the whole
network.

ZigBee security is investigated from the protocol and implementation viewpoints alike — where the protocol refers to
security capabilities of the IEEE 802.15.4 and implementation for manufacturers’ implementations. The most of the
security risks are caused due to the implementation made by equipment manufacturers. Three main categories of
attacks against ZigBee are physical attacks, key attacks, and replay and injection attacks.[101] From these
categories, physical attacks are not performed via network, i.e. attack requires physical access to the programming
interfaces of a device.

In addition, the minimal session checking of ZigBee makes it possible to mimic legitimate nodes.
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Key attack is another well-known failure in ZigBee [101, 102]. It uses commercial traffic capturing device in order to
collect wireless transmissions and analyses the collected data by means of KillerBee[159]. Based on the traffic
analysis, such an attack is able to get network key.

Lastly, even if ZigBee is intended to support a long battery lifetime, jamming attacks are able to drain batteries faster
than initially assumed. For instance, [102] presents an attack to abuse poll requests in a ZigBee system that prevents
the utilization of the sleep mode, which in turn may cause power failures in ZigBee nodes/actuators.

5.6.2 Physec countermeasures
RF fingerprinting technologies have been applied with Zigbee. [59, 61]

5.7 RFID/NFC

Near Field Communication (NFC) is intended to create a close proximity communication between two devices. NFC
bases on Radio-Frequency ldentification (RFID) by supporting a two-way communication. NFC can be utilised to
create other connections, e.g., to establish Bluetooth connection by touching NFC devices. In addition, NFC is
applicable for contactless payment, sharing contacts, or starting some application by touching a specialised tag. A
typical communication range is only few centimetres. NFC utilises 13.56 MHz radio band.

NFC itself does not contain protection against eavesdropping or message modifications. Consequently, in situations
where confidentiality or integrity is required appropriate controls have to exist in the higher layers, e.g., in the
application. In NFC, physical features of RF signal offer some security, i.e., short range and direction of signals. In
other words, it is assumed that user is able to notice if the attacker participates to the communication.

5.7.1 Vulnerabilities

Unencrypted and unauthenticated communication is vulnerable for all passive eavesdropping and active man-in-the-
middle attacks as long as the attacker is within the reach of RFID/NFC transmission. Man-in-the-middle attacks can
be executed using commercial NFC enabled devices such as mobile phones without needing any specialized
hardware. Only special attack software is required as demonstrated e.g. by [106].

RFID is vulnerable against RF fingerprinting and tracking attacks, which identify device [95, 96] or device's type [97,
9g].

5.7.2 Physec countermeasures

Bringer et al. [127] proposed a protocol for utilizing integrity codes (i-codes) [31] in RFID key establishment. They
concentrated on minimizing the costs of implementation to be feasible on low cost RFID devices. They analysed that
the overall complexity of such device would be around 1000 logical gates.

Hancke et al. [128] proposed distance bounding protocol for RFID. The protocol is based on the fact that a relay
attacks (MITM modifying transmissions) cause detectable round-trip delays. Several enhancements and e.g. a
framework for evaluating these solutions have since emerged.

Danev et al. [97] and Periaswamy et al. [98] have proposed methods for RF fingerprinting RFID devices. Their work
focused on identifying transponder classes, models and manufacturers. They noted that the technique is applicable
against counterfeiting and cloning attacks.

Channel characteristics and artificial noise have been used e.g. by Castelluccia et al. [123] and Savry et al. [124] to
protect RFID against eavesdropping. Secrecy coding approaches have been proposed e.g. by Chai [125]. A survey
on physical layer solutions against eavesdropping, modification and relay attacks in RFID studied in Chai's
dissertation [160].

Haselsteiner et al. [103] proposed a physical layer based key establishment mechanism for NFC. It is based on the
assumptions that communicating NFC devices can simultaneously transmit and that the eavesdropper cannot
determine the direction of transmission. When one device transmits one and another transmits zero, the
eavesdropper sees only that someone did transmitted one. Only the legitimate transmitters are able to know who
send zero and who send one.

Jamming based protection solution has also been introduced. Gummeson et al. proposed enGarde [110], which is a
small passive “patch”, which is stuck to the protected device such as phone and which can jam all such NFC

page 44 /60

THALES — Imperial College
: ParisTech | O ydon s
Celeno 2 ggim  RPHVLAWS ™" a7




FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

communication it is programmed as potentially malicious. RFID Guardian [161] provides similar jamming protection
but requires external power.

5.8 Personal L-Band satellite communications (L-PCS )

Public satellite communication services (operating in L-band) include e.g.
- Iridium (between 1616 and 1626.5 MHz)
Inmarsat (between 1525 and 1646.5 MHz)
LightSquared (between 1525 and 1646.5 MHz)
Thuraya (between 1525 and 1661 MHz)

5.8.1 Vulnerabilities

Most of L-PCS phones include dual ground-satellite modes making the vulnerable to threats in different networks.

Many of the usual satellite RATs are very weak regarding privacy:
terminal have high output power and low antenna directivity,
waveforms are easy to demodulate,
un-ciphered transmissions of subscriber’s location and ID are usual at early stages of access attempts (this
facilitates roaming and billing)

5.8.2 Physec countermeasures

Secrecy coding would be a major improvement for L-PCS privacy. Nevertheless, as secrecy codes apply mainly when
a propagation advantage exists (see for example [3, 4]), cooperative jamming should be added in many cases into L-
PCS RATs. Such added jamming signals should decrease the global constellation capacity and would lead to a direct
decrease of the economical return of the satellite constellation. Same considerations apply for tag signals and
relevant IFF derived modes.
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6 Conclusions and Discussion

Security issues in wireless networks have in the last decades gained lots of attention. Older generations of wireless
standards have had major weaknesses making them vulnerable even for attackers with low resources. In newer
standard generations, these vulnerabilities have been partly addressed with more advanced security protocols and
cryptographic algorithms. However, protection in the physical layer, which is the first barrier that an attacker must
pass, remains to be weak or non-existent. Based on the threat survey, made in this document, it is realistically to
assume that attackers can eavesdrop and disturb communication channel of targeted victim, regardless of the used
technology. Hence, all existing standards are vulnerable for at least for jamming attacks. Also, all communication
occurring before a device and a network have established cryptographic protection is in jeopardy. Consequently,
operators and end-users cannot trust that their network resources or privacy-critical identifiers are protected
sufficiently. Further, with current wireless standards, the security depends only on one security layer. If this crypto-
based layer is broken, all confidentiality and privacy is gone. In the future, new threats, rising e.g. from the use of
unprotected spectrum sensing data, may emerge. A security solution, which is based on single layer and becomes
broken, may be difficult to repair or to enhance with traditional means.

Lots of Physec related research efforts have been recently published from different points of views: from robust and
furtive wireless signals to device identification and to confidentiality and integrity of transmitted data. This deliverable,
which surveyed and classified these efforts, can be used as a reference list to find relevant research results.

Radio access technologies, particularly spread spectrum techniques, provide itself inherent potential for making the
following and intercepting of user communications more difficult. Physec solutions could a key enabler for this
potential as they can be used to hide the equalization and synchronization information, which attackers use to follow
user signals.

Another prominent area needing improvements is the location privacy as broadcasted identifiers (e.g. paging
messages or transmitted device identifiers) are costly to secure with encryption. Stealth identification tags, scattered
in coded time and frequency space, might provide one solution to this problem.

Opportunities can be found also when combining Physec mechanisms with higher layer security mechanisms (‘cross-
layer security’) or with other Physec mechanisms (‘cross-physical layer security’). For instance,

Solutions extracting keys from the wireless channel, may be used as a source of secret keys by the
overlaying cryptographic protocols

Identification by tag signals typically requires pre-established secret. Physec-based key extraction solutions
could provide an approach to establish these secrets. Also, information theoretic secrecy codes could be
used to make tags stealthier.

Despite the research efforts and potential, there still are not practical implementations or adaptations to standards.
This is partly due to lack of big security problems, which are unsolvable with crypto-based mechanisms, and partly
due to immaturity of Physec solutions. Particularly, there are technical challenges in finding Physec mechanisms that
provide sufficient security level and accuracy. Also, integration issues, i.e. how to design protocols utilizing physical
layer, remain an open challenge. These are the challenges that Phylaws project will address in the near future.

page 46 /60

T H A L E 5 TELECOM

ParisTech

Celeno £ gz

Imperial College

@(]@Pﬁyws London A



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

10.

11.

12.

13.

14.

15.

16.

17.

References

Shannon, C.E. Communication theory of secrecy systems. Bell system technical journal 1949, Vol. 28, No. 4, pp.
656-715.

Ozarow, L. & Wyner, A. Wire-tap channel Il. Advances in Cryptology. Springer, 1985. Pp. 33.

Ling, C., Delaveau, F., Garrido, E., Belfiore, J.C. & Sibille, A. Physec concepts for wireless public networks -
introduction, state of the art and perspectives. SDR-WInnComm-Europe 2013. 2013.

Bloch, M. & Barros, J. Physical-Layer Security: From Information Theory to Security Engineering. Cambridge
University Press, 2011.

Delaveau, F., Evesti, A., Suomalainen, J., Savola, R. & Shapira, N. Active and passive eavesdropper threats
within public and private civilian wireless networks - existing and potential future countermeasures - an overview.
SDR-WInnComm-Europe 2013. 2013.

van Eeten, M.J. & Bauer, J.M. . Economics of malware: Security decisions, incentives and externalities. OECD
Science, Technology and Industry Working Papers. OECD Publishing, 2008. http://www.oecd-
ilibrary.org/science-and-technology/economics-of-malware_241440230621.

Reuters . Bank Muscat's Q1 profit slumps on fraud incident. Arabian Business;, 2013.
http://www.arabianbusiness.com/bank-muscat-s-ql-profit-slumps-on-fraud-incide nt-498452.ht mi#. UaY Jaq zs- Nk.

Reuters . Oman, UAE banks fall victim to global cyber crime ring. Arabian Business, 2013.
http://www.arabianbusiness.com/oman-uae-banks-fall-victim-global-cyber-crime-ring-501080. html.

Bradley, C. . Mobile Security: What's REALLY At Stake For Mobile Operators. MobileGroove, 2012, (6/20-last
update). Available: http://www.mobilegroove.com/mobile-security-whats-really-at-stake-for-mobile-operators-
13335 [2013, 5/21] .

Canon . Canon research reveals only 12% of consumers believe organisations do enough to protect their data.
Press release, 2012, Available: http://www.canon-
europe.com/About_Us/Press_Centre/Press_Releases/Business_Solutions News/1H12/Canon_research organi
sations_protect data.aspx [2013, 5/21] .

Acquisti, A., Friedman, A. & Telang, R. Is there a cost to privacy breaches? An event study. Fifth Workshop on
the Economics of Information Security. 2006. Pp. 1.

Krumm, J. A survey of computational location privacy. Personal and Ubiquitous Computing 2009, Vol. 13, No.
6, pp. 391-399.

Buttyan, L. & Hubaux, J. Security and cooperation in wireless networks. Cambridge University Press
Cambridge, 2007.

Pappalardo, D. & Messmer, E. . Extortion via DDoS on the rise. Computerworld, 2006, Available:
http://www.computerworld.com/s/article/101761/Extortion_via_DDoS on the_rise?taxonomyld=17&pageNumber
=2 [2013, 5/22] .

Snow, G.M. . The Cyber Threat to the Financial Sector. FBI. Statement before the House Financial Services
Committee. http://www.fbi.gov/news/testimony/cyber-security-threats-to-the-financial-sector ed. 2011.

Nazario, J. Politically Motivated Denial of Service Attacks. The Virtual Battlefield: Perspectives on Cyber
Warfare 2009, pp. 163-181.

Gautier, R., Burel, G., Letessier, J. & Berder, O. Blind estimation of scrambler offset using encoder redundancy.
Signals, Systems and Computers, 2002. Conference Record of the Thirty-Sixth Asilomar Conference on. Vol. 1.
2002. Pp. 626. ISBN 1058-6393.

T H A L E 5 TELECOM

page 47 /60

Imperial College

R PHYLAWS """ Va1

ParisTech

Celeno £ gz



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

Depierre, D. & Pipon, F. . Method of optimising planning in a cdma-type communications system. Patent
Thales. WO2005088999 Al. 2005. https://www.google.com/patents/WO2005088999A1.

Delaveau, F., Germond, C. & Robin, D. . Procede protocole oriente de traitement des signaux stationnaires,
partiellement stationnaires.Patent Thales. FR2969450 Al. 2012.
http://www.google.com/patents/WO2012084956A2.

Liang Chang, Fuping Wang & Zanji Wang Detection of DSSS Signal in Non-Cooperative Communications.
Communication Technology, 2006. ICCT '06. International Conference on. 2006. Pp. 1.

Duplo project . Full-Duplex Radios for Local Access, 2013, Available: http://www.fp7-duplo.eu/ [2013, 4/25] .

Bott, R. & Frick, J. . Method for identifying a mobile phone user or for eavesdropping on outgoing calls. Patent
EP 1051053 B1. 2003.

Meyer, U. & Wetzel, S. A man-in-the-middle attack on UMTS. Proceedings of the 3rd ACM workshop on
Wireless security. Philadelphia, PA, USA, New York, NY, USA: ACM, 2004. WiSe '04. Pp. 90. ISBN 1-58113-
925-X. http://doi.acm.org/10.1145/1023646.1023662.

Delaveau, F. & Heurguier, D. . Method Of Controlling And Analysing Communications In A Telephone Network.
Patent Thales FR 04.04043, PCT WO 2005/112497 A1. 2008.

PKI Electronic Intelligence . 3G UMTS IMSI Catcher. Product web page, 2013, Available: http://www.pki-
electronic.com/products/interception-and-monitoring-systems/3g-umts-imsi-catcher/ [2013, 5/17] .

Ossmann, M. . Introducing HackRF, 2012, Available: http://ossmann.blogspot.fi/2012/06/introducing-hackrf.html
[2013, 5/17] .

AirProbe . Project site, 2011, Available: https://svn.berlin.ccc.de/projects/airprobe/ [2013, 5/21] .

OpenBTS . Project site, 2013, Available: http://openbts.org/ [2013, 5/21] .

OpenBSC . Project site, 2013, Available: http://openbsc.osmocom.org/trac/wiki/OpenBSC [2013, 5/21] .

AusBubble . Project site, 2013, Available: http://code.google.com/p/ausbubble/ [2013, 5/21] .

Capkun, S., Cagalj, M., Rengaswamy, R., Tsigkogiannis, |., Hubaux, J. & Srivastava, M. Integrity Codes:
Message Integrity Protection and Authentication over Insecure Channels. Dependable and Secure Computing,
IEEE Transactions on 2008, Vol. 5, No. 4, pp. 208-223. ISSN 1545-5971. doi: 10.1109/TDSC.2008.11.

Kune, D.F., Koelndorfer, J., Hopper, N. & Kim, Y. Location leaks on the GSM air interface. Network &
Distributed System Security Symposium (NDSS). 2012.

Toonstra, J. & Kinsner, W. A radio transmitter fingerprinting system ODO-1. Electrical and Computer
Engineering, 1996. Canadian Conference on. Vol. 1. IEEE, 1996. Pp. 60.

Ureten, O. & Serinken, N. Wireless security through RF fingerprinting. Electrical and Computer Engineering,
Canadian Journal of 2007, Vol. 32, No. 1, pp. 27-33. ISSN 0840-8688. doi: 10.1109/CJECE.2007.364330.

Pang, J., Greenstein, B., Gummadi, R., Seshan, S. & Wetherall, D. 802.11 user fingerprinting. Proceedings of
the 13th annual ACM international conference on Mobile computing and networking. ACM, 2007. Pp. 99.

Nguyen, V.T., Villain, F. & Guillou, Y.L. Cognitive radio RF: overview and challenges. VLSI Design 2012, Vol.
2012, pp. 1.

Li, S., Zhu, H., Gao, Z., Guan, X., Xing, K. & Shen, X. Location privacy preservation in collaborative spectrum
sensing. INFOCOM, 2012 Proceedings IEEE. 2012. Pp. 729. ISBN 0743-166X.

T H A L E 5 TELECOM

page 48/60

Imperial College

@]_@ Pﬁ?yws London _ WT

ParisTech

Celeno £ gz



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

38. Yi-Sheng Shiu, Shih-Yu Chang, Hsiao-Chun Wu, Huang, S.C.-. & Hsiao-Hwa Chen Physical layer security in
wireless networks: a tutorial. Wireless Communications, IEEE 2011, Vol. 18, No. 2, pp. 66-74. ISSN 1536-1284.
doi: 10.1109/MWC.2011.5751298.

39. Wullems, C., Tham, K., Smith, J. & Looi, M. A trivial denial of service attack on IEEE 802.11 direct sequence
spread spectrum wireless LANs. Wireless Telecommunications Symposium, 2004. 2004. Pp. 129.

40. Miller, R. & Trappe, W. On the Vulnerabilities of CSI in MIMO Wireless Communication Systems. Mobile
Computing, IEEE Transactions on 2012, Vol. 11, No. 8, pp. 1386-1398. ISSN 1536-1233. doi:
10.1109/TMC.2011.156.

41. Sodagari, S. & Clancy, T.C. Efficient jamming attacks on mimo channels. IEEE International Conference on
Communications (ICC). IEEE, 2012. Pp. 852.

42.  Ruiliang Chen, Jung-Min Park & Reed, J.H. Defense against Primary User Emulation Attacks in Cognitive
Radio Networks. Selected Areas in Communications, IEEE Journal on 2008, Vol. 26, No. 1, pp. 25-37. ISSN
0733-8716. doi: 10.1109/JSAC.2008.080104.

43. Patel, C.S., Stuber, G.L. & Pratt, T.G. Analysis of OFDM/MC-CDMA under channel estimation and jamming.
Wireless Communications and Networking Conference, 2004. WCNC. 2004 IEEE. Vol. 2. IEEE, 2004. Pp. 954.

44.  Shahriar, C., Sodagari, S. & Clancy, T.C. Physical-layer security challenges of DSA-enabled TD-LTE.
Proceedings of the 4th International Conference on Cognitive Radio and Advanced Spectrum Management.
Barcelona, Spain, New York, NY, USA: ACM, 2011. CogART '11. Pp. 40:1. ISBN 978-1-4503-0912-7.
http://doi.acm.org/10.1145/2093256.2093296.

45.  Parvin, S., Hussain, F.K., Hussain, O.K., Han, S., Tian, B. & Chang, E. Cognitive radio network security: A
survey. Journal of Network and Computer Applications 2012, 11, Vol. 35, No. 6, pp. 1691-1708. ISSN 1084-
8045. doi: 10.1016/j.jnca.2012.06.006.

46. Hu, Y., Perrig, A. & Johnson, D.B. Wormhole attacks in wireless networks. Selected Areas in Communications,
IEEE Journal on 2006, Vol. 24, No. 2, pp. 370-380.

47. YiTan, Kai Hong, Sengupta, S. & Subbalakshmi, K.P. Using Sybil Identities for Primary User Emulation and
Byzantine Attacks in DSA Networks. IEEE Global Telecommunications Conference (GLOBECOM 2011). 2011.
Pp. 1. ISBN 1930-529X.

48. YiTan, Kai Hong, Sengupta, S. & Subbalakshmi, K.P. Spectrum Stealing via Sybil Attacks in DSA Networks:
Implementation and Defense. Communications (ICC), 2011 IEEE International Conference on. 2011. Pp. 1.
ISBN 1550-3607.

49. Kleider, J.E., Gifford, S., Chuprun, S. & Fette, B. Radio frequency watermarking for OFDM wireless networks.
Acoustics, Speech, and Signal Processing, 2004. Proceedings.(ICASSP'04). IEEE International Conference on.
Vol. 5. IEEE, 2004. Pp. V.

50. Hou, W., Wang, X. & Chouinard, J. Physical layer authentication in OFDM systems based on hypothesis testing
of CFO estimates. Communications (ICC), 2012 IEEE International Conference on. IEEE, 2012. Pp. 3559.

51. Wang, X., Wu, Y. & Caron, B. Transmitter identification using embedded pseudo random sequences.
Broadcasting, IEEE Transactions on 2004, Vol. 50, No. 3, pp. 244-252.

52. Gorce, J., Miscopein, B. & Benfarah, A. Security Embedding on UWB-IR Physical Layer. IEEE GLOBECOM.
2012.

53. Yu, P., Baras, J.S. & Sadler, B.M. Physical-layer authentication. Information Forensics and Security, IEEE
Transactions on 2008, Vol. 3, No. 1, pp. 38-51.

54. Yu, P.L., Baras, J.S. & Sadler, B.M. Multicarrier authentication at the physical layer. World of Wireless, Mobile
and Multimedia Networks, 2008. WoWMoM 2008. 2008 International Symposium on a. IEEE, 2008. Pp. 1.

THALES e -

ParisTech

Celeno £ gz

Imperial College

@(]@Pﬁyws London W,



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

Yu, P.L. & Sadler, B.M. MIMO Authentication via Deliberate Fingerprinting at the Physical Layer. Information
Forensics and Security, IEEE Transactions on 2011, Vol. 6, No. 3, pp. 606-615.

Ta, T. & Baras, J.S. Enhancing Privacy in LTE Paging System Using Physical Layer Identification. In: Pietro, R.,
Herranz, J., Damiani, E. & State, R. (eds.).Data Privacy Management and Autonomous Spontaneous Security.
September 13-14, 2012. Vol. 7731. Springer Berlin Heidelberg, 2013. Lecture Notes in Computer Science. Pp.
15. ISBN 978-3-642-35889-0. http://dx.doi.org/10.1007/978-3-642-35890-6_2.

Xiao, L., Greenstein, L., Mandayam, N. & Trappe, W. Fingerprints in the ether: Using the physical layer for
wireless authentication. Communications, 2007. ICC'07. IEEE International Conference on. IEEE, 2007. Pp.
4646.

Danev, B., Zanetti, D. & Capkun, S. On physical-layer identification of wireless devices. ACM Computing
Surveys (CSUR) 2012, Vol. 45, No. 1, pp. 6.

Knox, D. & Kunz, T. Secure authentication in wireless sensor networks using RF fingerprints. Embedded and
Ubigquitous Computing, 2008. EUC'08. IEEE/IFIP International Conference on. Vol. 1. IEEE, 2008. Pp. 230.

Danev, B., Luecken, H., Capkun, S. & El Defrawy, K. Attacks on physical-layer identification. Proceedings of the
third ACM conference on Wireless network security. ACM, 2010. Pp. 89.

Bonne Rasmussen, K. & Capkun, S. Implications of radio fingerprinting on the security of sensor networks.
Security and Privacy in Communications Networks and the Workshops, 2007. SecureComm 2007. Third
International Conference on. IEEE, 2007. Pp. 331.

Dressler, R.M. & Spain, D.S. . Location determination using RF fingerprinting. Patent US 7725111 B2. 2010.
http://www.google.fi/patents?hl=fi&Ir=&vid=USPAT7725111.

Thangaraj, A., Dihidar, S., Calderbank, A.R., McLaughlin, S.W. & Merolla, J. Applications of LDPC codes to the
wiretap channel. Information Theory, IEEE Transactions on 2007, Vol. 53, No. 8, pp. 2933-2945.

Suresh, A.T., Subramanian, A., Thangaraj, A., Bloch, M. & McLaughlin, S.W. Strong secrecy for erasure
wiretap channels. Information Theory Workshop (ITW), 2010 IEEE. IEEE, 2010. Pp. 1.

Mahdavifar, H. & Vardy, A. Achieving the secrecy capacity of wiretap channels using polar codes. Information
Theory, IEEE Transactions on 2011, Vol. 57, No. 10, pp. 6428-6443.

Xiang He & Yener, A. Providing secrecy with lattice codes. Communication, Control, and Computing, 2008 46th
Annual Allerton Conference on. 2008. Pp. 1199.

Li-Chia Choo, Cong Ling & Kai-Kit Wong Achievable Rates for Lattice Coded Gaussian Wiretap Channels.
Communications Workshops (ICC), 2011 IEEE International Conference on. 2011. Pp. 1.

Ling, C., Luzzi, L., Belfiore, J. & Stehlé, D. Semantically secure lattice codes for the Gaussian wiretap channel.
arXiv preprint arXiv:1210.6673 2012, .

Negi, R. & Goel, S. Secret communication using artificial noise. IEEE Vehicular Technology Conference. Vol.
62. IEEE; 1999, 2005. Pp. 1906.

Li, Z., Yates, R. & Trappe, W. Secret communication with a fading eavesdropper channel. Information Theory,
2007. ISIT 2007. IEEE International Symposium on. IEEE, 2007. Pp. 1296.

Goel, S. & Negi, R. Guaranteeing secrecy using artificial noise. Wireless Communications, IEEE Transactions
on 2008, Vol. 7, No. 6, pp. 2180-2189.

Tekin, E. & Yener, A. The general Gaussian multiple-access and two-way wiretap channels: Achievable rates
and cooperative jamming. Information Theory, IEEE Transactions on 2008, Vol. 54, No. 6, pp. 2735-2751.

page 50/ 60

THALES — Imperial College

Celenc 2 MHE (. opovn AWS 09"



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

73.

74.

75.

76.

7.

78.

79.

80.

81.

82.

83.

84.

85.

86.

87.

88.

89.

Dong, L., Han, Z., Petropulu, A.P. & Poor, H.V. Cooperative jamming for wireless physical layer security.
Statistical Signal Processing, 2009. SSP'09. IEEE/SP 15th Workshop on. IEEE, 2009. Pp. 417.

Huang, J. & Swindlehurst, A.L. Cooperative jamming for secure communications in MIMO relay networks.
Signal Processing, IEEE Transactions on 2011, Vol. 59, No. 10, pp. 4871-4884.

Martinovic, I., Pichota, P. & Schmitt, J.B. Jamming for good: a fresh approach to authentic communication in
WSNs. Proceedings of the second ACM conference on Wireless network security. Zurich, Switzerland, New
York, NY, USA: ACM, 2009. WiSec '09. Pp. 161. ISBN 978-1-60558-460-7.
http://doi.acm.org/10.1145/1514274.1514298.

Tandra, R. & Sahai, A. SNR wallls for signal detection. Selected Topics in Signal Processing, IEEE Journal of
2008, Vol. 2, No. 1, pp. 4-17.

Azimi-Sadjadi, B., Kiayias, A., Mercado, A. & Yener, B. Robust key generation from signal envelopes in
wireless networks. Proceedings of the 14th ACM conference on Computer and communications security. ACM,
2007. Pp. 401.

Mathur, S., Trappe, W., Mandayam, N., Ye, C. & Reznik, A. Radio-telepathy: extracting a secret key from an
unauthenticated wireless channel. Proceedings of the 14th ACM international conference on Mobile computing
and networking. San Francisco, California, USA, New York, NY, USA: ACM, 2008. MobiCom '08. Pp. 128. ISBN
978-1-60558-096-8. http://doi.acm.org/10.1145/1409944.1409960.

Wang, Q., Su, H., Ren, K. & Kim, K. Fast and scalable secret key generation exploiting channel phase
randomness in wireless networks. INFOCOM, 2011 Proceedings IEEE. IEEE, 2011. Pp. 1422.

Jana, S., Premnath, S.N., Clark, M., Kasera, S.K., Patwari, N. & Krishnamurthy, S.V. On the effectiveness of
secret key extraction from wireless signal strength in real environments. Proceedings of the 15th annual
international conference on Mobile computing and networking. Beijing, China, New York, NY, USA: ACM, 2009.
MobiCom '09. Pp. 321. ISBN 978-1-60558-702-8. http://doi.acm.org/10.1145/1614320.1614356.

Edman, M., Kiayias, A. & Yener, B. On passive inference attacks against physical-layer key extraction?
Proceedings of the Fourth European Workshop on System Security. ACM, 2011. Pp. 8.

He, X., Dai, H., Shen, W. & Ning, P. Is Link Signature Dependable for Wireless Security? NC State University,
Department of Electrical Engineering, Tech.Rep 2012, .

Eberz, S., Strohmeier, M., Wilhelm, M. & Martinovic, I. A Practical Man-In-The-Middle Attack on Signal-Based
Key Generation Protocols. In: Anonymous Computer Security—-ESORICS 2012. Springer, 2012. Pp. 235-252.

Brands, S. & Chaum, D. Distance-bounding protocols. Advances in Cryptology—EUROCRYPT'93. Springer,
1994. Pp. 344.

Clulow, J., Hancke, G.P., Kuhn, M.G. & Moore, T. So near and yet so far: Distance-bounding attacks in wireless
networks. In: Anonymous Security and Privacy in Ad-hoc and Sensor Networks. Springer, 2006. Pp. 83-97.

Noubir, G. On connectivity in ad hoc networks under jamming using directional antennas and mobility. In:
Anonymous Wired/Wireless Internet Communications. Springer, 2004. Pp. 186-200.

Delaveau, F., Pipon, F. & Lambron, O. Smart antennas for interference resolution in cellular networks.
Electromagnetic compatibility. International symposium. 1998. Pp. 264.

Chevalier, P., Pipon, F. & Delaveau, F. Second-order optimal array receivers for synchronization of BPSK,
MSK, and GMSK signals corrupted by noncircular interferences. EURASIP Journal on Advances in Signal
Processing 2007, Vol. 2007, No. 3, pp. 1.

Chen, R., Park, J. & Bian, K. Robust distributed spectrum sensing in cognitive radio networks. INFOCOM 2008.
The 27th Conference on Computer Communications. IEEE, 2008. Pp. 1876.

page 51/60

THALES — Imperial College

Celenc 2 MHE (. opovn AWS 09"



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

90.

91.

92.

93.

94.

95.

96.

97.

98.

99.

100.

101.

102.

103.

104.

105.

106.

107.

Wenkai Wang, Husheng Li, Sun, Y.L. & Zhu Han Attack-proof collaborative spectrum sensing in cognitive radio
networks. Information Sciences and Systems, 2009. CISS 2009. 43rd Annual Conference on. 2009. Pp. 130.

Li, H. & Han, Z. Catch me if you can: An abnormality detection approach for collaborative spectrum sensing in
cognitive radio networks. Wireless Communications, IEEE Transactions on 2010, Vol. 9, No. 11, pp. 3554-3565.

Williams, M., Temple, M.A. & Reising, D.R. Augmenting bit-level network security using physical layer RF-DNA
fingerprinting. Global Telecommunications Conference (GLOBECOM 2010), 2010 IEEE. IEEE, 2010. Pp. 1.

Forsberg, D., Huang Leping, Tsuyoshi, K. & Alanara, S. Enhancing Security and Privacy in 3GPP E-UTRAN
Radio Interface. Personal, Indoor and Mobile Radio Communications, 2007. PIMRC 2007. IEEE 18th
International Symposium on. 2007. Pp. 1.

Hall, J., Barbeau, M. & Kranakis, E. Detecting rogue devices in bluetooth networks using radio frequency
fingerprinting. In IASTED International Conference on Communications and Computer Networks. Citeseer, 2006.

Zanetti, D. & Danev, B. Physical-layer identification of UHF RFID tags. Proceedings of the sixteenth annual
international conference on Mobile computing and networking. ACM, 2010. Pp. 353.

Zanetti, D., Sachs, P. & Capkun, S. On the practicality of UHF RFID fingerprinting: how real is the RFID tracking
problem? Privacy Enhancing Technologies. Springer, 2011. Pp. 97.

Danev, B., Heydt-Benjamin, T.S. & Capkun, S. Physical-layer identification of RFID devices. Proceedings of the
USENIX Security Symposium. 2009. Pp. 199.

Periaswamy, S.C.G., Thompson, D.R. & Di, J. Fingerprinting RFID tags. Dependable and Secure Computing,
IEEE Transactions on 2011, Vol. 8, No. 6, pp. 938-943.

Biryukov, A., Shamir, A. & Wagner, D. Real time cryptanalysis of A5/1 on a PC. Fast Software Encryption.
Springer, 2001. Pp. 1.

Biham, E. & Dunkelman, O. Cryptanalysis of the A5/1 GSM stream cipher. In: Anonymous Progress in
Cryptology—INDOCRYPT 2000. Springer, 2000. Pp. 43-51.

Bowers, B. . ZigBee Wireless Security: A New Age Penetration Tester's Toolkit. 2012.
http://www.ciscopress.com/articles/article.asp?p=1823368.

Vidgren, N., Haataja, K., Patino-Andres, J.L., Ramirez-Sanchis, J.J. & Toivanen, P. Security Threats in
ZigBee-Enabled Systems: Vulnerability Evaluation, Practical Experiments, Countermeasures, and Lessons
Learned. System Sciences (HICSS), 2013 46th Hawaii International Conference on. IEEE, 2013. Pp. 5132.

Haselsteiner, E. & Breitful3, K. Security in near field communication (NFC). Workshop on RFID Security
RFIDSec. 2006.

Toorani, M. & Beheshti, A. Solutions to the GSM security weaknesses. Next Generation Mobile Applications,
Services and Technologies, 2008. NGMAST'08. The Second International Conference on. IEEE, 2008. Pp. 576.

Hyeran Mun, Kyusuk Han & Kwangjo Kim 3G-WLAN interworking: security analysis and new authentication
and key agreement based on EAP-AKA. Wireless Telecommunications Symposium, 2009. WTS 2009. 2009. Pp.
1. ISBN 1934-5070.

Francis, L., Hancke, G., Mayes, K. & Markantonakis, K. Practical relay attack on contactless transactions by
using NFC mobile phones. IACR ePrint Archive 2011, Vol. 618, pp. 2011.

Gonzéalez-Castafio, F.J., Vales-Alonso, J., Pousada-Carballo, J.M., de Vicente, F.l. & Fernandez-lglesias, M.J.
Real-time interception systems for the GSM protocol. Vehicular Technology, IEEE Transactions on 2002, Vol.
51, No. 5, pp. 904-914.

page 52/60

THALES — Imperial College

Celenc 2 MHE (. opovn AWS 09"



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

108.

109.

110.

111.

112.

113.

114.

115.

116.

117.

118.

119.

120.

121.

122.

123.

124.

125.

Bocan, V. & Cretu, V. Mitigating denial of service threats in GSM networks. Availability, Reliability and
Security, 2006. ARES 2006. The First International Conference on. IEEE, 2006. Pp. 6 pp.

Kugler, D. “Man in the Middle” Attacks on Bluetooth. Financial Cryptography. Springer, 2003. Pp. 149.

Gummeson, J., Priyantha, B., Ganesan, D., Thrasher, D. & Zhang, P. EnGarde: Protecting the mobile phone
from malicious NFC interactions. 2013, .

Hawkes, K.D. . Transient analysis system for characterizing RF transmitters by analyzing transmitted RF
signals. Patent US 5758277 A. 1998. http://www.google.com/patents/US5758277.

Kennedy, 1.0. & Kuzminskiy, A.M. RF Fingerprint detection in a wireless multipath channel. Wireless
Communication Systems (ISWCS), 2010 7th International Symposium on. 2010. Pp. 820. ISBN 2154-0217.

Yong Sheng, Tan, K., Guanling Chen, Kotz, D. & Campbell, A. Detecting 802.11 MAC Layer Spoofing Using
Received Signal Strength. INFOCOM 2008. The 27th Conference on Computer Communications. IEEE. 2008.
Pp. 1768. ISBN 0743-166X.

Klein, R.W., Temple, M.A. & Mendenhall, M.J. Application of wavelet-based RF fingerprinting to enhance
wireless network security. Communications and Networks, Journal of 2009, Vol. 11, No. 6, pp. 544-555. ISSN
1229-2370. doi: 10.1109/JCN.2009.6388408.

Hall, J., Barbeau, M. & Kranakis, E. Detection of transient in radio frequency fingerprinting using signal phase.
Wireless and Optical Communications 2003, pp. 13-18.

Pasanen, S., Haataja, K., Péaivinen, N. & Toivanen, P. New Efficient RF Fingerprint-Based Security Solution
for Bluetooth Secure Simple Pairing. System Sciences (HICSS), 2010 43rd Hawaii International Conference on.
2010. Pp. 1. ISBN 1530-1605.

Mihaljevic, M.J., Oggier, F. & Imai, H. Homophonic Coding Design for Communication Systems Employing the
Encoding-Encryption Paradigm. arXiv preprint arXiv:1012.5895 2010, .

Huo, F. & Gong, G. . A New Efficient Physical Layer OFDM Encryption Scheme. University of Waterloo.
Technical report. 2013. http://cacr.uwaterloo.ca/techreports/2013/cacr2013-01.pdf.

Chorti, A. & Kanaras, I. Masked M-QAM OFDM: A simple approach for enhancing the security of OFDM
systems. Personal, Indoor and Mobile Radio Communications, 2009 IEEE 20th International Symposium on.
IEEE, 2009. Pp. 1682.

Reilly, D. & Kanter, G. Noise-enhanced encryption for physical layer security in an OFDM radio. Radio and
Wireless Symposium, 2009. RWS'09. IEEE. |IEEE, 2009. Pp. 344.

Renna, F., Laurenti, N. & Poor, H.V. Physical-layer secrecy for OFDM transmissions over fading channels.
Information Forensics and Security, IEEE Transactions on 2012, Vol. 7, No. 4, pp. 1354-1367.

Romero-Zurita, N., Ghogho, M. & McLernon, D. Physical layer security of MIMO—OFDM systems by
beamforming and artificial noise generation. Physical Communication 2011, Vol. 4, No. 4, pp. 313-321.

Castelluccia, C. & Avoine, G. Noisy tags: A pretty good key exchange protocol for RFID tags. In: Anonymous
Smart Card Research and Advanced Applications. Springer, 2006. Pp. 289-299.

Sawry, O., Pebay-Peyroula, F., Dehmas, F., Robert, G. & Reverdy, J. RFID Noisy Reader How to Prevent from
Eavesdropping on the Communication? In: Anonymous Cryptographic Hardware and Embedded Systems-CHES
2007. Springer, 2007. Pp. 334-345.

Chai, Q. & Gong, G. BUPLE: securing passive RFID communication through physical layer enhancements. In:
Anonymous RFID. Security and Privacy. Springer, 2012. Pp. 127-146.

page 53/60

THALES — Imperial College

Celenc 2 MHE (. opovn AWS 09"



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

126.

127.

128.

129.

130.

131.

132.

133.

134.

135.

136.

137.

138.

139.

140.

141.

142.

143.

144.

Liu, Y., Draper, S.C. & Sayeed, A.M. Secret key generation through ofdm multipath channel. Information
Sciences and Systems (CISS), 2011 45th Annual Conference on. IEEE, 2011. Pp. 1.

Bringer, J., Chabanne, H., Cohen, G. & Kindarji, B. RFID key establishment against active adversaries.
Information Forensics and Security, 2009. WIFS 2009. First IEEE International Workshop on. 2009. Pp. 186.

Hancke, G.P. & Kuhn, M.G. An RFID distance bounding protocol. Security and Privacy for Emerging Areas in
Communications Networks, 2005. SecureComm 2005. First International Conference on. IEEE, 2005. Pp. 67.

Koien, G.M. An introduction to access security in UMTS. Wireless Communications, |IEEE 2004, Vol. 11, No.
1, pp. 8-18. ISSN 1536-1284. doi: 10.1109/MWC.2004.1269712.

Lagrange, X., Godlewski, P. & Tabbane, S. Réseaux GSM: des principes a la norme. Hermés Science
Publications, 2000.

ETSI . Terrestrial Trunked Radio (TETRA); Voice plus Data (V+D); Part 2: Air Interface (Al). ETSI EN 300 392-
2.V3.2.1. 2007.
http://www.etsi.org/deliver/etsi_en/300300_300399/30039202/03.02.01_60/en_30039202v030201p.pdf.

Briceno, M., Goldberg, I. & Wagner, D. . An implementation of the GSM A3A8 algorithm, 1998, Available:
http://www.scard.org/gsm/a3a8.txt .

Briceno, M., Goldberg, I. & Wagner, D. A pedagogical implementation of the GSM A5/1 and A5/2 "voice
privacy" encryption algorithm, 1999, Available: http://cryptome.org/gsm-a512.htm .

Park, D., Boyd, C. & Moon, S. Forward secrecy and its application to future mobile communications security.
Public key cryptography. Springer, 2000. Pp. 433.

3GPP . TS 36.201 V11.1.0. Evolved Universal Terrestrial Radio Access (E-UTRA). LTE physical layer.
General description (Release 11). 2012. http://www.3gpp.org/ftp/Specs/html-info/36201. htm.

3GPP . TS 36.211 V11.2.0. Evolved Universal Terrestrial Radio Access (E-UTRA). Physical Channels and
Modulation (Release 11). 2013. http://www.3gpp.org/ftp/Specs/html-info/36211. htm.

3GPP . TS 36.213. Evolved Universal Terrestrial Radio Access (E-UTRA); Physical layer procedures (Release
11). 2013. http://vww.3gpp.org/ftp/Specs/html-info/36213. htm.

Rayal, F. . An overview of the LTE physical layer. EETImes. 2010. http://www.eetimes.com/design/microwave-
rf-design/4199671/An-overview-of-the-L TE-physical-layer-Part-1.

3GPP . TS 33.401 V12.7.0 (2013-03). 3GPP System Architecture Evolution (SAE). Security architecture.
2013. http://www.3gpp.org/ftp/specs/html-info/33401.htm.

3GPP . TR 33.816 V10.0.0. Feasibility study on LTE relay node security. 2011.
http://www.3gpp.org/ftp/specs/html-info/33816. htm.

Vintila, C., Patriciu, V. & Bica, |. Security Analysis of LTE Access Network. The Tenth International Conference
on Networks (ICN 2011). 2011. Pp. 29.

Bikos, A.N. & Sklavos, N. LTE/SAE Security Issues on 4G Wireless Networks. Security & Privacy, IEEE 2013,
Vol. 11, No. 2, pp. 55-62. ISSN 1540-7993. doi: 10.1109/MSP.2012.136.

Clancy, T.C. Efficient ofdm denial: Pilot jamming and pilot nulling. Communications (ICC), 2011 IEEE
International Conference on. 2011. Pp. 1.

Chorti, A. Masked-OFDM: a physical layer encryption for future OFDM applications. GLOBECOM Workshops
(GC Wkshps), 2010 IEEE. 2010. Pp. 1254,

T H A L E 5 TELECOM

page 54 /60

Imperial College

@]_@ Pﬁ?yws London i WT

ParisTech

Celeno £ gz



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

145.

146.

147.

148.

149.

150.

151.

152.

153.

154.

155.

156.

157.

158.

159.

160.

161.

162.

163.

Khan, M.A., Asim, M., Jeati, V. & Manzoor, R.S. On secure OFDM system: Chaos based constellation
scrambling. Intelligent and Advanced Systems, 2007. ICIAS 2007. International Conference on. IEEE, 2007. Pp.
484.

Renna, F., Laurenti, N. & Poor, H.V. Physical layer secrecy for OFDM systems. Wireless Conference (EW),
2010 European. IEEE, 2010. Pp. 782.

Wi-Fi Alliance . Wi-Fi Protected Setup. Web site, 2013, Available: http://www.wi-fi.org/knowledge-
center/articles/wi-fi-protected-setup%E2%84%A2 [2013, 6/14] .

Viehbock, S. . Brute forcing Wi-Fi Protected Setup - When poor desigh meets poor implementation.
http://sviehb.files.wordpress.com/2011/12/viehboeck wps.pdf.

Tews, E. & Beck, M. Practical attacks against WEP and WPA. Proceedings of the second ACM conference on
Wireless network security. ACM, 2009. Pp. 79.

AirTight Networks . WPA2 Hole196 Vulnerability, 2013, Available: http://www.airtightnetworks.com/WPA2-
Hole196 .

Ahmad, S. WPA Too! DEF CON 18. Las Vegas, 2010. http://www.defcon.org/images/defcon-18/dc-18-
presentations/Ahmad/DEFCON-18-Ahmad-WPA-Too-WP.pdf.

Morkner, H., Karakucuk, M., Carr, G. & Espino, S. A full duplex Front End Module for WiFi 802.11.n
applications. Wireless Technology, 2008. EUWIT 2008. European Conference on. 2008. Pp. 162.

NSA . Bluetooth Security. 2007. http://www.nsa.goV/ia/_files/factsheets/I732-016R-07.pdf.

Padgette, J. & Scarfone, K. . Guide to Bluetooth Security. NIST. 2011.
http://csrc.nist.gov/publications/nistpubs/800-121-revl/sp800-121 revl.pdf.

Communications Security Establishment Canada . Bluetooth Vulnerability Assessment. Technical Publication
ITSPSR-17A. 2008.

Bluetooth Special Interest Group . Bluetooth 2.1. Specifications. 2007.
https://www.bluetooth.org/docman/handlers/downloaddoc.ashx?doc_id=241363.

Suomalainen, J., Valkonen, J. & Asokan, N. Standards for security associations in personal networks: a
comparative analysis. International Journal of Security and Networks 2009, Vol. 4, No. 1, pp. 87-100.

IEEE . Standard for Local and metropolitan area networks. Part 15.4: Low-Rate Wireless Personal Area
Networks (LR-WPANSs). |IEEE Std 802.15.4-2011. 2011.
http://standards.ieee.org/getieee802/download/802.15.4-2011.pdf.

Killerbee . Framework and tools for exploiting ZigBee and IEEE 802.15.4 networks, 2011, Available:
http://code.google.com/p/killerbee/ [2013, 5/5] .

Chai, Q. Design and analysis of security schemes for low-cost RFID systems. Dissertation. University of
Waterloo, 2012. http://www.uwspace.uwaterloo.ca/bitstream/10012/6512/1/Qi_Chai.pdf.

Rieback, M.R., Gaydadijiev, G., Crispo, B., Hofman, R.F. & Tanenbaum, A.S. A platform for RFID security and
privacy administration. USENIX LISA. 2006. Pp. 89.

Delaveau F., Viravau P., Goguillon P., « Procédé de taggage radio-électrique des signaux de brouilleurs et
d'autres émetteurs» Patent Thales FR 12.03071

Francillon, A., Danev, B., Capkun, S. Relay Attacks on Passive Keyless Entry and Start Systems in Modern
Cars. NDSS. 2011

T H A L E 5 TELECOM

page 55/60

Imperial College

R PHYLAWS """ Va1

ParisTech

Celeno £ gz



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

164.

165

166

167

168

169

170

171

Brands, S. & Chaum, D. Distance-bounding protocols. Advances in Cryptology(EUROCRYPT'93). 1994. Pp.
344-359.

Dimitrakakis, C. & Mitrokotsa, A. Distance-Bounding Protocols: Are You Close Enough? IEEE Security &
Privacy 2015, Vol. 13, No. 4, pp. 47-51.

Hancke, G.P. & Kuhn, M. G. An RFID distance bounding protocol. Security and Privacy for Emerging Areas in
Communications Networks, 2005. SecureComm 2005. First International Conference on. 2005. Pp. 67-73.

Avoine, G., BingAfl, M.A., KardaAY, S., Lauradoux, C. & Martin, B. A framework for analyzing RFID distance
bounding protocols. Journal of Computer Security 2011, Vol. 19, No. 2, pp. 289-317.

Clulow, J., Hancke, G.P., Kuhn, M.G. & Moore, T. So near and yet so far: Distance-bounding attacks in
wireless networks. Teoksessa: Anonymous Security and Privacy in Ad-hoc and Sensor Networks. Springer,
2006. Ss. 83-97.

Jain, S., Ta, T. & Baras, J. S. Wormhole detection using channel characteristics. |IEEE International
Conference on Communications (ICC). 2012. Pp. 6699-6704.

http:/www.metronews.fr/high-tech/une-enorme-faille-de-securite-permet-d-ecouter-vos-appels-et-de-lire-vos
sms/mnivlY ngDbOgrtHFYk/,

http://media.ccc.de/browse/congress/2014/31c3 - 6531 - en - saal 6 - 201412272300 -

ss7map_mapping_vulnerability of the international mobile roaming_infrastructure - laurent ghigonis_-

alexandre de_ oliveira.html

172

173

https://insidersurveillance.com/rayzone-piranha-lte-imsi-catcher/

https://firstlook.org/theintercept/2015/02/19/great-sim-heist/

T H A L E 5 TELECOM

page 56 /60

: Imperial College
Celeno 2 g CEPHYLAWS ™" Vyar



FP7-1CT-2011-call8 PHYLAWS (Id 317562) Deliverable 2.1 — 2.0

8 Annexes

8.1 Annex 1: legitimate + attacker radio channels a  nd radio signals

Figure 29: description and formalism for radio channels and radio signals relevant to legitimates Alice and Bob and to
attacker Eve.
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8.2 Annex 2: Short description of attackers’ models

8.2.1 Passive Eve

Eve’s procedures
Records all signal
Demodulates and decodes signaling and data messages between Alice and Bob
Does not emit any signal

Eve’s limits / drawbacks
Cannot influence the legitimate exchanges
Very sensitive to radio conditions

Eve's advantages
No real-time constraints of any kind

Maijor risks for legitimates

Maximal risk occurs when Eve is informed about their Subscribers keys (Ki on SIM, K on USIM, etc.) and can
also reproduce off-line the complete the legitimate protocol.

Remark
Such risks illustrate the limits the current approach of public wireless security based only on cryptographic key
distribution.

8.2.2 “Intelligent Jamming” Eve (1J)

Eve’s procedures
Partially aware of the legitimate protocol
Informed about dedicated sequences between Alice and Bob in signalling and in negotiation (for example the
authentication protocol, the CSI protocol and the relevant messages).
Influences the radio access protocol of legitimate users, especially at the negotiation stage.
Deny high level services such as 3G and 4G, highest data rates, MIMO RATSs enabling, etc ...

Eve’s limits / drawbacks
Synchronization is needed at legitimate frame/protocol/target messages

Eve’s advantages
Jamming only, no necessity for demodulation nor modulation of Rx Tx signals
Jams only few messages with dedicated signals => short time, furtive, low mean power
No significant real time constraints (propagation time can be easily anticipated when synchonization is
achieved).

Major risks for legitimates
Deny 3G and 4G and force access in 2G (less protected)
Deny high level services such as highest data rates, MIMO RATSs enabling, Channel State Information,
Artificial Noise + beam Forming enabling, SKG and SC, even cipher enabling in some cases...
Forcing into a less secure protocol then monitoring in passive mode.

Remark
Intelligent jamming is one of the major risk at starting communications and negotiation stages between Alice
and Bob

8.2.3 “Man-In-The-Middle” Eve (MIT M)

Eve’s procedures
Aware bout the complete legitimate protocol
Intercepts, processes, replays exchanged messages between Alice and Bob,
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Impersonate legitimate Tx (and even operators) and / or spoofs legitimate Rx messages, in order to overpass
the authentication, to modify the computation of cipher keys, etc.

Eve’s limits / drawbacks

Very sensitive to network engineering conditions (power of impersonated BS versus power of Eve’s TX)

Very sensitive to radio conditions (receiving part of Eve), while power control of legitimate is not achieved
Maximal real time constraints
Most complexity:

accurate synchronization is needed at legitimate protocol/frame/messages
- real time demodulation and modulation of Rx Tx sighals are required

when impersonating or spoofing is partial only MITM may be very indiscrete (“basic” IMSI catchers).

Eve's advantages

® Complete control of the legitimate protocol: influences authentication, ciphering, subscriber data, can deny

network access, etc.

Major risks for legitimates

® Robbery of Subscriber data (IMSI, Agendas etc.)

® Full monitoring of exchanged data (access and on-going communication)

® Deny of any kind of communication services
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8.3 Annex 5: Theoretical notions and principles rel evant to Physical Layer Security
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