
FP7-ICT-2011-call8             PHYLAWS  (Id 317562)                    Deliverable 2.1 –  2.0 
_____________________________________________________________________________________________ 
 

--------------------------------------------------------------------------------- page  24 / 60 ------------------------------------------------------------------------ 
 
 

 
 
 

4 Security Solutions utilizing Physical Communicati on Layer 
This section provides an overview of Physec security solutions. The section will classify and briefly explain the 
possibilities of these solutions. 

The motivation for utilizing Physec solutions comes from the following downsides of ‘classical’ cryptography based 
solutions: 

1. Cryptographic solutions typically rely on some pre-shared knowledge on secret keys or on complex key 
exchange protocols. 

2. Classical security protocols decrease the spectrum efficiency by sending additional headers and data in non-
optimal format. 

3. Cryptographic solutions are based on the assumption that certain one-way functions are hard to break, that 
secret algorithms do not contain unknown vulnerabilities and that attacker does not have unlimited computing 
capabilities [4]. (Due to information-theoretic foundation, Physec is assumed to be robust against attackers 
with any computing capabilities.) 

4. Cryptographic  solutions, particularly public key based, consume devices computing resources and battery. 
5. Cryptographic solutions based on shared secret key are difficult to establish at the early stages of the Radio 

Access Protocol especially for worldwide mass market wireless networks. A priori secret cannot be shared 
among millions of subscribers worldwide. 
 

Physec solutions are not based on cryptographic algorithms or secret keys (though they may support such solutions). 
Instead, Physec concepts take advantage of the physical characteristics of radio-environments, especially when 
complex, dispersive and non-stationary. They try to take the benefit of radio propagation parameters that have to be 
measured by infrastructures and handsets for the purpose of their proper communication services [4].  
 
In the following subsections we list different Physec solutions. The solutions have been classified according to their 
primary security purpose. The classification and presented solutions are also illustrated in Figure 15. 
 

 

Figure 15. Categorization of objectives for Physec and examples of solutions 

 
Physec appears as a potential “front end” complementary solution of existing security procedures, that will upgrade 
privacy and security within wireless public networks, by operating mainly at the radio interface and by using software 
means only. Low imbrication should occur with upper layers of the transmission protocol and with network 
management. Thus, physec solutions or security modules including physec concepts should address a wide class of 
wireless applications in the close future, and many practical advantages should be expected:   

·  Reduced impact on terminal and on network architectures.  
·  Easy and low cost integration. 
·  Compatibility with existing encryption solutions. 
·  Compatibility with existing radio access technologies.  
·  Negligible impact on spectrum efficiency.  
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4.1 Device identification 

Tag signals [3] – Physec solutions can be utilized e.g. in Identify Friend or Foe systems where new communication 
party is recognized as early as possible. Historically these techniques were first used to recognize own airplanes from 
enemy planes. In military applications, a coded radio response from the airplane was triggered with a particular radar 
frequency or with specialized radio transponders. In the wireless networks, devices can identify each other (before 
cryptographic authentication) by exchanging low power physical layer signals (‘tag signals’). Tags signals are weak 
signals, which are transmitted at the same time, at the same frame/slots and at the same carrier than the user signal 
[162].  

Power, interference level, and spreading factor of the tag signal are adjusted such as in Figure 16 in order to achieve: 

- Transec protection of the tag signal at first, thanks to the native interference (face to non-authorized receiver that 
do not know the tag spreading code),  

- Easy detection and recognition of the tag signal by a suitable matched filter in any authorized receiver (thanks to 
the spreading factor exceeding the interference ratio). 

 
In initial IFF techniques, the form (and timing and amount) of signals is based on secret keys, which are shared 
between the devices. For public wireless networks, one challenge is to introduce secrecy coding of tag signals in 
order to re-enforce their privacy by taking benefit of the cooperative jamming occurred by the user signal (see § 4.2). 
 

 
 

Figure 16. Tag signals (DSSS low DSP) under signalling channels for supporting IFF modes [3] 
 

Steganographic tagging or watermarking solutions, which attempt to transmit secret information along unprotected 
physical layer communication by superimposing a carefully designed secret modulation on the waveforms, have been 
approached by different researchers: Kleider et al. [49] and Hou et al. [50] proposed watermarking methods for 
OFDM, Wang et al. [51] for broadcast television signals, Yu et al. for MIMO systems, and Gorce et al. [52] for ultra-
wideband (UWB) network. Yu et al. unified different approaches with an analytical framework [53] and later on 
extended the work to support multiple carriers [54] and MIMO channels [55]. Their analysis framework [53] considered 
the following aspects: 

·  Stealth – How transparent and undisturbing the solution is for devices, who are unaware of the solution? 

·  Robustness – How resistant the solution is for interference?  

·  Security – How resistant the solution is against attacks?  

Challenges in these schemes come from degradation of original signal quality, when the signal power cannot be 
increased and hence when the power for the tags is coming from the user signal. 
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Also, pure steganography / watermarking approaches are based on obscurity i.e. on an assumption that the attacker 
does not know how to search for information. Evidently, in public wireless networks this is not a valid assumption. 
Therefore, tagging must be secured with alternative means.  
 
One approach for securing tag signals is to combine them with convenient coding schemes (ultimately secrecy codes, 
as described in Subsection 4.4).  
 
Tags can also be scattered in time and frequency space in a manner known only for authorized receivers. Figure 17 
provides a simple example on how the tags can be scattered. Tags targeted for a particular user are marked with 
yellow boxes with red surrounding. The authorized receiver knows the secret device-specific) tag spreading code (i.e. 
the frequencies and time when these tags targeted for it are expected). One application for tags is to secure privacy of 
paging as proposed by Ta et al. [56]. 
 

Time

Data & tag

Data, no tag 

No data, no tag

Carrier frequency 

Coded data & tag

 

Figure 17. Simple tag scattering example (e.g. for privacy preserving paging) 

 
The proposals do not address secret key establishment and security protocol integration issues. Therefore, careful 
protocol design is needed when deploying tag based authentication solution. It should be considered how to ensure 
freshness of tags (to prevent replay attacks) and to prevent leaking of secret keys. For instance, tags could be 
achieved by encrypting frequently broadcasted signal with a secret (or private) key to achieve freshness. Also, one-
directional functions could also be used in certain scenarios to get rid of requirement for pre-shared secrets. Physec-
based key extraction solutions, presented later on in Subsection 0, might provide one solution for establishing keys. 
 

In addition to artificially created tags, identification can also be based on ‘natural’ characteristics of radio systems.  

RF fingerprinting [33, 34, 57, 58] is a method of identifying radio transmitters with a low-error probability by using 
frequency and amplitude of transients signal of these devices. Essentially, each transmitter has unique rise time 
signature when it starts a transmission (see Figure 18).  

 

Figure 18. RF fingerprinting from the beginning of signal 

The uniqueness is caused by the slight variations of component values during manufacture. This signature depends 
of various sources, including characteristics of frequency synthesis systems, modulator subsystems, and RF 
amplifiers. The duration of the transient behaviour may change, depending on the type and model of the transmitter. 
Differences in signal are observable even for transmitters of the same type, mainly because of the manufacturing 
tolerances and the aging of the devices. 
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Technologies to which physical fingerprinting has been shown to be possible include at least [58]: RFID, UHF sensor 
nodes, analog VHT, IEEEE 802.11 (WiFi) and 802.15.4 (ZigBee). Fingerprints are not restricted to the radio 
environments they are in use or to the receiver that resolves the fingerprint. It is possible to store fingerprints and use 
them in other places as a credentials or as evidence. Fingerprints can be carried in certificates [59] making them a 
potential identification mean also for devices without prior relationship. 

A challenge for fingerprinting comes from the fact that a device may have several fingerprints depending on the 
temperature and voltage levels. In a controlled test system, presented in [34] RF fingerprinting was able to detect 
nodes with an error rate of 2%. Also, other research challenges in RF fingerprinting still exists. The amount of entropy 
contained in fingerprints is unclear [58]. Fingerprints may also be vulnerable for impersonation attacks [60] as well as 
for jamming attacks.[61] Consequently, RF fingerprinting may not provide as good identification as ‘real’ biometric 
fingerprints. However, they can be used as an additional layer of security. 

 

Physical layer identification has been proposed for different purposes (some purposes listed e.g. in [58]):  

- Intrusion detection (incl. rogue access point detection) – The fingerprinting enables defender to identify 
devices and then to compare them against fingerprints of authorized devices or to track them for anomalies 

- Access control – Fingerprints could be used in access control in similar manner as MAC addresses (with a 
distinction that fingerprints are not easy to change and masquerade and assuming that we can achieve 
detection reliability, which is sufficient for the access control application).  

- Cloning detection  – Attacks which copy software and credentials to other devices can be detected with 
fingerprinting. 

- Forgery detection - Fingerprinting can be used to detect forgeries by searching fingerprinting characteristics, 
which are specific for device category, instead of fingerprinting individual device.  

- Malfunction detection  – Device malfunction may affect to fingerprints, hence, some malfunctioning devices 
in a network can be detected by constantly taking and comparing fingerprints. 

- Secure localization – to identify device’s location by searching for fingerprints of known ‘landmark’ devices, 
which are known to locate in particular space [62] 

 

4.2 Information theoretic secrecy - confidentiality  by channel characteristics 

Information-theoretic Physec approaches attempt to arrange communication so that the signal to noise ratio (SNR) is 
large for legitimate communication between Alice and Bob and that SNR is small for Eve, making eavesdropping 
impossible. This principle is illustrated in Figure 19.  
 

 
Figure 19. Achieving confidentiality by utilizing SNR of communication channel 

 
In practise, these confidentiality objectives can be achieved by coding communication (in an optimal manner for the 
two communicating counterparties) and by adding additional noise to the channel (to distract third-party 
eavesdroppers). The solution is based on information-theoretic security i.e. it utilizes the different fading and 
difference effects in signals travelling different paths. Theoretical foundations for information-theoretic communication 
security were presented by Shannon [1] in 1940’s and were later on extended by Wyner [2] with a wiretap channel 
model. 
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There are some limitations in the applicability of Physec solutions [4]: Physec relies on average information measures. 
However, in practical implementations it is not possible to guarantee every measurement with probability one. The 
assumptions made on the communication channel may not always be accurate. Consequently, Physec should be 
considered as an additional security layer in multi-layered security solution. 
 
Information theoretic security provides confidentiality and protects communication from eavesdropper Eve. However, 
it does not provide authenticity. It does not guarantee that Alice is communicating with Bob instead of Mal. For 
authenticity, alternative mechanisms are needed. 
 
Secrecy codes / wiretap codes  – Few dedicated coding schemes have been proven to provide intrinsic secrecy of 
legitimate radio link facing passive eavesdropper, when better radio quality is achieved for the legitimate channel. 
Roughly, secrecy codes mitigate the information about the legitimate link at any radio-eavesdropper location, up to a 
given information-theoretic secrecy capacity (Csec,AB). In general, secrecy capacity is less than the legitimate Shannon 
capacity and greater than the Shannon capacity difference of the legitimate and of the eavesdropper link: 0 �  Csh,AB - 
Csh,AE �  Csec,AB �  Csh,AB. See e.g. [4][3] for more discussion on the principles and adaptations of information theoretic 
secrecy. However, developing working secrecy codes that implement these information theoretic goals has been 
detected to be a difficult research challenge. Only few schemes have been proposed for constructing secrecy codes 
[3]: 
 

- Low Density Parity-Check Codes  [63, 64] can be used to build secrecy codes for a special case of 
noiseless main channel and binary erasure channel.  

- Polar Codes  [65] can be used to build secrecy codes for binary-input symmetric-output channels. However, 
they do not guarantee reliability of the main channel when it is noisy. 

- Lattice codes  [66–68] is prominent coding approach for more practical channels with Gaussian noise. 
 
Secrecy codes could be merged with advanced RATs that generate signal mixtures in order to disturb Eve: MISO and 
MIMO, full duplex techniques [21] as well as artificial jamming. 
 
Artificial noise [69–71] is a jamming technique where noise is added to the channel. Typically, the jammer is 
required to have multiple antennas, either in single device or in several devices. The jamming signal is send 
intelligently so that it impairs only eavesdropper’s channel. 
 
Cooperative jamming  [72–75] is a special case of artificial noise. In cooperative jamming several nodes may 
participate to the jamming signal at the same time when the source transmits the signal. It is typically applied in 
networks where communication is done through relay nodes in hop-by-hop manner. By distributing jamming nodes 
over the network it is more difficult for an adversary to predict jamming activities or to perform selective battery-
depletion attacks against these nodes. 
 
 
Information theoretic secrecy rely on the average properties of radio environment. This causes some limitations to 
implementations. Tandra et al. [76] studied the effects of noise for signal detection. They argued that uncertainties in 
channel parameters impose fundamental limitations for signal detection (as noise is neither perfectly Gaussian, white 
or stationary). On the other hand Tandra’s insights mean also that the protections, which rely on averages of signal 
noise and do not contain large enough safety marginal, may sometimes leak information. 
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4.3 Key establishment 

Secrecy coding based solutions described in Subsection 0 aim to protect the whole communication with Physec 
means. An alternative approach is to utilize physical layer for establishing secret keys and then using these keys in 
cryptographic keys in other communication layers to protect the communication as illustrated Figure 20.  
 

 
Figure 20. Physical layer security and network security architecture [4] 

 
Key extraction solutions are based on wireless channel characteristics, which are location-specific (i.e. characteristics 
of multipath signals, which rapidly decorrelate when distance increases) and reciprocal (i.e. electromagnetic wave 
propagation is identical in both directions, hence the same data is available both for the sender and the receiver 
nevertheless of which party is initiating the messaging). The analysed information can e.g. be received signal delay, 
envelope (i.e. outer boundary of received amplitude or received signal strength (RSS)) or signal phase. Figure 21 
illustrates the main idea: as Eve is unable to receive the signal in the same form as Alice and Bob, she is also is 
unable to generate the same secret key. 
 

 
Figure 21. Key extraction based on reciprocal and location-specific signal characteristics 

 
Several researchers have recently studied the Physec based key establishment. A seminal solution to couple the 
physical channel characteristics, i.e. signal envelopes, with key generation algorithms to secure wireless ad-hoc 
network was proposed by Azimi-Sadjadi et al. in [77]. In their work, the signal envelope refers to information, which 
provides to the two communicating party two correlated random sources that provide sufficient amounts of entropy, 
which can be used to extract cryptographic keys. They listed the causes of randomness in the signal to be caused by 
the following effects:  

1. path loss (due to the distance between the nodes),  
2. knife-edge diffraction (e.g. due to corners of buildings) 
3. shadowing loss (by obstructions) 
4. fading loss (due to the multipath propagation of signals). 

 
They also noted that in the presence of interference, the full reciprocity requirement is not possible, and proposed a 
solution which does not require completely identical envelopes.  
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Radio-telepathy  by Mathur et al. [78] is a protocol for utilizing the fading effect for key establishment. An 
eavesdropper, who is more than half a wavelength away from both Alice and Bob, experiences a fading channel to 
communicating parties. This channel is statistically independent of the fading between Alice and Bob. Consequently, 
for instance, communication occurring in the frequency of 2.4 GHz, can be eavesdropped only if the attacker’s 
distance to key exchanging parties is at most 6.25 cm. They examined their protocol in IEEE 802.11 platform and 
demonstrated key establishment rates of 1 bit / sec. Faster key extraction mechanisms have then been proposed e.g. 
by Wang et al. [79] and Jana et al. [80], who defined a secret key generation scheme, which can adapt its rate 
according to the environment.   
 
Jana et al. [80] studied the effectiveness of RSS based secret key extraction solutions and analysed the amount of 
entropy, which is available in keys extracted from the signal. Their results indicate that in stationary environments the 
extracted bits have low entropy and, hence, time needed for generating keys is large. In dynamic mobile settings the 
entropy is however larger and therefore faster solutions are possible. 
 
The security level provided by key extractions solutions is still an open research question. Edman et al. [81] and He et 
al. [82] have questioned the secrecy assumptions and described passive eavesdropping attacks. The attacks 
demonstrate correlation between signal envelopes and vulnerability of key extraction solutions particularly in the 
presence of multiple attackers. 
 
Key extractions solutions are vulnerable for man-in-the-middle attacks, illustrated in Figure 22. In the attack, an active 
adversary Mal, negotiates separate sessions and thus secret keys with both Alice and Bob. To prevent this attacks 
Alice and Bob could use e.g. pre-shared keys or some other authentication protocol. Alternatively, Alice and Bob 
could monitor that there are no simultaneous key extraction processes occurring. In the latter monitoring case, Mal 
must also be able to prevent Alice’s signal from reaching Bob so that Bob won’t cancel both processes and vice versa 
for Bob’s signal. A more advanced and practical attack scenario, utilizing injecting opportunities, has been described 
by Eberz et al. in [83]. 

 

Figure 22. Man-in-the-middle against signal-based key extraction  

4.4 Identifier privacy by channel properties 

Transmission of device identifiers (such as GSM TMSI or WiFi MAC addresses) is difficult to protect. Encryption is 
inefficient since that would require every receiver to decrypt each broadcasted packet to see if it is targeted for that 
receiver.  

‘Anti-RF fingerprinting’ techniques are needed to make device identification and user tracking attacks based on radio 
signal characteristics (see Subsection 0) more difficult. Solutions presented earlier for protecting confidentiality of 
radio transmission (Subsection 0) are usable also for preventing these attacks. Additionally some alternative 
strategies can be considered: 

Uniform quality manufacturing  - RF fingerprinting is possible because hardware manufacturing of analog circuitry 
provides imperfections. More precise manufacturing and quality control can be used to make RF fingerprinting 
impossible or more difficult. However, this solution may not be practical due to added costs. [58] 

Additional randomness to transient – Some random noise could be added to make the transient signal frequency 
and amplitude to appear more random. 
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4.5 Integrity protection 

Integrity-code  [31] (I-code) is a solution for assuring that transmitted signals cannot be easily tampered by an active 
attacker. I-codes prevent message overshadowing attacks where attacker’s signal is stronger than the original signal. 
I-code bits are transmitted in a manner that an adversary cannot easily change a bit “1” into a “0”. Also, information is 
coded to detect bit changes from “0” to “1”. One coding possibility that can be used as I-code is unidirectional 
Manchester coding where “1” is coded as “10” and “0” is coded as “01”. An adversary is assumed to be able to 
replace 0 as 1 but not to make a complete signal to disappear (i.e. change from 1 to 0). As a consequence, when I-
code is used, an adversary cannot modify a message without having a high probability of being detected. An example 
of the coding is illustrated in Figure 23. 

 

 

Figure 23. I-code example  

I-codes are proposed for different scenarios [31]. For instance, they can be used in access point authentication by 
protecting AP’s public keys with I-code. When AP is not advertising its public key, it jams the integrity channel to 
prevent any fake public keys being transmitted over the same channel. Another potential use scenario is key 
establishment over insecure channels. In addition, Diffie-Hellman key agreement protocol can be enhanced with I-
codes to make it resistant against man-in-the-middle attacks.  

 

Distance bounding protocols [84] can be used to determine practical upper-bounds on the physical distance 
between the communication parties. These protocols may be used to detect man-in-the-middle attacks, which cause 
delays to round trip-time. Distance bounding protocols may however be vulnerable for guessing attacks [85], where 
attackers attacker is able to quickly send pre-formulated guesses. 

 

4.6 Furtive signals 

Current wireless standards utilize already different technologies, which make interception and detection of signals 
more complicate for attackers. These technologies make signals more are difficult to follow, intercept, eavesdrop and 
spoof. Existing technologies with ‘furtive’ characteristics include hopped signals and spread spectrum signals, 
illustrated in Figure 24 and Figure 25, respectively. 
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Figure 24. Frequency hopped radio-communication signals [3] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 25. Spread spectrum radio-communication signals [3] 

 
Different technologies have different characteristics in the respect of interception probability and detection probability: 

·  Frequency Hopped (FH) signal over wide frequency intervals and long periods are usual in military networks 
because they have good Low Interception Probability (LPI) characteristics. They are often merged with TDMA 
RATs (many VHF and UHF tactical radios) and with CDMA RATs (MIDS). Within public radio networks, 
frequency allocations are usually too much restricted to expect significant “native” LPI LPD.  
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Nevertheless, when considering FH signals, the complexity of dense radio environments helps transmission 
security (transec) because it increases  

o the apparent randomness of the signal distribution  
o the complexity of the recovery of  the networks signalling messages, of access messages, of traffic 

messages etc. (the prior recovery of signalling and access message is more or less necessary in 
order to parameter both passive and active attacks and selective jamming; the prior recovery of traffic 
messages is necessary in order to perform passive attacks of users’ data) 

o the interference and multiple path risk at Eve’s part (when passive),  
o the power disadvantage at Eve’s part (when active)  

 
Typical examples are urban zones with multiple macro / micro / pico-cells and frequent handoff procedures. 
 

·  The transec advantages of time hopping signals in dense radio-environment are quite similar to frequency 
hopping, 

 
·  Mixed frequency hopped and time hopped signal may have better LPI and LPD properties when power 

remains weak (Short Range Systems, Ultra Wide Band RATs) and when carrier/slot allocation is random over 
wide periods. 
 

·  Signals used for opportunistic RATs within Cognitive radios (CR) or digital dividend of white space (DDWS) 
may have good Low Interception Probability properties too thanks to their versatile spectrum access protocol 
(interaction with sensing capabilities and local spectrum usage) and their adaptive modulation (that is an 
efficient countermeasure of signal extraction/tacking processes of passive eavesdroppers). 

 
·  Direct-sequence spread spectrum (DSSS) signals have good Low Detection Probability (LDP) properties 

when transmitted Spectrum Density Powers (SDP) remains low (thus countering radiometer), and when 
spreading and scrambling codes remain unknown (thus countering matched filters). When facing public 
standards, this usually apply better to UL signals than to DL signals (UL signals usually provide larger 
combinatory for the choice of PN codes),  

 
 
However, in practise, many furtive technologies introduce additional determinism (e.g. spread spectrum code/key or 
frequency hopping sequence) to wave forms in order to help the synchronization and improve the quality control of 
legitimate link. [3] See Subsection 3.2 and Figure 4 for illustration on how to follow CDMA (UMTS UL) traffic signals. If 
this determinism can be removed, attacks would be significantly more difficult. 

 

4.7 Availability - robustness to jamming attacks 

Resistance against jamming attacks is important to assure service availability as well as to prevent attacker from 
gaining additional advantages e.g. for unauthorized access or mitm attacks. 

Spread spectrum technology provides a strong countermeasure against jamming attacks. When distributing 
communication to large spectrum in unpredictable manner the constant (unreactive) jammer, which cannot jam all 
channels, will not succeed. Reactive jammer may try to follow the channel changes. However, information on what 
channel to use can be protected with shared secret keys. Alternatively, there are research efforts for keyless 
protection of signals. See Subsection 4.6 for additional description on undetectable and unpredictable signals. 

Directional antennas  [86] can be used to receive data from directions not affected by the jamming signals. Hence, 
directional antennas can be utilized to improve network capacity and to avoid physical jamming attacks. The current 
challenge in directional antennas is however their size, especially for handsets. 

Smart antennas arrays [18, 87, 88] can be used to mitigate effects of interference and jamming when receiving data 
come from location that are different of location of the jammer. Hence, smart antennas can help to improve network 
capacity, to mitigate physical jamming attacks and to have more power advantage when facing active attacks. In high 
diversity propagation case, one half wave length of the array aperture is usually enough for a smart antenna to 
achieve most of diversity performances and best interference/jamming mitigation. 

Anomaly detection and reputation management  solutions are useful for detecting jamming attacks and falsified 
sensing attacks. Particularly, in cognitive radio networks where attackers may provide false collaborative spectrum 
sensing reports to prevent other CR users from using the spectrum. Several researchers [89–91] have proposed 
reputation based models for detecting malicious spectrum sensing reports from legitimate ones.  
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5 Security Vulnerabilities and Physec Potential in Wireless Standards 
This section describes main security features of LTE, WiFi, 3GPP / 3GPP2, GSM, Bluetooth, zigBee and RFID/NFC 
from the physical level view point. Further, the section surveys proposals for improving existing shortcomings in 
wireless standards with physical layer mechanisms. The section provides comparative analysis of these 
communication technologies in respect of supported security and utilized controls, based on aspects in previous 
sections.  

Table 2 summarises the security mechanisms of different standards. Particularly, the table lists physical layer 
transmission security potential, which can be achieved with different spread spectrum technologies, as well as 
challenges, which may prevent achieving this potential. Further, the table presents cryptography based network 
security solutions. 

Table 2. Summary of key technologies providing security for different standards 

Protection 
layer 

GSM UMTS LTE WiFi Bluetooth ZigBee RFID/NFC 

Transec 

(physec based 
furtivity 
&robust. 
potential) 

FH,  TDMA WCDMA OFMA, 

SC-FDMA 

FHSS / DSSS / 
OFDM / TDD 

FHSS Depending on 
version (e.g. 
DSSS in first 
release) 

Short range 
and direction 
requirements 

NetSec  

(crypto based 
protocols and 
algorithms) 

A3, A8, A5 AKA EPS-AKA WPA2: CCMP 
(AES), TKIP 
(RC4) 

Challenge-
response 

E0/SAFER+ or 
AES-CCM 
(depending the 
version) 

MIC (Message 
Integrity Code), 
AES 

- 

 

Table 3 presents an overview of the vulnerabilities and attacks applicable for different communication standards. The 
table gives vulnerable components and references on described attacks scenarios as well as subjective estimation on 
the seriousness of vulnerabilities. Seriousness is subjectively characterized as a minor or major. The vulnerabilities 
are discussed more closely in the following subsections. 

Table 3. Summary of weaknesses and applicable attacks against different standards 

Attack GSM UMTS LTE WiFi Bluetooth ZigBee RFID/NFC 

Location 
privacy4 

Major (TMSI 
[32, 58]; type 
finger. [92]) 

Major (TMSI 
[32],C-
RNTI[93]) 

Major (TMSI 
[32, 56]) 

Minor 
(Fingerp., 
MAC, SSID) 

 

Minor 
(Fingerp.[94]) 

 

 

Minor 
(addresses 
bcast clear in 
discovery; 
fingerp.) 

Minor 
(Fingerp.; [58, 
95, 96]; type 
finger. [97, 98]) 

Passive 
eavesdropping 

Major (weak 
alg. [99, 100]) 

Minor 
(unprotected 
synch./pilot, no 
forward secr.) 

Minor 
(unprotected 
synch./pilot, no 
forward secr.) 

Minor (minor 
unprotected 
synch./pilot) 

Minor 
(following 
fhopping) 

Major (traffic 
capturing [101, 
102]) 

 

Minor (only 
app. level 
security; short 
range [110, 
161]) 

Active Major (oneway 
auth. [104]; 
Weak alg. [99, 
100]) 

Minor (GSM 
compatib.[23]) 

Minor (GSM 
compatib, 
unauth. EAP 
success)[105] 

Minor (unauth. 
push button) 

Minor (unauth. 
just connect 
pairing) 

 

Minor (security 
relies on single 
master key) 

Minor ([106]) 

DoS /  
Jamming 

Unauth. 
channel 
reserving [107, 
108] 

Pilot jamming Pilot jamming Depends  
version (e.g. 
[39–41]) 

 

FH seq. in 
clear [109] 

Jamming to 
ruin battery 
lifetime [102] 

Minor (easy but 
only from close 
range [110]) 

 

                                                 
 
 
 
4 Location privacy is considered more serious in mobile networks than in stationary networks 
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Table 4 summarizes Physec research efforts and applicable Physec countermeasures in different standards. RF 
fingerprinting has been widely studied with different technologies. Information-theoretic secrecy based coding as well 
as key extraction has potential but the amount of practical work and research efforts are still small. The table also 
considers the maturity of applications by using the following notations: E = Empirical studies with real technology, T = 
Simulations or theoretical considerations, P = Potential but no direct published research, { } = not applicable or 
unknown. 

Table 4. Summary of research efforts and potential applicability of potential Physec proposals for different standards 

Mechanism GSM UMTS LTE WiFi Bluetooth ZigBee RFID/NFC 

RF 
fingerprinting 

E [111] T [112] P E[34, 113, 114] 

 

E [94, 115, 
116] 

E[59, 61] E [95, 97, 98]  

Tag signals P P T[56] P P P  

Secrecy codes T[117] P T[118–122]5 T[118–122]5  P P T[123][124][12
5][103] 

Key extraction P p T[126] T[78], T[126] P P  

Integrity codes       T[127] 

Distance 
bounding 

      T[128] 

 

5.1 GSM 

GSM security architecture addresses the following security goals: 

·  Authentication of mobile users by the network  

·  Confidentiality of user data and signalling information   

·  Anonymity of subscriber's identity (through use of temporary identifiers), 

·  Device independent user authentication by using SIM (Subscriber Identity Module), which is a security 
module storing shared secrets (Ki Keys) and implementing of cryptographic algorithms (A3, A8, A5). 

The encryption in GSM occurs in the physical layer (before encryption the are the coding (for compression and error-
correction) and interleaving; after encryption the information is multiplexed, modulated, and transmitted, as illustrated 
in Figure 26). 

 

Figure 26. Simplified GSM encoding, interleaving, encryption and modulation scheme [129] and potential for Physec 
improvements 

                                                 
 
 
 
5 Solutions for OFDM in general, not necessarily directly applicable 
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In General Packet Radio Service (GPRS) the encryption occurs within higher Logical Link Control (LLC) layer, instead 
of the physical layer. (Also, UMTS and LTE have opted to perform encryption in the higher layers.) [4] The figure 
above also illustrates potential for enhancing security by replacing existing modulation and coding mechanism with 
secrecy coding alternatives. Also, Physec-based key extraction might provide some opportunities to strengthen key 
management. 

5.1.1 Vulnerabilities 

The figure below illustrates some of the most common data exchanges and protocol procedures of GSM during call 
establishment and during location updating procedures (for more details see for example [129]): 

      

Figure 27. GSM radio access protocol – main procedures and data exchanges  

 

From this figure and from numerous other references [104, 130], it can be seen that GSM has several vulnerabilities: 

1. Unidirectional authentication  – Network authenticates the user/mobile terminal but the user does not 
authenticate the network. Consequently, the standard is vulnerable for various impersonation and MitM 
attacks. 

2. No end-to-end protection  - the encryption is only accomplished over the airway path between mobile station 
and base station. The standard does not provide end-to-end security like e.g. TETRA [131]. 

3. Flaws in cryptographic algorithms  

·  GSM security algorithms were initially planned to be get secret to make attacks more difficult. 
However, unexpected publication of cipher algorithms has facilitated cypher attacks against GSM 
[100, 132, 133]. Algorithms were published in the late 90s’ for GSM A5/1-2 cipher algorithm (max key 
length is 64 bits), and for A3/A8 algorithm. This shows that in practice, as a result of economic 
competition and of hacker activities, full secrecy of wireless standards cipher algorithm can never be 
warranted over numerous years. 
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·  A5/1 is vulnerable against real-time cryptanalysis [99, 100] where attacker can in a second resolve 
the secret key after recording conversation for a few minutes. 

·  A5/2 is the (deliberately) weakened variant. An efficient attack to A5/2 requires less than one second 
of encrypted conversation to extract the ciphering key in less than one second on a PC. 

·  A3/A8 authentication algorithms compute authentication results (RES), temporary identifier (TMSI), 
and cipher keys (Kc) from internal Keys (Ki coded inside SIM card) and from random parameters 
(NRAND) that are transmitted over the air. These algorithms use COMP128, whose first versions 
have been shown to have weaknesses against cryptanalyses. COMP128 algorithm has been shown 
to be vulnerable for over-the-air attacks where attacker sends challenges and analysing the 
responses. However, this approach for resolving secret key (Ki) may take several hours. 

4. Cloning of SIM cards  – for instance, leaking of secret information via side channels has been shown to be a 
security vulnerability in small SIMs 

5. Leaking user anonymity  - Use of temporary identifiers (TMSI) has been identified to be vulnerable for user 
tracking attacks by Kune et al. [32]. This means that a location of mobile stations can be tracked by following 
the paging messages. Paging messages are send to idle mobile stations to initiate new connections. These 
messages are send to the tracking area that the terminal is known to locate in unprotected format. Paging 
messages identify the target terminal by using temporary IDs (TMSI), which change only when user changes 
tracking area. An attacker can initiating connection request to victim terminal and then passively monitoring 
paging messages can learn whether the user locates in the monitored area. The attacker can perform attack 
stealthy by disconnecting the connection request before victim’s terminal alerts. As a mitigation to this 
tracking attack, TMSI could be changed more often than when the mobile is moving to another cell. However, 
such defences have not been implemented. 

6. Lack of user control over security  – Base station controls the use of security mechanisms. The user is not 
informed if a base station deactivates encryption. An attacker may be able to utilize this feature in 
masquerading base station attacks (see e.g. patents [22, 24]). 

7. No integrity protection – receiver cannot verify if a message has been tampered or not. 

8. No protection against replay attacks  

9. DoS vulnerabilities – An attacker may reserve many channels (and perform a DoS in a cell) since the call 
setup protocol performs the resource allocations without adequate authentication. [108] GSM can also be 
attacked through different jamming devices and techniques as described e.g. by González-Castaño et al. 
[107]. 

5.1.2 Physec countermeasures 

GSM uses frequency hopping making it inherently secure against narrow-band jamming.   

GSM uses also Time Division Multiple Access (TDMA), which could provide some confidentiality if frequency hopped 
modes (FHM) were used over numerous channels. Unfortunately, FHM in public TDMA RATs are usually dedicated to 
frequency diversity and not to privacy. 

RF fingerprinting techniques have been used to identify GSM phone types and manufacturers [92] as well as in fraud 
detection systems [111].  

GSM system uses encoding-encryption paradigm i.e. it encodes transmitted information before and encrypting it. 
Such paradigm rely their security on a stream cipher (which in GSM case is A5/1). Mihaljevic et al. [117] studied how 
secrecy coding could be applied in such stream cipher systems. They proposed an additional coding, i.e. holomorphic 
encoding, to be added to information before error-correction coding and encryption. The costs of the proposal are 
slight additional implementation complexity and communication overhead. They also analysed the security strength of 
their solution from the computational complexity point of view. 

 

Other physec countermeasures relevant to GSM will be studied during the Phylaws project (see [3]), such as  

·  More versatile slot allocation and frequency hopping sequence for resource allocation 

·  The use of tag signals,  

·  Preliminary IFF modes based on tag signals,  

·  The use of secrecy codes. 
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5.2 UMTS 

UMTS standard corrects some security vulnerabilities of GSM. Particularly, UMTS provides new cryptographic 
algorithms with longer secret keys, as well as provides two-directional authentication and integrity protection: 

·  Mutual authentication by Authentication and Key Agreement (AKA) protocol, which is challenge-response 
based mechanism that uses symmetric cryptography. 

·  Improved security algorithms for confidentiality and Integrity protection (KASUMI) as well as for authentication 
and key management (MILENAGE). New algorithm alternatives can also be introduced, when needed. 

·  More secure SIM (USIM) 

UMTS physical layer does not incorporate cryptographic functionality. In contrast to GSM, encryption is  done in the 
Logical Link Layer already before the encoding phase and decryption is performed after decoding (Figure 28). 
Secrecy coding could be used to replace coding and modulation schemes with secrecy coding. Also, possibility to 
strengthen encryption layer with Physec based key extraction could be studied. 

 

Figure 28. Simplified UMTS encryption, encoding, interleaving and modulation scheme [129] and potential for Physec 
improvements 

 

5.2.1 Vulnerabilities 

Some old threats of GSM such as identifier tracking and lack of end-to-end protection still exists in UMTS. Also, 
compatibility with GSM networks, opens UMTS networks for some legacy threats. Further, the new physical layer 
technologies have also introduced some new threats.  

UMTS security weaknesses include:  

·  Pilot symbols within traffic CDMA channel - UMTS traffic channels include low combinatory pilots symbols. 
These pilot symbols can be used by attackers to facilitate exhaustive tests for slot and frame synchronization, 
for recovery of scrambling codes, in both DL and UL senses. They can also targeted in jamming attacks to 
prevent synchronization from victims. 

·  IMSI and TMSI and related user tracking threats, which were valid in GSM paging, are valid also in UMTS. 
Additionally, Forsberg et al. [93] identified other privacy critical identifiers, which are transmitted in clear text 
and hence can be used to track the user. These include Cell Radio Network Temporary Identifier (C-RNTI) 
and cell level measurement reports (containing terminal’s signal strength information, which can be used to 
determine terminals location with high accuracy). User plane (RLC, PDCP) or control plane (RRC, NAS) 
packet sequence numbers may also be continuous making the vulnerable for tracking by passive attackers. 

·  UTMS AKA does not provide perfect forward secrecy. [134] If a symmetric key is revealed, all derived session 
keys and content protected with these keys can be compromised. 

·  Man-in-the-middle attacks – UMTS networks are typically compatible with GSM. A UMTS terminal may 
connect to fake GSM base station, which does not provide authentication credentials. [23] Also, 
authentication of UMTS base stations is based on certificates. An attacker, who is able to compromise 
operator’s certification systems (i.e. to get valid certificates), can launch MitM attacks.  
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5.2.2 Physec countermeasures 

UMTS exploits shared spectrum technology, which makes communication more robust against jamming attacks and 
more difficult for attacker to follow the communication. In general, CDMA standards provide native protection in the UL 
sense when using a-synchronous long pseudo noise codes. Unfortunately, it dramatically decreases when low 
combinatory pilots symbols are present (see Figure 4 and patent [19]).   

RF fingerprinting technologies have been proposed for UMTS network. Kennedy et al. [112] studied fingerprinting to 
distinguish mobile phone models in multipath UMTS environments. 

Other physec countermeasures relevant to UMTS will be studied during the Phylaws project (see [3]), such as  

·  More versatile slot allocation, spreading codes and scrambling codes for resource allocation 

·  The use of tag signals,  

·  Preliminary IFF modes based on tag signals,  

·  The use of secrecy codes. 

 

5.3 LTE 

LTE’s physical layer [135–137] (see e.g. [138] for an introduction) is based on MIMO, OFDM (downlink), and SC-
FDMA (uplink) technologies. The standard supports two different modes of operation: time division duplexing and 
frequency division duplexing (TDD and FDD) (where FDD, supporting both full- and half-duplex mode, is currently the 
dominant alternative [138]).  
 
Security in LTE is based on the following mechanisms [139, 140]: 

·  Authentication and Key Agreement (EPS-AKA) protocol provides mutual authentication between terminals 
and network (inherited from UTMS but with longer keys and extended key hierarchy).  

·  Alternative algorithms (KASUMI, SNOW3G, MILENAGE, ZUC) for protecting confidentiality, authenticity and 
integrity of network access 

·  USIM for storing credentials and keying data 
·  Temporary identities (TMSI) for protecting location privacy  
·  Backhaul and relay node security provide integrity and confidentiality for backhaul signalling and optionally for 

user communication via IPSec 
 

5.3.1 Vulnerabilities 

Different potential attack vectors against LTE have been identified in [44]:  
1. DoS by pilot jamming / nulling - efficient jamming attacks can target OFDM pilot signals (reference signals) 

[41], which are used to correct channel effects and to equalize transmission.  
2. DoS by targeting uplink channel quality information, which is adaptively used in base station to select 

modulation and coding for the downlink 
3. Large amount of ‘virtual terminals’ (i.e. ‘Sybil’ identities) can be used to affect base stations resource usage 

and, in coordinated attacks, to achieve more resources for attacker’s terminal.  
4. Primary user emulation attacks [42] can also be used in spectral herding to guide a victim into the wanted 

channel, which may e.g. be more suitable for mitm attacks. 
 
Vulnerabilities in the technology include: 

·  Location privacy attacks identified in GSM by [32] are applicable also in LTE [56]. This means that locations of 
mobile stations can be tracked by following the paging messages. As cell size can in LTE be small the users’ 
locations can be resolved in high detail. 

·  LTE does not provide end-to-end security. 
·  Lack of perfect forward secrecy - The authentication and confidentiality of LTE is based on permanent 

security associations i.e. long term symmetric keys shared by terminal and network. Consequently, as noted 
in [141] the key derivation procedure in EPS-AKA does not provide perfect forward secrecy. If a symmetric 
key is revealed, all derived session keys and content protected with these keys can be compromised.  

·  EPS-AKA is backwards compatible with older authentication mechanisms and, therefore, an attacker may 
gain an access to the LTE network by utilizing security weaknesses found from the GSM or UMTS security 
algorithms [142].  
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·  LTE authentication solution EPS-AKA has some characteristics making it vulnerable against man-in-the-
middle attacks. Particularly, LTE discloses the permanent identifiers (IMSI) by sending them in clear text 
during first connections. Also, the two-directional authentication does not protect EAP Success messages 
send by AAA server. A masquerading base station may be modify this message to gain some advantage. 
[105] 

·  Man-in-the-middle attacks, described for UMTS due to GSM compatibility or due to gaining operator’s 
certificates, are valid also for LTE. 

5.3.2 Physec countermeasures 

LTE exploits OFDM, SC-OFDM, MIMO, and potentially full-duplex technologies, which inherently make transec 
stronger (physical layer attacks are more complex and difficult for an attacker, who must follow selectively a 
subscriber and to disrupt communication). Any adaptive MISO and MIMO RAT full-duplex access scheme induce 
native space time diversity and randomness that could re-enforce propagation non-stationary effects and generate 
signal mixtures that provide intrinsic interferences at eavesdropper part. Complex data multiplex schemes within 
OFDM signals and associated RATs would provide secrecy and robustness particularly if scattered pilots and 
signalling were more difficult to synchronize and to decode. However, in practise this advantage decreases when low 
combinatory pilots symbols are present. 
 
Recently, several researchers [119, 120, 122, 143, 144] have proposed physical-layer solutions to enhance the 
security of OFDM. These approaches might be utilized also with LTE OFDM: 

·  Clancy [143] proposed that the OFDM pilot tone values and pilot tone locations should be hidden from the 
adversaries by encrypting the information. He also provided some analysis on the requirements and performance 
issues of such system.  

 
·  Khan et al. [145] proposed Chaos based constellation scrambling solution for the OFDM physical layer. The 

motivation for keeping encryption in the physical layer (as in oppose to LTE’s approach in performing encryption 
in the higher layers) is to secure MAC headers and control information that would otherwise be unprotected.  

 
·  Reilly et al. [120] manipulated OFDM signal constellation according to pseudo-random number generator and 

added random noise to transmitter. The encryption solution was tested with IEEE 802.11a. 
 
·  Chorti et al. [119, 144] proposed a symmetric key based encryption solution, called masked-OFDM. The solution 

makes OFDM signal difficult to detect by masking it with non-orthogonal FDM signal. 
 

·  Renna et al. [121, 146] considered implementation issues of information theoretic secrecy for OFDM. 
 

·  Romero-Zurita et al. [122] explored quantitative means to analyse the advantages that beamforming and artificial 
noise (information theoretic secrecy) can bring for OFDM-MIMO systems. The secrecy effects of increasing 
subcarriers and antennas were studied with simulations. 

 
·  Liu et al. [126] proposed Physec-based key extraction solution for OFDM. 
 
·  Ta et al. [56] proposed a Physec mean to improve LTE location/paging privacy by replacing temporary identifiers 

(TMSIs) with physical identification tags. The work is based on the physical layer watermarking approach 
proposed by Yu et al. [53, 54]. Unique tags are created by using terminals’ temporary identifiers as an input. The 
proposal seems to be based on the fact that each device is identified with a unique physical tag and that only 
targeted devises can easily detect those signals. However, the paper does not clearly specify how these 
confidentiality goals are achieved. One potential approach to achieve the confidential paging goal could be to 
distribute tag codes to time and frequency space in a manner that only authorized receiver knows. 

 

In addition, other Physec countermeasures relevant to LTE will be studied during the Phylaws project (see [3]), such 
as  

·  More versatile subcarrier multiplex schemes for resource allocation 

·  The use of tag signals,  

·  Preliminary IFF modes based on tag signals (that would transmit identifiers and other subscriber data)  

·  The use of secrecy codes. 
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5.4 WiFi 

Wireless Fidelity (WiFi) is a wireless local area network technology defined in IEEE 802.11 standards. Security in WiFi 
is based on WPA2 (IEEE 802.11i) (or it predecessors WEP or WPA). WPA2 defines authentication procedures and 
two alternative security protocols TKIP and CCMP. WPA2/CCMP utilizes AES block cipher algorithm where as WEP 
and WPA/TKIP use RC4. 

WiFi versions apply different physical level technologies with different difficulty of signal interception and jamming 
attacks. FHSS is used in in the first release, 802.11. DSSS is utilized in 802.11 and 802.11g. OFDM modulation is in 
use in 802.11a, g, n and ac.  

Key establishment in WiFi can be based on different mechanisms. Typically, pre-shared secrets are used. WiFi 
Protected Setup (WPS) specification [147] defines the following alternative models:  

·  Out-of-band model (use of e.g. NFC to share information in two direction),  

·  In-band model (using passkey / 8 digit PIN) 

·  In-band + out-of-band (use of e.g. USB stick to share information in one direction), 

·  Push button model - Mechanism, where user presses a button to set a device into security establishment 
state for a short time period. This device makes a security association with any other device, which is at the 
same state and wishing to connect, at that time. If several devices, trying to connect are detected, the 
association is aborted.  

5.4.1 Vulnerabilities 

 
WiFi networks have the following vulnerabilities: 
 

1. User tracking - The direct use of subscriber identifiers or MAC address in base station advertising and in 
registration procedure cause an vulnerability to user’s privacy. WiFi encryption is applied on frame’s payload 
only and not on MAC header which is present in all frames, thus user’s privacy and identity is inherently 
compromised. This is particularly useful for Eve to classify traffic according to source-destination pairs. Until 
very recently, WiFi protocol management frames were not encrypted at all, thus exposing the network to 
various sorts of active attacks and DoS. In 2009 IEEE has standardized 802.11w, which defines encryption of 
management frames. Still, some management frames are excluded from 802.11w, amongst them all CSI 
feedback related frames, making them an easy target for interception and for both passive and active attacks.  

 
2. Security protocol weaknesses  - Strong failures of the initial WiFi WEP keys were highlighted in the early 

2000s.  More recently, weaknesses have been pointed out also in newer WPA and WPA2 protocols: 
·  Wi-Fi Protected Setup implementations have been found to be vulnerable against brute force 

attacks [148] 
·  Dictionary attacks against WEP and WPA TKIP [149] 
·  Insider attack in WPA2 (‘Hole196’) [150, 151]  

 
3. Capability leaking  - Another physical layer vulnerability resulting from network security lapse is the 

unnecessary exposure of both the AP’s and the terminal’s capabilities. The capability exchange, which 
transpires during the association procedure before authentication and establishment of a secure link, includes 
many of the physical layer’s attributes (supported modulations, error correction modes, beamforming 
capabilities, etc.) that can be utilized in smart passive or attacks. Here, physical security could be greatly 
enhanced by simple protocol upgrades, i.e. exchanging capabilities after authentication procedure, over a 
secure link. 

 

4. Vulnerable channel negotiation in MIMO RATs:  advanced close loop MIMO RATs include early 
propagation channel estimation procedures. In particular the 802.11n/ac based WLAN protocol defines a 
closed loop sounding procedure wherein the terminal returns Channel State Information (CSI) to the Access 
Point (AP) for performing single or multi user beamforming transmissions. The channel state UL feedback 
message (included in a Management frame and being not encrypted) is easy to intercept, thus it compromise 
security and facilitate passive and active attacks. The closed loop sounding procedure can also be easily 
attacked either on the DL (sounding frame) or the UL (feedback CSI frame), by a protocol aware jammer ([40, 
41]). 

 



FP7-ICT-2011-call8             PHYLAWS  (Id 317562)                    Deliverable 2.1 –  2.0 
_____________________________________________________________________________________________ 
 

--------------------------------------------------------------------------------- page  42 / 60 ------------------------------------------------------------------------ 
 
 

 
 
 

5. WPS ‘push button’ mechanism is unauthenticated . A man-in-the-middle attack succeeds if an attacker 
can intercept communication from another device so that the base station sees only attacker as wishing to 
connect. 

 

5.4.2 Physec countermeasures 

RF fingerprinting can be used in WiFi as an additional protection against MAC spoofing attacks. For instance, Ureten 
et al. [34] analyzed fingerprinting of transient signals in IEEE 802.11b devices, Sheng et al. [113] proposed use of 
received signal strength to identify base stations, and Klein [114] et al. have proposed a wavelet-based fingerprinting 
scheme. 

Secret key extraction solutions have been proposed and tested with different Wi-Fi alternatives. Mathur et al. [78] 
tested their RadioTelepathy system with IEEE 802.11 and Liu et al. [126] proposed a solution for IEEE 802.11a 
OFDM model. 
 

Regarding transec, more versatile multiplex schemes of OFDM sub-career and more versatile spreading code 
allocations would increase robustness. Full-duplex technologies may also emerge [152] and increase attack difficulty. 

Regarding netsec, the use of tag signals and of preliminary IFF modes based on tag signals (that would transmit 
identifiers and other sensitive data relevant to APs and terminals). More complex cyphering procedures of MAC 
header, of CSI feedback management frames, of capability exchanges, etc. should be provide added security  

More generally, the use of complex and versatile coding schemes (ultimately secrecy codes) would provide 
supplementary protections. Indoor propagation condition of legitimate links may be a serious advantage in this way 
when facing outdoor threats. 

 

5.5 Bluetooth 

5.5.1 Vulnerabilities 

Bluetooth is intended to establish wireless ad-hoc networks by means of short range radios. Bluetooth is widely used 
to connect peripherals to computers and mobile devices. The complexity of the Bluetooth specification causes 
challenges for security [153]. Moreover, National Security Agency (NSA) lists following threats related to Bluetooth: 
identity detection, location tracking, DoS, unintended control and access of communication channel and unauthorized 
device control and data access. Furthermore, National Institute of Standards and Technology (NIST) list following 
Bluetooth specific attacks in its Bluetooth security guide [154]:  
 

·  Bluesnarfing makes it possible to gain access to data stored in a device,  
·  Bluejacking makes it possible to send messages for a Bluetooth device,  
·  Bluebugging offers access to data and device commands,  
·  Car Whisperer makes it possible to send audio to car’s audio system and eavesdrop via car’s microphone,  
·  Fuzzing attacks to send malformed data to device and observe device’s behavior in order to reveal possible 

vulnerabilities in the Bluetooth stack,  
·  Pairing Eavesdropping to determine secret keys in order to perform data decryption, and  
·  Secure Simple Pairing Attacks to cause MITM (Man In The Middle) attacks. 

 
In [153], NSA states that Bluetooth should offer adequate security for situations where unclassified data is handled. In 
other words, Bluetooth is not applicable for situations where classified information is handled. Default or inappropriate 
passkeys are one important issue that has enabled attacks towards Bluetooth devices. However, from the physic 
point of view these relate to upper layers. Even though, the Bluetooth is intended for short range communication the 
directed high gain antenna may offer signal reception over kilometres [155]. Thus, appropriate encryption is needed in 
order to avoid eavesdropping and also means to mitigate threats related to traffic analysis. Bluetooth utilizes 
Frequency Hopping, which actually does not offer much security in the physical layer. Frequency Hopping Sequence 
is delivered in a clear form during the link establishment, and thus, near devices are able to capture this information 
[109, 155]. Lastly, it is known that random number generation in the Bluetooth is weak [155]. From the physic 
viewpoint, this issue can be improved by utilizing random features of the communication channel. 
 
Bluetooth Secure Simple Pairing (introduced in standard’s version 2.1. [156]) enables four alternative models for 
pairing devices. These models provide increased security when compared to old shared passkey based pairing. 
However, they are still vulnerable for specific man-in-the-middle attacks. The ‘just connect’ model is unauthenticated 
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and hence does not provide any protection against MITM attacks. The ‘passkey entry’ and ‘numeric comparison’ 
models are vulnerable as they rely on end-user to verify that the both devices display or have the same pairing string. 
In this attack [157], an MITM attacker tampers pairing messaging (particularly device capability data which is send in 
clear text before security association is established) so that one device believes to be using secure pairing model and 
e.g. displays six digit number when another device believes to be using just connect models and does not display 
anything. The attack may easily succeed as the user who does not see any conflicting numbers may easily accept the 
pairing. Device capability information cannot be protected with cryptographic means as they are needed to determine 
the used pairing method before security association is established. 

5.5.2 Physec countermeasures 

RF fingerprinting has been utilized in several intrusion detection solutions as a mean to separate different Bluetooth 
devices. [94, 115, 116] 

Stronger Transec evolutions would be:  

·  to introduce versatile time hopping over slots in the TDMA/TDD frame and slot fulfilling (with random data 
inside non-used slots) in order to counter the recovery of user signal by passive eavesdropper 

·  to introduce full duplex mechanism inside the Bluetooth protocol, by taking advantage of the short 
propagation ranges and of low power transmission for achieving signal subtractions and by taking advantage 
of non-circular modulation for achieving SAIC processing ([88]). 

 

5.6 ZigBee 

ZigBee is a specification for wireless sensor networks. 

IEEE 802.15.4 [158] is a specification for wireless sensor networks’ physical layer and medium access control (MAC). 
It is used e.g. in ZigBee and 6lowPAN wireless sensor network specifications.  

·  MAC layer provide symmetric encryption (AES) services for upper layers, which must provide the necessary 
keys. 

·  IEEE 802.15.4 supports different physical layers, providing spread spectrum and thus some potential for 
making attacks more difficult.  

o DSSS (since first release; binary or offset quadrature phase shift keying; 868/915 MHz and 2450 
MHz) 

o PSSS (binary keying and amplitude shift keying; 868/915 MHz) 

o O-QPSK or MPSK (780 MHz band) 

o GFSK or BPSK (950 MHz) 

o Direct Sequence ultra-wideband (UWB)  (below 1 GHz, between 3 and 5 GHz) 

o Chirp spread spectrum (CSS) (2450 MHz ISM band) 

5.6.1 Vulnerabilities 

ZigBee is intended to establish ad-hoc networks, where a low data rate and long battery life are perquisites. In 
ZigBee, security of the whole network depends on a master key. Thus, achieving the master key threatens the whole 
network. 
 
ZigBee security is investigated from the protocol and implementation viewpoints alike – where the protocol refers to 
security capabilities of the IEEE 802.15.4 and implementation for manufacturers’ implementations. The most of the 
security risks are caused due to the implementation made by equipment manufacturers. Three main categories of 
attacks against ZigBee are physical attacks, key attacks, and replay and injection attacks.[101] From these 
categories, physical attacks are not performed via network, i.e. attack requires physical access to the programming 
interfaces of a device.  
 
In addition, the minimal session checking of ZigBee makes it possible to mimic legitimate nodes. 
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Key attack is another well-known failure in ZigBee [101, 102]. It uses commercial traffic capturing device in order to 
collect wireless transmissions and analyses the collected data by means of KillerBee[159]. Based on the traffic 
analysis, such an attack is able to get network key. 
 
Lastly, even if ZigBee is intended to support a long battery lifetime, jamming attacks are able to drain batteries faster 
than initially assumed. For instance, [102] presents an attack to abuse poll requests in a ZigBee system that prevents 
the utilization of the sleep mode, which in turn may cause power failures in ZigBee nodes/actuators.  

5.6.2 Physec countermeasures 

RF fingerprinting technologies have been applied with Zigbee. [59, 61] 

 

5.7 RFID/NFC 

Near Field Communication (NFC) is intended to create a close proximity communication between two devices. NFC 
bases on Radio-Frequency Identification (RFID) by supporting a two-way communication. NFC can be utilised to 
create other connections, e.g., to establish Bluetooth connection by touching NFC devices. In addition, NFC is 
applicable for contactless payment, sharing contacts, or starting some application by touching a specialised tag. A 
typical communication range is only few centimetres. NFC utilises 13.56 MHz radio band. 
 
NFC itself does not contain protection against eavesdropping or message modifications. Consequently, in situations 
where confidentiality or integrity is required appropriate controls have to exist in the higher layers, e.g., in the 
application. In NFC, physical features of RF signal offer some security, i.e., short range and direction of signals. In 
other words, it is assumed that user is able to notice if the attacker participates to the communication. 

5.7.1 Vulnerabilities 

Unencrypted and unauthenticated communication is vulnerable for all passive eavesdropping and active man-in-the-
middle attacks as long as the attacker is within the reach of RFID/NFC transmission. Man-in-the-middle attacks can 
be executed using commercial NFC enabled devices such as mobile phones without needing any specialized 
hardware. Only special attack software is required as demonstrated e.g. by [106]. 

RFID is vulnerable against RF fingerprinting and tracking attacks, which identify device [95, 96] or device’s type [97, 
98]. 

5.7.2 Physec countermeasures 

Bringer et al. [127] proposed a protocol for utilizing integrity codes (i-codes) [31] in RFID key establishment. They 
concentrated on minimizing the costs of implementation to be feasible on low cost RFID devices. They analysed that 
the overall complexity of such device would be around 1000 logical gates. 

Hancke et al. [128] proposed distance bounding protocol for RFID. The protocol is based on the fact that a relay 
attacks (MITM modifying transmissions) cause detectable round-trip delays. Several enhancements and e.g. a 
framework for evaluating these solutions have since emerged. 

Danev et al. [97] and Periaswamy et al. [98] have proposed methods for RF fingerprinting RFID devices. Their work 
focused on identifying transponder classes, models and manufacturers. They noted that the technique is applicable 
against counterfeiting and cloning attacks. 

Channel characteristics and artificial noise have been used e.g. by Castelluccia et al. [123] and Savry et al. [124] to 
protect RFID against eavesdropping. Secrecy coding approaches have been proposed e.g. by Chai  [125]. A survey 
on physical layer solutions against eavesdropping, modification and relay attacks in RFID studied in Chai‘s 
dissertation [160]. 

Haselsteiner et al. [103] proposed a physical layer based key establishment mechanism for NFC. It is based on the 
assumptions that communicating NFC devices can simultaneously transmit and that the eavesdropper cannot 
determine the direction of transmission. When one device transmits one and another transmits zero, the 
eavesdropper sees only that someone did transmitted one. Only the legitimate transmitters are able to know who 
send zero and who send one.  

Jamming based protection solution has also been introduced. Gummeson et al. proposed enGarde [110], which is a 
small passive “patch”, which is stuck to the protected device such as phone and which can jam all such NFC 
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communication it is programmed as potentially malicious. RFID Guardian [161] provides similar jamming protection 
but requires external power. 

5.8 Personal L–Band satellite communications (L-PCS ) 

Public satellite communication services (operating in L-band) include e.g.  
·  Iridium (between 1616 and 1626.5 MHz) 
·  Inmarsat (between 1525 and 1646.5 MHz) 
·  LightSquared (between 1525 and 1646.5 MHz) 
·  Thuraya (between 1525 and 1661 MHz) 

5.8.1 Vulnerabilities 

Most of L-PCS phones include dual ground-satellite modes making the vulnerable to threats in different networks. 
 
Many of the usual satellite RATs are very weak regarding privacy:  

·  terminal have high output power and low antenna directivity,  
·  waveforms are easy to demodulate,  
·  un-ciphered transmissions of subscriber’s location and ID are usual at early stages of access attempts (this 

facilitates roaming and billing) 

5.8.2 Physec countermeasures 

Secrecy coding would be a major improvement for L-PCS privacy. Nevertheless, as secrecy codes apply mainly when 
a propagation advantage exists (see for example [3, 4]), cooperative jamming should be added in many cases into L-
PCS RATs. Such added jamming signals should decrease the global constellation capacity and would lead to a direct 
decrease of the economical return of the satellite constellation. Same considerations apply for tag signals and 
relevant IFF derived modes. 
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6 Conclusions and Discussion 
Security issues in wireless networks have in the last decades gained lots of attention. Older generations of wireless 
standards have had major weaknesses making them vulnerable even for attackers with low resources. In newer 
standard generations, these vulnerabilities have been partly addressed with more advanced security protocols and 
cryptographic algorithms. However, protection in the physical layer, which is the first barrier that an attacker must 
pass, remains to be weak or non-existent. Based on the threat survey, made in this document, it is realistically to 
assume that attackers can eavesdrop and disturb communication channel of targeted victim, regardless of the used 
technology. Hence, all existing standards are vulnerable for at least for jamming attacks. Also, all communication 
occurring before a device and a network have established cryptographic protection is in jeopardy. Consequently, 
operators and end-users cannot trust that their network resources or privacy-critical identifiers are protected 
sufficiently. Further, with current wireless standards, the security depends only on one security layer. If this crypto-
based layer is broken, all confidentiality and privacy is gone. In the future, new threats, rising e.g. from the use of 
unprotected spectrum sensing data, may emerge. A security solution, which is based on single layer and becomes 
broken, may be difficult to repair or to enhance with traditional means. 

Lots of Physec related research efforts have been recently published from different points of views: from robust and 
furtive wireless signals to device identification and to confidentiality and integrity of transmitted data. This deliverable, 
which surveyed and classified these efforts, can be used as a reference list to find relevant research results. 

Radio access technologies, particularly spread spectrum techniques, provide itself inherent potential for making the 
following and intercepting of user communications more difficult. Physec solutions could a key enabler for this 
potential as they can be used to hide the equalization and synchronization information, which attackers use to follow 
user signals.  

Another prominent area needing improvements is the location privacy as broadcasted identifiers (e.g. paging 
messages or transmitted device identifiers) are costly to secure with encryption. Stealth identification tags, scattered 
in coded time and frequency space, might provide one solution to this problem. 

Opportunities can be found also when combining Physec mechanisms with higher layer security mechanisms (‘cross-
layer security’) or with other Physec mechanisms (‘cross-physical layer security’). For instance,  

·  Solutions extracting keys from the wireless channel, may be used as a source of secret keys by the 
overlaying cryptographic protocols 

·  Identification by tag signals typically requires pre-established secret. Physec-based key extraction solutions 
could provide an approach to establish these secrets. Also, information theoretic secrecy codes could be 
used to make tags stealthier. 

Despite the research efforts and potential, there still are not practical implementations or adaptations to standards. 
This is partly due to lack of big security problems, which are unsolvable with crypto-based mechanisms, and partly 
due to immaturity of Physec solutions. Particularly, there are technical challenges in finding Physec mechanisms that 
provide sufficient security level and accuracy. Also, integration issues, i.e. how to design protocols utilizing physical 
layer, remain an open challenge. These are the challenges that Phylaws project will address in the near future.   
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8 Annexes  

8.1 Annex 1: legitimate + attacker radio channels a nd radio signals 

 

 

Figure 29: description and formalism for radio channels and radio signals relevant to legitimates Alice and Bob and to 
attacker Eve. 
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8.2 Annex 2: Short description of attackers’ models  

8.2.1 Passive Eve 

Eve’s procedures 
·  Records all signal  
·  Demodulates and decodes signaling and data messages between Alice and Bob 
·  Does not emit any signal 

Eve’s limits / drawbacks 
·  Cannot influence the legitimate exchanges 
·  Very sensitive to radio conditions 

Eve’s advantages 
·  No real-time constraints of any kind 

Major risks for legitimates  
·  Maximal risk occurs when Eve is informed about their Subscribers keys (Ki on SIM, K on USIM, etc.) and can 

also reproduce off-line the complete the legitimate protocol. 

Remark 
·  Such risks illustrate the limits the current approach of public wireless security based only on cryptographic key 

distribution. 

8.2.2 “Intelligent Jamming” Eve (IJ) 

Eve’s procedures 
·  Partially aware of the legitimate protocol  
·  Informed about dedicated sequences between Alice and Bob in signalling and in negotiation (for example the 

authentication protocol, the CSI protocol and the relevant messages).  
·  Influences the radio access protocol of legitimate users, especially at the negotiation stage.  
·  Deny high level services such as 3G and 4G, highest data rates, MIMO RATs enabling, etc … 

Eve’s limits / drawbacks 
·  Synchronization is needed at legitimate frame/protocol/target messages 

Eve’s advantages 
·  Jamming only, no necessity for demodulation nor modulation of Rx Tx signals 
·  Jams only few messages with dedicated signals => short time, furtive, low mean power 
·  No significant real time constraints (propagation time can be easily anticipated when synchonization is 

achieved). 

Major risks for legitimates  
·  Deny 3G and 4G and force access in 2G (less protected) 
·  Deny high level services such as highest data rates, MIMO RATs enabling, Channel State Information, 

Artificial Noise + beam Forming enabling, SKG and SC, even cipher enabling in some cases… 
·  Forcing into a less secure protocol then monitoring in passive mode. 

Remark 
·  Intelligent jamming is one of the major risk at starting communications and negotiation stages between Alice 

and Bob 

8.2.3 “Man-In-The-Middle” Eve (MITM) 

Eve’s procedures 
·  Aware bout the complete legitimate protocol 
·  Intercepts, processes, replays exchanged messages between Alice and Bob,  
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·  Impersonate legitimate Tx  (and even operators) and / or spoofs legitimate Rx messages, in order to overpass 
the authentication, to modify the computation of cipher keys, etc. 

Eve’s limits / drawbacks 
·  Very sensitive to network engineering conditions (power of impersonated BS versus power of Eve’s TX) 
·  Very sensitive to radio conditions (receiving part of Eve), while power control of legitimate is not achieved  
·  Maximal real time constraints 
·  Most complexity:  

- accurate synchronization is needed at legitimate protocol/frame/messages 

- real time demodulation and modulation of Rx Tx signals are required 

- when impersonating or spoofing is partial only MITM may be very indiscrete (“basic” IMSI catchers). 

Eve’s advantages 

• Complete control of the legitimate protocol: influences authentication, ciphering, subscriber data, can deny 
network access, etc.  

Major risks for legitimates  

• Robbery of Subscriber data (IMSI, Agendas etc.) 

• Full monitoring of exchanged data (access and on-going communication) 

• Deny of any kind of communication services 
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8.3 Annex 5: Theoretical notions and principles rel evant to Physical Layer Security   

 

 

 


