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PHYSICAL LAYER SECURITY

3GPP SA3#80 Tallinn, Estonia

PHYSEC: security technique exploiting propagation randomness to éablish secrecy

between legitimate users

Scattering and Shadowing

* Multiple paths to reach Bob or Eve QOQL
» Reflection, Diffraction, Scattering, Shadowing ALICE

-

 Waveforms received by Bob and Eve are
differently altered

« Complex propagation and unpredictable =
scattering objects O —lll

 Channel randomness that cannot be recovered
» At fixed carrier, channel reciprocity
« Same randomness for Alice and Bob

_____
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distances longer than /2 (NLOS) or4 (LOS)

Diffraction

SECRET KEY GENERATION
 The goal is to use channel randomness to extract Trans&eys

« Keys computed by legitimate users shall be exactly the s&
« Keys computed by eavesdroppers shall be indepedent frorhé secret key

Reflection
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SECRET KEY GENERATION - PRINCIPLES

SIMPLIFIED GENERATION PROCESS OF SECRET KEYS

Step 1: Quantization
« channel coefficients are quantized according to a definedral public algorithm (see Appendix 2)
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e Quantization of the CFR
e Study of the repartition

Step 2: Information reconciliation
» Alice and Bob use error-correcting code on the obtaed key to suppress mismatch

Step 3: Privacy amplification

« Alice and Bob use hash functions or extractors to séngthen the quality of the key

PERFORMANCE OF SKG
Keys are 127 bits long

_ Classroom- 800MHz | Classroom- 2.6GHz | Urban Street- 800Mz| Urban Street- 2.6GHz

Number of generated

TH

keys
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Recording time is 5s

) ?PHYMWS

FP7 ICT call 8 - Id 317562

N~ T
I

10, 01 01 0D 00 11 10

« Each quantized point

then translated into bits

IS

1 antenna for Bob, 5 for Eve
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SECRET KEY GENERATION — EXPERIMENTAL RESULTS

3GPP SA3#80 Tallinn, Estonia

SECRET KEYS OBTAINED IN LTE - URBAN STREET
 Frequency: 816 MHz Bandwidth: 10 MHz CFR are computed on the PSS

FRULERNTIEE 322 Keys in 5s

127 Bits

QUALITY OF THE KEYS — NIST CRITERIA

* Runs test: Determines whether the oscillation between Os dris is too fast or too slow

Classroom- 800MHz Classroom - 2.6GHz| Urban Street - 800MHz Urban Street - 2.6G
LTE
100% 99% 100% 100%

FUTURE OF THE TECHNOLOGY
* Integrity control of the message ¢ Data efficient Rekeying * Protection of signaling
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