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Executive Summary 

This deliverable describes in details the simulation model of an LTE-based cellular system which will be later used to 
simulate realistic transmissions of legitimate users and signal interception by unauthorized users. In particular, we 
presents the overall structure and capabilities of the open-source LTE link simulator [Mehlfuerher 2011] developed by 
the Technical University of Vienna which will be used to perform all simulations in Work Package 6. We discuss 
possible limitations of the link simulator and extensions that need to be introduced to make the link-level simulator a 
suitable tool for simulations of physical-layer security extensions. These extensions are related to transmission and 
network security capabilities of communicating parties and will be implemented during execution of the Task 6.2. 

The deliverable discusses also the problem of channel modelling for possibly correlated transmission channels 
between transmitter and legitimate receiver as well as transmitter and eavesdropper in various interception 
configurations. Two different multi-antenna channel models that are supported by the aforementioned link-level 
simulator are discussed, that is, Winner+ channel model and QuaDRiGa channel model. 

The deliverable presents also relevant simulation results obtained for simple test cases and contains a plan for 
simulations to be performed in Task 6.2. 
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Project Summary 

Wireless communications have become a universal way to access information for nearly every human 
around the world. This domination also presents major risks to society, owing to the widely recognized 
leaks and unsafe technologies in the current wireless networks. Basically all of the security today relies on 
bit level cryptographic techniques and associated protocols at various levels of the data processing stack, 
but these solutions have drawbacks and they are often not sufficiently secure. This difficulty is a major 
retarder to the progress of the digital society. In the recent years therefore, new approaches have been 
investigated in order to exploit security opportunities offered by the handling signals operating at the 
physical layer level. These works have been based on a fundamental analysis of the notion of security in 
the context of information theory. In a more concrete manner, the potential leaks and possible ways to 
avoid them have also started to be seriously addressed. The objective of the PHYLAWS project is to 
elaborate on this knowledge basis in order to develop focused and synthetic ways to benefit from wireless 
physical layer opportunities in order to enhance the security of wireless communications in an affordable, 
flexible and efficient manner. Efficient here means simple to implement, requiring easily developed and 
easily validated algorithms, but it also means techniques that will consume less resources, let that be in 
terms of energy (especially at the terminal level) and in terms of data consumption overhead (i.e. acting on 
the overall net spectral efficiency). The project outputs will thus benefit to a variety of existing and future 
standards for a large set of needs. 

This objective will be reached through a suitably sized consortium combining an excellent academic 
expertise in order to address information theory fundamentals, to design optimal codes, to design furtive 
signal wave forms and versatile radio access protocols; a major research center for the development and 
test of several competing techniques; a SME involvement perfectly aligned with the application targets; and 
a strong industrial involvement highly motivated by security in wireless networks as a manufacturer, as an 
end-user and as a provider of wireless communication services. The complementary skills inside the 
consortium will ensure both innovation and impact towards industrial applications, and they will assess 
validation of the commercial goals and validation of the society use relevance. 

The project will benefit from recommendations and advices by an international Advisory Board, constituted 
of very high level personalities from governmental bodies, standardization bodies or academia. This Board 
will be one of the cornerstones of the project, based on the recognition that excellent technical 
developments and demonstrations will not be enough to ensure their wide spreading. Clearly, the project 
impact will largely benefit from a proper vision, aided by the AB, in order to penetrate standards and 
existing systems and ensure support from the major stakeholders. 

Ultimately, PHYLAWS will facilitate the penetration of wireless technologies in the personal and 
professional sphere, by guaranteeing a more efficient safe access to the digital world through the future 
internet. This achievement will strongly impact the lives of citizens and will very much contribute to 
trustworthy ICT in the following years. 
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Acronyms and Abbreviations 

3GPP Third Generation Partnership Project 

AMC Adaptive Modulation and Coding 

AN Access Network 

ARQ Automatic Repeat Request 

AuC Authentication Center 

AWGN Additive White Gaussian Noise 

BCH Broadcast Channel 

CDF Cumulative Distribution Function 

CDL Clustered Delay Line 

CFI Control Format Indicator 

CIR Channel Impulse Response 

CN Core Network 

COMSEC Communication security is relevant to the protection of the content of the user messages. 
Communication security applies either at the radio interface or at upper layers. Communication 
security techniques involve ciphering, authentication and integrity control of signalling and usersô 
data at several protocol layer and interfaces. 

CP Cyclic Prefix 

CQA Channel Quantization Alternating 

CQI Channel Quality Indicator 

DCI Downlink Control Information 

DFT Discrete Fourier Transform 

DL-SCH Downlink Shared Channel 

DoA Direction of Arrival 

DoD Direction of Departure 

DwPTS Downlink Pilot Timeslot 

EDGE Enhanced Data Rates for GSM Evolution 

eNodeB Evolved Node B 

EPC Evolved Packet Core 

ePDG Evolved Packet Data Gateway 

EPS-AKA Evolved Packet Service - Authentication and Key Agreement 

E-UTRAN Evolved Universal Terrestrial Radio Access Network 

FDD Frequency Division Duplex 

FD-MIMO Full-Dimensional Multiple Input Multiple Output 

FFT Fast Fourier Transform 

GERAN GSM/EDGE Radio Access Network 

GP Guard Period 

GSCM Geometry-based Stochastic Channel Models 

GSM Global System for Mobile Communications 

HARQ Hybrid Automatic Repeat Request 
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HI Hybrid Automatic Repeat Request Indicator 

HSPA High-Speed Packet Access 

HSS Home Subscriber Server 

HT Hilly Terrain 

IFFT Inverse Fast Fourier Transform 

IMSI International Mobile Subscriber Identity 

IP Internet Protocol 

LDPC Low Density Parity Check 

LMMSE Linear Minimum Mean Squared Error 

LOS Line of Sight 

LS Least Squares 

LTE Long Term Evolution 

MAC Medium Access Control 

MCH Multicast Channel 

MCS Modulation and Coding Scheme 

MIMO Multiple Input Multiple Output 

MITM Man-In-The-Middle 

MME Mobility Management Entity 

MMSE Minimum Mean Squared Error 

NAS Non-Access Stratum 

NETSEC Network security is relevant to the protection of the signalling of the network. Network security 
applies mainly either at the radio interface or at the medium access protocol layer, with request to 
upper protocol layers. Network security techniques involve mainly transmitter authentication 
protocols, integrity control, and ciphering of signalling data. 

NLOS Non Line of Sight 

OFDM Orthogonal Frequency Division Multiplexing 

OSI Open System Interconnections 

PBCH Physical Broadcast Channel 

PCFICH Physical Control Frame Indicator Channel 

PCH Paging Channel 

PCRF Policy and Charging Rules Function 

PDSCH Physical Downlink Shared Channel 

PDCCH Physical Downlink Control Channel 

PDCP Packet Data Convergence Protocol 

PDN Packet Data Network 

P-GW Packet Data Network Gateway 

PHICH Physical Hybrid Automatic Repeat Request Indicator 

PHYSEC Physical layer security is generic term that will be used in the project do design all kind of protection 
techniques that are based on the use of the physical layer sensing and/or measurement. 

PMCH Physical Multicast Channel 

PRACH Physical Random Access Channel 
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PMI Precoding Matrix Indicator 

PUCCH Physical Uplink Control Channel 

PUSCH Physical Uplink Shared Channel 

QAM Quadrature Amplitude Modulation 

QoS Quality of Service 

QPP Quadratic Permutation Polynomial 

QPSK Quadrature Phase Shift Keying 

QR Quantization Region 

QuaDRiGa Quasi Deterministic Radio Channel Generator 

RA Rural Area 

RACH Random Access Channel 

RB Resource Block 

RCM Random Cluster Model 

RI Rank Indicator 

RLC Radio Link Control 

ROHC Robust Header Compression 

RRC Radio Resource Control 

RX Receiver 

S1 Interface between eNodeB and Mobility Management Entity and Serving Gateway 

SC-FDMA Single Carrier ï Frequency Division Multiple Access 

SCME SCM extension 

S-GW Serving Gateway 

SIM Subscriber Identity Module 

SIMO Single Input Multiple Output 

SISO Single Input Single Output 

SKG Secret Key Generation 

SNR Signal-to-Noise Ratio 

SSD Soft Sphere Decoder 

TDD Time Division Duplex 

TM Transmission Mode 

TRANSEC Transmission security is relevant to the protection of the wave form face to interception/direction 
finding of the transmitted radio signal, to jamming of the user receiver, and to intrusion attempts 
into the radio-communication access protocol. Transmission security applies mainly at the radio 
interface. 

TU Typical Urban 

TX Transmitter 

ULA Uniform Linear Array 

UL-SCH Uplink Shared Channel 

UCI Uplink Control Information 

UE User Equipment 

UpPTS Uplink Pilot Timeslot 
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UMTS Universal Mobile Telecommunication System 

UTRAN UMTS/GSM Radio Access Network 

WCDMA Wideband Code Division Multiple Access 

WLAN Wireless Local Area Network 

X2 Interface connecting several eNodeB in LTE network 

ZF Zero-Forcing 
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1 Introduction  

1.1. Context of the deliverable  

Wireless networks have become an inherent part of our daily life, for example, we use our smartphones to browse the 
Internet, read our emails, stay in touch with our friends on social networks, use mobile banking, perform online credit 
card transactions, watch mobile TV, connect home entertainment appliances, etc. Wireless networks are also used in 
a way which is not directly visible to us, for example, utility companies may use remotely readable meters to measure 
our usage of electricity, heat, or water. Security of wireless networks, and in particular public cellular networks, 
becomes a critical issue when we so heavily rely on wireless networks to exchange sensitive and private information. 

Securing wireless networks is a challenging engineering task. Most of security methods currently in use rely on 
cryptographic techniques employed at the upper layers of wireless networks. For cryptographic solutions to work, 
users and network access points must first share a common secret, for example, a cryptographic key. In general, 
these secret keys could be pre-shared or they can be exchanged by key exchange protocols. Cryptographic solutions 
have, however, a number of disadvantages. First of all, shared secret keys are difficult to establish at the early stages 
of the radio access protocol [D2.1]. Furthermore, encryption and decryption processes introduce extra delays and 
require additional computing resources which reduce energy efficiency. 

Physical layer security (PHYSEC) solutions are not based on cryptographic algorithms or secret keys, though they 
may support such solutions. Physical layer security techniques take advantage of the physical characteristics of radio 
transmitters and radio channels, for example, transmitter nonlinearities, channel dispersion, and channel fading. In 
physical layer security solutions only the signals at the physical layer are processed and thus the security of wireless 
communication systems is enhanced in a simple and energy efficient way. Furthermore, since physical layer security 
solutions require very limited interaction with upper layers of the transmission protocol and with network management, 
physical layer security solutions are able to seamlessly address a wide class of wireless applications in the coming 
future. The main advantages of physical layer solutions are: limited impact on terminal and network architectures, 
ease and low cost of integration, full compatibility with existing encryption solutions and existing radio access 
technologies, negligible impact on spectral efficiency. 

1.2. Purpose of the deliverable  

In the PHYLAWS project, we mainly study the physical-layer security extensions that aim to strengthen transmission 
security (TRANSEC) and network security (NETSEC) of public wireless systems and networks. The key objective of 
the simulation oriented Work Package 6 of PHYLAWS project is to demonstrate the usefulness of the physical-layer-
based security extensions by assessing their performance in a simulated LTE-based cellular environment. More 
specifically, the Work Package 6 has three main objectives: 

1. To specify and build multi-antenna channel models for possibly correlated transmission channels between 
transmitter and legitimate receiver as well as transmitter and eavesdropper for different interception 
configurations in LTE-based cellular systems; 

2. To simulate realistic transmission and interception of the relevant waveform signals in various interception 
configurations; 

3. To implement, test, and compare the performance of the proposed physical-layer security extensions against 
the performance of a conventional transmission in LTE-based cellular networks. 

The main goal of this deliverable is to meet the first objective of WP6, that is, to specify, describe, and implement 
multiple-antenna channel simulation models for transmission channels between transmitter and legitimate receiver as 
well as transmitter and eavesdropper that will be used in simulations. 

1.3. Scope of the deliverable  

The remainder of the deliverable is organized as follows:  

Å Chapter 2 describes the overall structure of Long Term Evolution (LTE) cellular network with emphasis on 
physical layer structure. Models of radio communication channels that can be used to simulate signal 
interception scenario are presented as well; 

Å Chapter 3 describes the structure and capabilities of LTE link level simulators developed by Technical 
University of Vienna; 

Å Chapter 4 discusses the problem of modelling the Gaussian wiretap channels with channels models 
available in the LTE link level simulators presented in Chapter 3; 
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Å Chapter 5 contains simulation results for simple validation test cases and presents plans for further 
simulations to be performed to meet the projectôs objectives; 

Å Chapter 6 discusses the present limitations of the LTE link level simulators and the modification that need 
to be implemented to those simulators to make them suitable for simulation of physical layer security 
extensions identified in Chapter 0; 

Å Chapter 7 concludes this deliverable with the summary of main observations; 

Å Chapter 8 includes appendix with detailed description of selected candidates for simulation studies of 
secret key generation algorithms and secrecy coding scheme. 

Å Chapter 9 includes the references which are external to the PHYLAWS project. 

 

2 Materials and methods  

2.1. Long Term Evolution network architecture  

The Long Term Evolution (LTE) network architecture, shown schematically in Figure 1, has been designed to support 
only packet-switched services. Its main design goal is to provide seamless Internet Protocol (IP) connectivity between 
user equipment (UE) and the packet data network (PDN). At high level, the LTE network architecture can be thought 
as consisting of two components: the core network (CN), commonly referred to as the Evolved Packet Core (EPC), 
and the access network (AN), commonly referred to as the Evolved Universal Terrestrial Radio Access Network (E-
UTRAN). 
 
In general, user equipment (UE) can reach the EPC using E-UTRAN. However, this is not the only access technology 
supported by EPC. The 3

rd
 Generation Partnership Project (3GPP) specified support of multiple access technologies 

and also the handover between these accesses. The idea was to bring convergence using a unique core network 
providing various IP-based services over multiple access technologies. For example, 3GPP specifications define how 
the interworking is achieved between a LTE and LTE-Advanced (E-UTRAN), radio access network of GSM/GPRS 
(GERAN) and radio access network of UMTS-based technologies WCDMA and HSPA (UTRAN). 
 
The EPS also allows non-3GPP technologies to interconnect the UE and the EPC. Non-3GPP means that these 
access methods were not specified in the 3GPP. These technologies include for example WiMAX, WLAN, and fixed 
networks. Non-3GPP accesses can be split into two categories: the ñtrustedò ones, which can interact directly with the 
EPC, and the ñuntrustedò ones, which interwork with the EPC via a network entity called the Evolved Packet Data 
Gateway (ePDG). The main role of the ePDG is to provide security mechanisms such as IPsec tunnelling of 
connections with the UE over an untrusted non-3GPP access. 3GPP does not specify which non-3GPP technologies 
should be considered trusted or untrusted. This decision is made by the network operator. 
 
The security architecture of LTE cellular network is briefly discussed in [D2.2, Section 3.1.1]. 

2.1.1. Core network  

The core network is responsible for the overall control of the user equipment and establishment of the IP packet flow 
with a defined Quality of Service (QoS) between the user equipment and the Packet Data Network Gateway (P-GW) 
inside the packet data network. As shown in Figure 1, core network includes several functionalities: Mobile 
Management Entity (MME), Home Subscriber Server (HSS), Policy and Charging Rules Function (PCRF), Serving 
Gateway (S-GW), and Packet Data Network Gateway (P-GW). 
 
In LTE network architecture, handling of security functions such as authentication, integrity protection, and generation 
of keys for encryption of signalling and user data is the sole responsibility of the Mobile Management Entity. The 
Mobility Management Entity, which is located in the core network, controls and processes the signalling between the 
user equipment and the core network. In addition to that, the Mobile Management Entity supports functions related to 
connection management which include the establishment of the connection and security between the core network 
and user equipment. When user equipment attaches to the network, a mutual authentication of the user equipment 
and the network is performed using information stored in Home Subscriber Server. During this authentication process 
the security keys that will be used for the encryption of the data packet flow are also established using Authentication 
and Key Agreement protocol (EPS-AKA) which belongs to non-access stratum (NAS) family of protocols.  
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The Home Subscriber Server contains usersô subscription data such as the QoS profile and any access restrictions for 
roaming. It also holds information about the packet data networks to which the user can connect. In addition, the HSS 
holds dynamic information such as the identity of the MME to which the user is currently attached or registered. 
 
The Policy Control and Charging Rules Function is responsible for policy control as well as for controlling the flow-
based charging functionalities. 

eNodeB

eNodeB

MME

S-GW
P-GW

PCRF

HSS

User 
Equipment

Access Network Core Network Applications

PDN

 

Figure 1: Long Term Evolution network architecture.  
 
The Packet Data Network Gateway is responsible for IP address allocation for the UE as well as QoS enforcement 
and flow-based charging according to rules from the PCRF. All user IP packets are transferred through the Serving 
Gateway, which serves as the local mobility anchor for the data bearers when the UE moves between eNodeBs. 
 
The security features and security procedures of LTE network are described in detail in [3GPP 33.401] and [3GPP 
33.402]. The security features and security procedures related to LTE interworking with 3G and WLAN are reviewed 
in [Mun et al. 2009]. 
 
We would like to emphasize here that: 
Å All security mechanisms in LTE networks rely on cryptography only; 
Å All preliminary information exchanges before cipher establishment are not well protected against passive 

eavesdropping or active attacks such as man-in-the-middle (MITM) attacks or intelligent jamming. 
Å All cryptographic security schemes are based on the main subscriber key K stored on the subscriberôs 

SIM card, from which several other keys are derived for authentication, integrity control of messages, and 
ciphering of messages. In practice, this makes key K a single-point-of-failure because all protections fail 
when hostile adversary acquires key K. 

 
Consequently, subscriber private data stored on SIM cards or exchanged for registration, authentication, identification, 
international roaming, and cipher establishment are typical targets for spoofing attacks, replays attacks, passive 
attacks, and intelligence gathering procedures. These types of attacks are real threat and have already been 
deployed on massive scale as reported in [Scahill2015], [Santrot2014], [Beuth2014]. 

2.1.2. Access network  

The access network of LTE simply consists of a network of base stations commonly referred to as eNodeBs as 
illustrated in Figure 2. The base stations are connected to the core network with S1 interface. In addition to that, the 
base stations are interconnected using X2 interface which allows some degree of cooperation between base stations. 
 
The access network is primarily responsible for all radio-related functions such as radio admission control, mobility 
control, scheduling and dynamic allocation of resources to user equipment in uplink and downlink directions, etc. 
Furthermore, the access network is responsible for signalling toward Mobile Management Entity and connectivity 
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toward the Serving Gateway. Finally, the access network is responsible for ciphering, that is, encryption of all 
information exchanged over the radio interface. 
 
In PHYLAWS project we mainly focus on physical-layer security concepts and solutions. For that reason, in the 
remainder of this deliverable, we only study the physical layer specification of the network access part of LTE network 
architecture that is relevant to protection of information exchanged over the LTE radio interface. 

UE
UE

UE

eNodeB

eNodeB
eNodeB

MME

S1-MME

S1-MME

S1-MME

X2

X2
X2

S-GW

S1-U

S1-U

S1-U

 

Figure 2: Overall structure of LTE access network [3GPP36.300].  

2.2. Long Term E volution physical layer  

The air interface between the user equipment and the eNodeB is composed of three communication layers as shown 
schematically in Figure 3. The physical layer, that is, Layer 1, is defined in TS 36.200 series specifications of the 
3GPP. The other two layers, that is, Layer 2 and Layer 3, are defined in the 36.300 series specifications of the 3GPP. 
In general, the physical layer interfaces the Medium Access Control (MAC) sub-layer of Layer 2 and the Radio 
Resource Control (RRC) layer of Layer 3. 

The physical layer offers a number of physical channels to higher layers with the access to these physical channels 
through the use of the corresponding transport channel via the MAC sub-layer. MAC sub-layer, in turn, offers different 
logical channels to the Radio Link Control (RLC) sub-layer of Layer 2. The transport channels are characterized by 
how the information is transferred over the radio interface, logical channels are characterized by the type of 
information transferred, and physical channels actually carry user data and control messages. Logical channels 
include control channels and traffic channels which, respectively, carry control plane data and user plane data. 

Since transmission security aims at protecting signal waveforms and network security aims at protecting network 
signalling, the physical-layer security extensions needs to target physical and transport channels. In addition to that, 
the physical layer carries physical signals which do not carry information originating from higher layers. These 
physical signals include reference and primary as well as secondary synchronization signals and could be protected 
by physical-layer security extensions. Below, we briefly discuss the main transport and logical channels used in 
downlink and uplink together with a short description of data that they carry. 
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Figure 3: Radio interface protocol architecture around physical layer [3GPP 26.201] . 

2.2.1. Transport and physical channels  

The main transport channels defined in the downlink are: 

Å Downlink Shared Channel (DL-SCH)  ï  the main channel for downlink data transfer; 

Å Multicast Channel (MCH) ï the main channel to transmit multicast control information; 

Å Broadcast Control Channel (BCH) ï the main channel to transmit system information to all mobile terminals 
connected to the eNodeB; 

Å Paging Channel (PCH)  ï the main channel to transmit paging control information; 

Å Control Format Indicator (CFI) ï the main channel to transmit information about location of control information 
within downlink subframe; 

Å HARQ Indicator (HI) ï the main channel to transmit information about hybrid ARQ; 

Å Downlink Control Information (DCI) ï the main channel to transmit information about scheduling assignments 
and other control information. 

The main physical channels defined in the downlink are: 

Å Physical Downlink Shared Channel (PDSCH) ï carries usersô data on a dynamic and opportunistic basis; 

Å Physical Multicast Channel (PMCH) ï carries data of Multimedia Broadcast and Multicast Services; 

Å Physical Downlink Control Channel (PDCCH) ï carries scheduling assignments and other control information; 

Å Physical Broadcast Channel (PBCH) ï broadcasts a limited number of parameters essential for initial access 
of the cell; 

Å Physical Control Format Indicator Channel (PCFICH) ï carries the Control Format Indicator (CFI) which 
includes the number of OFDM symbols used for control channel transmission in each transmission subframe; 

Å Physical Hybrid ARQ Indicator Channel (PHICH) ï carries the HARQ ACK/NAK which indicates to the user 
equipment whether the eNodeB correctly received uplink user data carried on the shared channel. 

The mapping between respective transport and physical channels in downlink is shown in Figure 4. 
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Figure 4: Mapping between transport and physical channels in downlink [3GPP36.300].  
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Figure 5: Mapping between transport and physical channels in uplink [3GPP36.300].  
 

The main transport channels defined in the uplink are: 

Å Uplink Shared Channel (UL-SCH)  ï  the main channel for uplink data transfer; 

Å Random Access Channel (RACH) ï the main channel used by the user equipment to initiate synchronization 
with the eNodeB; 

Å Uplink Control Information (UCI) ï the main channel to transmit scheduling requests and acknowledgement 
responses or retransmission requests. 
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The main physical channels defined in the uplink are: 

Å Physical Uplink Shared Channel (PUSCH) ï carries usersô data and any control information necessary to 
decode the information such as transport format indicators and MIMO parameters; 

Å Physical Random Access Channel (PRACH) ï carries the random access preamble a user equipment sends 
to access the network in non-synchronized mode and used to allow the UE to synchronize timing with the 
eNodeB; 

Å Physical Uplink Control Channel (PUCCH) ï carries uplink signalling data that comprise uplink data 
transmitted independently of traffic data which include HARQ ACK/NACK, channel quality indicators (CQI), 
MIMO feedback, and scheduling requests for uplink transmission. 

The mapping between respective transport and physical channels in uplink is shown in Figure 5. 

The main security functions of the LTE access network are implemented in Layer 2 by the Packet Data Convergence 
Protocol (PDCP). In particular, PDCP sub-layer is responsible for IP header compression and decompression, 
sequence numbering, duplicate removal, ciphering and deciphering of user plane data and control plane data, and 
integrity protection and integrity verification of control plane data. The organization of PDCP, RLC, and MAC layers in 
the downlink and uplink transmission directions are shown in Figure 6 and Figure 7, respectively. 

In general, in the LTE access network, user and control data exchanged over radio interface are encrypted using 
radio-resource-control-level user plane encryption key. However, LTE access network supports additional level of 
security on the control plane. More specifically, the non-access-stratum traffic between the user equipment and 
Mobile Management Entity is additionally protected with non-access-stratum-level keys. This means that the non-
access-stratum traffic is being protected with non-access-stratum- as well as radio-resource-control-level security. 
However, non-access-stratum-level keys and radio-resource-control-level user plane encryption key are derived from 
a single key K that is stored in Mobile Management Entity and userôs SIM card. The integrity protection and 
consequently integrity verification is implemented only for control data as shown in Figure 6 and Figure 7.  

The general description of the physical layer of LTE access network, that is, the description of Layer 1, is provided in 
[3GPP 32.201]. In here, we only highlight the most important features of the physical layer of LTE access network that 
are relevant for physical-layer security studies. 
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Figure 6: Downlink PDCP, RLC, and MAC sublayer organization at eNodeB [3GPP36.300].  
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Figure 7: Uplink PDCP, RLC, and MAC sublayer organization at user equipment [3GPP36.300].  
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2.2.2. Modulation and coding schemes  

In general, the modulation schemes supported in the downlink and uplink are QPSK, 16QAM and 64QAM. The 
channel coding scheme for transport blocks in LTE is turbo coding with a coding rate of R=1/3, two 8-state constituent 
encoders and a contention-free quadratic permutation polynomial (QPP) turbo code internal interleaver. Trellis 
termination is used for the turbo coding. Before the turbo coding, transport blocks are segmented into byte-aligned 
segments with a maximum information block size of 6144 bits. Error detection is supported by the use of 24 bit cyclic 
redundancy check (CRC). In general, control channels use more robust modulation and channel coding schemes than 
data channels with modulation scheme usually restricted to QPSK. Further channel coding schemes for broadcast 
channel and control information are specified in [3GPP36.212]. 

2.2.3. Multiplexing and multiple -access schemes  

The LTE physical layer uses different multiplexing and multiple-access schemes in downlink and uplink. Namely, the 
multiplexing scheme is based on Orthogonal Frequency Division Multiplexing (OFDM) with a cyclic prefix (CP) in 
downlink. The multiple-access scheme, on the other hand, is based on Single-Carrier Frequency Division Multiple 
Access (SC-FDMA) with a cyclic prefix in the uplink. Transmitter and receiver structure for SC-FDMA and OFDM are 
given in Figure 8 and Figure 9. It is evident from the figures that SC-FDMA transceiver has similar structure as a 
typical OFDM system except the addition of a new DFT block before subcarrier mapping. Hence, SC-FDMA can be 
considered as an OFDM system with a DFT mapper. 

In LTE, transmission with multiple-input and multiple-output antennas (MIMO) are supported with configurations in the 
downlink with two or four transmit antennas and two or four receive antennas, which allow for multi-layer 
transmissions with up to four parallel streams. In LTE-Advanced, up to eight transmit antennas and up to eight receive 
antennas are supported, which allows for multi-layer transmissions with up to eight parallel streams. 
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Figure 8 Block diagram of SC -FDMA transmitter and receiver . 
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Figure 9: Block diagram of OFDMA transmitter and receiver . 
 

The multiplexing and multiple-access schemes use the concept of resource blocks (RB), allowing the LTE physical 
layer to adapt to various spectrum allocations. A group of resource blocks with a common modulation/coding scheme 
is called the transport block. Typically, as shown in Figure 10, a resource block spans 180 kHz of bandwidth, which 
corresponds to either 12 sub-carriers with a sub-carrier bandwidth of 15 kHz or 24 sub-carriers with a sub-carrier 
bandwidth of 7.5 kHz each, over slot duration of 0.5 ms. In other words, the data streams of different users occupy 
different resource blocks and to intercept transmission of a given legitimate user, the eavesdropper needs to identify 
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and decode the relevant resource blocks. Multi-user MIMO, that is, the allocation of different spatial streams to 
different users is supported in both uplink and downlink. 

As shown in Figure 3, the physical layer of LTE access network receives configuration data from Radio Resource 
Control block of Layer 3 and reports the measurement information to Radio Resource Control block. The configuration 
data may for example include synchronization and timing information, power control information, random access 
information, MIMO antenna configuration, and assignment of shared control channels. The measurement information 
on the other hand could include MIMO feedback and Channel Quality Information as well as HARQ ACK/NACK 
reporting. The physical layer procedures and measurements are specified in [3GPP 36.213] and [3GPP 36.214], 
respectively. 
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UE 1 UE 2

UE 3 UE 5UE 4
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=
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Figure 10: Time-frequency multiplexing for OFDMA (normal prefix length).  Transport blocks of different  users 
marked with different colors.  

2.2.4. Duplexing schemes  

Two duplexing modes, and correspondingly two radio frame structures, are supported: Frequency Division Duplex 
(FDD), supporting full-duplex and half-duplex operation, and Time Division Duplex (TDD). 

Frame structure type 1, shown in Figure 11, is applicable to both full-duplex and half-duplex FDD. Each radio frame is 
10ms long and consists of 20 slots of length 0.5 ms, numbered from 0 to 19. A subframe is defined as two 
consecutive slots where subframe i consists of slots 2i and 2i+1. For FDD, 10 subframes are available for downlink 
transmission and 10 subframes are available for uplink transmissions in each 10 ms interval. 
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Figure 11: Frame structure type 1 [3GPP 36.211].  
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Figure 12: Frame structure type 2 [3GPP 36.211].  
 

Frame structure type 2, shown in Figure 12, is applicable to TDD. Each radio frame of length 10 ms consists of two 
half-frames of length 5 ms each. Each half-frame consists of five subframes of length 1 ms. Each subframe i is 
defined as two slots, 2i and 2i+1, of length 0.5 ms each. 

The uplink-downlink configuration in a cell may vary between frames and controls in which subframes uplink or 
downlink transmissions may take place in the current frame. The supported uplink-downlink configurations are listed 
in Table 1 where, for each subframe in a radio frame, ñDò denotes a downlink subframe reserved for downlink 
transmissions, ñUò denotes an uplink subframe reserved for uplink transmissions and "S" denotes a special subframe 
with the three fields: Downlink Pilot Timeslot (DwPTS), Guard Period (GP), and Uplink Pilot Timeslot (UpPTS). The 
length of DwPTS and UpPTS is given by Table 1 subject to the total length of DwPTS, GP and UpPTS being equal to 
1 ms. 

Further details on the LTE frame structure can be found in [3GPP 36.211]. 
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Table 1 Uplink -downlink configurations  [3GPP 36.211] . 

Uplink-downlink  
configuration 

Downlink-to-Uplink  
Switch-point periodicity 

Subframe number 

0 1 2 3 4 5 6 7 8 9 

0 5 ms D S U U U D S U U U 

1 5 ms D S U U D D S U U D 

2 5 ms D S U D D D S U D D 

3 10 ms D S U U U D D D D D 

4 10 ms D S U U D D D D D D 

5 10 ms D S U D D D D D D D 

6 5 ms D S U U U D S U U D 
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2.3. Models for c ommunication channel  

2.3.1. Introduction  

Many phenomena can affect the radio waves, see Figure 13. Once the signal has been sent from the antenna or 
antenna array it propagates through the wireless environment. Any object of any size will reflect, refract, diffract, 
absorb, polarize and scatter this signal. The Maxwell equations describe these phenomena. By solving them, the 
signal characteristics can be known at any time and location. However, this is very complicated and in practice 
approximations are used to describe the propagation environment. Many review papers and textbooks have described 
the various mechanisms of signal attenuation [Jakes1974, Molisch2000, Rappaport2001, Molisch2005, 
Goldsmith2005, Sarkar2003]. At the receiver side, the received signal is a superposition of delayed, attenuated, 
phase and polarization rotated replicas of the signal sent. The travelled distance of the signal influences the delay and 
the attenuation. The characteristics of the objects, if any, on which the signal bounced influence the attenuation and 
the phase and polarization rotation. In order to study eavesdropping, important propagation channels characteristics 
are: path loss, with small scale (multipath) and large scale (shadowing) fading, spatial and temporal fading, delay 
dispersion, channel impulse response, frequency dispersion, angle dispersion, and polarization. Those characteristics 
are not independent from each otherôs and represent different aspects of propagation channel effects. The 
eavesdropping channel modelling situation is similar to the cognitive radio channel modelling one and hence many 
results found in the cognitive radio channel literature can be used here [Molisch2009]. 

2.3.2. Theoretical foundations  

The time-variant double-directional radio propagation is expressed as [Almers2007] 
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 (2.1) 

where 
TXr TXr  is the position of the transmitter, 

RXr RXr  is the position of the receiver, t is the time, tt is the excess 

delay, ff is the direction of departure (DoD), yy is the direction of arrival (DoA), L is the number of multipath 

components (MPC), V is for vertical polarization and H is for horizontal polarization. For planar waves, the contribution 
of the lth MPC is given by [Almers2007] 
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where d is the Dirac function, ()tal , ()tlt , ()tlf , and ()tly d ()tal ()tlt ()tlf ()tly  are the complex amplitudes, 

delay, DoD and DoA, respectively, associated with the lth MPC. When including the antenna properties, location and 
the filters, we get a model describing the propagation channel impulse response between the transmit antenna j and 
the receive antenna i [Almers2007] 
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where 
()()fjGTX

()()fjGTX
 and 

()()yiGRX

()()yiGRX
 represent the transmit and receive antenna patterns and ()tf ()tf  is 

the overall impulse response of the TX and RX antennas and frequency filters. 

2.3.3. State-of -the-art radio propagation models  

There are numerous ways to define the propagation channels characteristics. In the general case of wireless multiple-
input multiple-output (MIMO) systems, models can be separated into physical models and analytical models 
[Almers2007], see Figure 14. 

 

Figure 13: Illustration of various phenomena in radio wave propagation . 
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Figure 14: Classification of MIMO channel and propagation models [Almers2007].  
Physical models focus on the double-directional propagation mechanisms between the location of transmitter and 
receiver without taking the antenna configuration into account. Physical MIMO channel models can further be split into 
three subcategories: deterministic models, geometry-based stochastic models, and non-geometric stochastic models. 
Deterministic models, to which category belong ray tracing and stored measurements data, characterize the physical 
propagation parameters in a completely deterministic manner. With geometry-based stochastic channel models 
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(GSCM), the scatterer geometries are chosen in a random manner and the model can include multiple-bounce 
scattering. The impulse response is then obtained using a simple ray tracing procedure. Finally, non-geometric 
stochastic models describe and determine physical parameters in a completely random way by prescribing underlying 
probability distribution functions without assuming an underlying geometry. 

On the other hand, analytical models capture physical wave propagation and antenna configuration simultaneously by 
describing the impulse response or the transfer function between the antenna arrays at both link ends without 
explicitly taking into account the wave propagation. Analytical models can be further split into two subcategories: 
propagation-motivated models and correlation-based models. Propagation-motivated models define the channel 
matrix via propagation parameters. Correlation-based models characterize the MIMO channel matrix statistically in 
terms of the correlations between the matrix entries. 

Standardized channel models are important to test and compare different solutions under unified and agreed channel 
conditions. Since the mid-1990, numerous spatial channel models have been defined [Almers2007, METIS_D1.4] 

- COST 259 [Molisch2006, Asplund2006]: mixed deterministic/stochastic description of mobile radio channels 
in 13 different environments, covering macro- micro- and pico-cells, with carrier frequencies ranging from 150 
MHz to 2 GHz and bandwidth form 0 to 5 MHz, finalized in 2001. 

- SUI models and IEEE 802.16a [Erceg]: the IEEE 802.16a channel model focuses on fixed wireless 
applications and is based on a modified version of the SUI channel models and was finalized in 2001 
[Almers2007, Erceg]. It is an analytical model and the path-loss model covers three terrain categories: hilly 
terrain with moderate-to-heavy tree densities, mostly flat terrain with light tree densities, and terrain with 
intermediate path loss condition.  The model is meant for a carrier frequency of 2 GHz and signal bandwidth 
of 20 MHz. 

- IEEE 802.11n [Erceg2004]: focuses on MIMO wireless local area networks (WLANs) indoor environments 
with 6 different scenarios, small to large spaces, mainly indoor, and was finalized in 2004 [Almers2007, 
Erceg2004]. The model can be used for both 2 GHz and 5 GHz frequency bands, signal bandwidth of up to 
40 MHz, and 4×4 MIMO system. The 802.11 TGn model is a physical model, using a nongeometric stochastic 
approach. The TGn channel has been modified in 2009 to enable its use for system with higher bandwidth 
and higher order MIMO [Breit2009]. Since the target data rate is 1 Gbps and higher, the maximum signal 
bandwidth defined is 1.28 GHz 

- 3GPP SCM [3GPPSCM, Calcev2007]: The 3GPP SCM simulation model has been released in 2003 and is a 
physical model and distinguishes between three different outdoor environments: urban macro-cell, suburban 
macro-cell, and urban micro-cell. They are designed for a carrier frequency of 2 GHz and for signal 
bandwidths of maximum 5 MHz. Two models are defined, one for calibration purposes and one for 
simulations. The simulation model employs both geometrical and stochastic components. Figure 16 shows an 
overview for the channel model for simulations. The 3GPP SCM is a time varying channel model, but the 
channel characteristics associated with the MS are independent from each otherôs, which makes the model 
spatially incoherent [RodriguezHerrera07]. 

- COST 273 [Czink2008]: a geometry-based stochastic channel model based on the concepts of multipath 
clusters and specified for 22 different environments, covering macro-cells, micro-cells, pico-cells, and ad-hoc 
networks and was finalized in 2006 [Czink2008]. It considers frequencies ranging from the upper UHF up to 
millimetre waves, and data rates higher than 2 Mb/s [Sirkova2006]. It is analogous to the 3GPP spatial 
channel model (SCM) [3GPPSCM] and the WINNER+ [Kyösti2007] channel model. However, the base 
station and mobile terminal(s) are specified by absolute positions in a two dimensional space rather than just 
relatively with respect to one another. 

- Random-Cluster Model (RCM) [Czink2009]: a stochastic time-variant, frequency-selective, propagation-based 
MIMO channel model that is directly parameterized from measurements. It is a geometry-based stochastic 
MIMO channel model and it uses multipath clusters to model the radio channel. The RCM creates correlated 
snapshots in time of the propagation environment. 

- WINNER+ channel model [Kyösti2007, Heino2010]: The first channel model in the WINNER project was 
based on the 3GPP SCM [3GPPSCM] and was named SCM extension (SCME) [Narandģiĺ2007]. It was then 
modified to be the first proper WINNER channel model, WINNER channel model - Phase I (WIM1), finalized 
in 2005. The second model, WINNER channel model - Phase II (WIM2), was released in 2007. Both models 
aim at system using bandwidth of 100 MHz and a carrier frequency between 2 and 6 GHz. The third channel, 
WINNER+, generalized selected WINNERII channel models for the third dimension, using the same 
generalization proposed in the IMT-Advanced model. The models employ both geometrical and stochastic 
components. Compared to SCM and SCME, WINNER models are supporting a considerably larger number of 
scenarios. Deliverable 3.1 provides details of the WINNER II channel model and its use in numerous 
scenarios to derive in a simplified way legitimate and eavesdropper propagation channels with variable 
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degree of cross-correlation. Legitimate and eavesdropper propagation channels, in turn, can be used to study 
PHYSEC schemes and for comparisons with real field propagation measurements. 

- ITU channel models for IMT-Advanced [ITURM2135, IMTGuidelines2009]: consists of a primary module and 
an extension module. The IMT-advanced radio interface must support signal bandwidth up to 40 MHz with 
possible extension to 100 MHz. The carrier frequency has not been fixed but the range is from 400 MHz to 5 
GHz. The framework of the primary module is based on the WINNER II channel model. The model thus 
employs both geometrical and stochastic components. The purpose of the extension module is to generate 
parameters relating to the primary model and to the clustered delay line (CDL) model for macro-cell 
scenarios. The extension module provides additional level of parameter variability. 

- COST 2100 [Liu2012]: geometry-based stochastic channel model, the descendant of COST 259 and COST 
273, started in 2006. It has continued the tuning and parameterization of the COST 273 model, disregarding 
WINNER channel model (WIM) [Kyösti2007] and 3GPP SCM [3GPPSCM] simplifications. The COST 2100 
approach extends the previous models to cover MIMO systems at large, including multi-user, multicellular, 
and cooperative aspects. A complete list of parameters and recommended distributions can be found in 
[Verdone2011]. Its MATLAB implementation might be available at [COST2100] someday. Further extensions 
are currently developed within the successor COST IC1004 Action [COSTIC1004], but there is no publicly 
available code yet. 

- QuaDRiGa [Jaeckel2014, QuaDRiGa]: this model extends the WINNER+ channel model with new features to 
make it as realistic as possible. The model supports 3D propagation, 3D antenna patterns, time evolving 
channel traces of arbitrary length, scenario transitions, and variable terminal speeds. The QuaDRiGa model 
uses similar ideas than in COST 2100 for 3D propagation and 3D antenna patterns. 

- METIS channel model [METIS_D1.4]: this channel model aims at supporting algorithm development for 5G 
systems. Compared to existing models, the METIS channel model introduces new features in terms of spatial 
consistency, frequency range (6-86 GHz), massive MIMO support, and dual-mobility in moving environment. 
Three models have been defined, a map-based model, a stochastic model, and a hybrid model, which is a 
stochastic model with the pathloss of the map-based model. 

GSCM are the models of reference for MIMO studies, and the most up-to-date channel models use this approach. 
The relation between the major GSCM modelling activities is shown in Figure 15. Whereas clusters are the 
parameterized quantities, it is important that overall models reflect reality [Liu2012]. In particular, the channel large-
scale parameters (LSPs), such as the global delay and angular spreads, as synthesized from GSCMs, should be 
statistically reliable and consistent with experimental observations. This means that clusters should be parameterized 
individually, yet in such way that the global accuracy is guaranteed. Two main approaches can be used: a system-
level approach, such as the 3GPP SCM [3GPPSCM] and WINNER II [Kyösti2007] models, or a cluster-level 
approach, such as the COST family of channel models. Both approaches rely on essentially different simulation 
processes. One of the advantages of COST 2100 is that the environment is independent of the mobile station 
location, which allows smoother modelling of the time-variant channels and multi-link channels correlation. Hence 
COST 2100 model supports multi-user scenarios by definition, as it characterizes the propagation environment with 
respect to one BS irrespective of the MS location, so channels between one BS and multiple MSs at different 
locations can be characterized simultaneously. However, as the cluster-level COST 2100 model relies on a more 
complex representation of the clusters, it makes their identification, estimation, and parameterization from 
measurements a critical task. 
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Figure 15:  Relation between GSCM modelling activities with contributions originating from academy (COST) 
or industry (SCM/WINNER).  
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Figure 16: 3GPP SCM channel model overview for simulations [3GPPSCM].  
 

One important aspect that is not commonly developed in a very satisfactory manner in all these models is the dense 
multipath component. It is indeed well known that the physical characteristics of radio channels can in good part be 
explained through discrete plane wave models as presented below, typically diffracted or specularly reflected, 
however this misses a significant fraction of the channel power (e.g. between 10 % and 90 % depending on the radio 
environment). The ñdense multipath componentò results from many phenomena such as diffuse scattering, or 
scattering through many fine geometrical structures that result in non plane waves with structured characteristics in 
the delay, angular and polarization domains. A variety of modelling methods have been devised (see e.g. 
[COSTIC1004]), however model standardization need be consolidated here. In the PHYSEC context, since such 
dense multipath components impact very much the channel complexity and the number of degrees of freedom, it can 
be expected that they will have a significant role in the physical layer aspects of wireless security. The issue will be 
addressed, although not extensively, in the final version D3.2 of the deliverable ñChannel based random generatorsò. 

2.3.4. Extensions to 3D channel models  

So far, all the channels listed here represent channel in 2D, the exception being the WINNER+ channel model. There 
are different methods to modify existing 2D models to take into account the 3D aspect of propagation. They vary 
according to the type of targeted channel model. There are also 3D channel models available. Recently, the modelling 
work has been intensified due to the interest in studying the potential of 3D and full dimensional MIMO (FD-MIMO) 
beamforming techniques, also referred to as elevation beamforming. The 3GPP TSG-RAN-WG1 group is now 
working on producing 3D channel models that will be of fundamental practical use [Kammoun2014]. According to the 
latest results, the elevation angle spread model in the WINNER+ channel model is not accurate when compared to 
ray-tracing study outcomes, in which the elevation angle spread is distance dependent [Thomas2013]. COST 2100 
and QuaDRiGa models both support 3D propagation and antenna patterns. 
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3 Long Term E volution simulators developed by Technical Univ ersity of 
Vienna  

 

In this chapter, we present a MATLAB-based LTE physical layer simulator developed by Technical University of 
Vienna. The simulator implements a standard compliant LTE downlink with its main features, that is, adaptive 
modulation and coding (AMC), multiple-antenna transmission (MIMO), multiple users, and scheduling. The simulator 
is capable of simulating LTE cellular network performance in three basic configurations: single downlink, single-cell 
multi-user, and multi-cell multi-user. These basic simulation configurations are illustrated in Figure 17. 

The single downlink simulation only covers the link between a single eNodeB and single user equipment. In general, 
such a set-up allows assessing the performance of channel estimators, synchronization algorithms, adaptive 
modulation and coding schemes, channel coding and decoding, and physical layer modelling. The single-cell multi-
user simulation, on the other hand, covers the link between one eNodeB and multiple users and can be used to study 
the performance of radio resource allocation and scheduling procedures. Finally, the multi-cell multi-user simulation 
set-up covers the links between multiple eNodeBs and multiple users and generally can be used to study interference 
management, cooperative transmissions, and resource allocation and scheduling. 

In PHYLAWS project we will mostly use single-cell multi-user and multi-cell multi-user simulation configurations with 
one user equipment acting as eavesdropper. 

 

Single link

Single-cell multi-user

Multi-cell multi-user
 

Figure 17: Overall structure of LTE simulator and its possible configurations . 

3.1. Downlink direction  

The downlink LTE link level simulator, which is schematically shown in Figure 18, consists of the following functional 
parts: one transmitting eNodeB, a number of receiver user equipment, downlink channel model, signalling information, 
and error-free uplink feedback link with adjustable delay. The simulator implements only one transport channel and 
consequently one physical channel, that is, downlink shared channel (DL-SCH) and the corresponding physical 
downlink shared channel (PDSCH), see Figure 4. 

The other physical channels that carry control information and are important from the security studies point of view, for 
example, physical broadcast channel (PBCH) and physical downlink control channel (PDCCH), are not implemented. 
The signalling information is just assumed to be provided in genie-aided way and thus known perfectly at the receiver. 

In general, the simulator allows studying link throughputs, bit- and block-error rates. 
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3.1.1. Transmitter model  

The structure of the transmitter is schematically shown in Figure 19. 

The operation of the simulated LTE transmitter is as follows. First, the transmitter accepts the feedback received from 
all connected users. The feedback information is used by HARQ and scheduler blocks. If the previous data transport 
block was not acknowledged by user equipment and the number of performed retransmissions is within allowed 
range, then the transport block is retransmitted. If, on the other hand, the previous transport block is acknowledged by 
user equipment, then new transport block with random data bits is generated. Note that the randomly generated 
transport block can be assumed to contain user data after ciphering, that is, data at radio bearer level in Figure 6. 
Figure 6: Downlink PDCP, RLC, and MAC sublayer organization at eNodeB [3GPP36.300].A cyclic redundancy check 
is calculated and appended to each user transport block. The process repeats for all connected users. 

The scheduler uses feedback data to select proper transmission parameters such as modulation and coding 
parameters, MIMO transmission mode, precoding/number of spatial layers, and assignment of resource blocks. 
Adaptive scheduling allows for exploitation of most forms of diversity: frequency diversity, time diversity, spatial 
diversity, and multi-user diversity. 

The transmit data of each user in independently turbo-encoded. Each block of coded bits is then rate-matched with a 
target rate depending on the received Channel Quality Indicator (CQI) user feedback. The encoding process is 
followed by the data modulation which maps the channel encoded transport block to complex modulation symbols. 
The modulation scheme is selected based on the CQI value and it is one from the set of QPSK, 16-QAM, 64-QAM.  
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Decoded bits

Bit Error Rate
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Figure 18: Downlink LTE link layer simulator structure . 
 

The modulated transmit symbols are mapped to up to four transmit antennas. The antenna mapping depends on the 
user feedback and provides different multi-antenna schemes: transmit diversity, open-loop spatial multiplexing, and 
close-loop spatial multiplexing. Finally, the individual symbols to be transmitted on each antenna are mapped to 
resource blocks. Downlink reference symbols and synchronization symbols are also inserted into resource grid. The 
assignment of a set of resource blocks to user equipment is carried out by scheduler based on the CQI feedback 
signal from the user equipment. 

The OFDM baseband signal is formed by adding the respective synchronization and pilot signals, performing inverse 
discrete Fourier transform, and adding a cyclic prefix, cf. Figure 9.  

The LTE downlink simulator does not include models of high-power amplifier nor the final transmit pulse-shaping filter. 
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3.1.2. Channel models  

The LTE link level simulator developed by Technical University of Vienna supports AWGN channel as well as block-
fading and fast-fading channels. Several channel models are available in the v1.7r1089 simulator: 

¶ AWGN: additive white Gaussian noise channel. 

¶ Frequency-nonselective (flat) Rayleigh fading. 

¶ Tapped-delay based models: 

o ITU-R models: Pedestrian A/B (PedA, PedB, PedBCorr) and vehicular A/B (VehA, VehB) 
[ITURChModels1997]. 

o 3GPP: typical urban (TU), rural area (RA), hilly terrain (HT) [3GPPPedVehModels]. 

¶ WINNER II channel model [Kyösti2007]. 

General channel parameters: 

¶ Filtering: the channel can be block fading (channel constant during one subframe) or fast fading. 

¶ Interpolation method: interpolation is needed when the channel sampling rate is not equal to the sampling rate 
of the transmit signal. 

¶ RX correlation coefficient: correlation between the receiver antennas (only with block fading filtering). 

¶ TX correlation coefficient: correlation between the transmitter antennas (only with block fading filtering). 

¶ Time correlation: sets whether the channel realizations are time-correlated or not (not available for WINNER II 
channel model). 

¶ Num of sin: specifies the number of sin realization used for the modified Rosa-Zheng model which is used 
when a time-correlated channel is generated. 

3.1.3. Receiver model  

The structure of the receiver is schematically shown in Figure 20. 

The operation of the simulated LTE receiver is as follows. Each user receives the signal transmitted by the eNodeB 
and performs the physical-layer processing that is reverse to that of the transmitter. 

First, the cyclic prefix is removed and discrete Fourier transform is performed. Next, the receiver has to identify the 
resource blocks that carry its designated information. The resource blocks are disassembled based on the control 
information provided in a genie-aided way. In parallel, channel estimation is performed using reference signals. The 
simulator includes three different types of channel estimators: least squares estimator (LS), minimum mean squared 
error (MMSE) estimator, and ideal channel estimation which is genie-aided type of channel estimation.  

The channel estimates are used in MIMO and OFDM detection. The simulator includes three different types of 
detectors: zero-forcing (ZF) detector, minimum mean squared error (MMSE) detector, and soft sphere detector (SSD). 
The detected soft bits are first HARQ combined and next decoded by channel decoder to obtain estimates of 
transmitted bits and determine several performance metrics, for example, bit error rate, block error rate, or achievable 
throughput. The precoding and modulation format parameters are assumed to be perfectly known by the receiver. 

In LTE systems, the user equipment reports several parameters back to the eNodeB in order to adapt transmission to 
current channel conditions. The LTE link level simulator implements such feature. In particular, three feedback 
parameters are determined based on the output of the channel estimator. Namely, these parameters are: channel 
quality indicator (CQI), rank indicator (RI), and precoding matrix indicator (PMI). 

The channel quality indicator notifies the eNodeB which of the modulation and coding schemes (MCS) should be 
selected to maximize the throughput subject to a predefined block error rate. With the rank indicator, user equipment 
notifies eNodeB about the preferred number of parallel spatial streams. Finally, the precoding matrix indicator informs 
the eNodeB which precoding matrix should be used. 
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Figure 19: Structure of LTE transmitter  in downlink simulator . 
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Figure 20: Structure of LTE receiver in downlink simulator.  

3.2. Uplink direction  

The general structure of LTE uplink simulator [Blumenstein 2011] follows the general structure of LTE downlink 
simulator shown in Fig. 14 and it is not repeated here. The notable difference is the use of different type of modulation 
scheme, that is, SC-FDMA instead of OFDMA. The simulator consists of the following functional parts: a number of 
transmitting user equipment, uplink channel model, one receive eNodeB, signalling information, and error-free 
downlink feedback link with adjustable delay. The simulator implements only one transport channel and consequently 
one physical channel, that is, uplink shared channel (UL-SCH) and the corresponding physical uplink shared channel 
(PUSCH), see Figure 5. 

The other physical channels that carry control information and are important from the security studies point of view, 
that is, physical random access channel (PRACH) and physical uplink control channel (PUCCH), are not 
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implemented. The signalling information is just assumed to be provided in genie-aided way and thus known perfectly 
at the receiver. 

In general, the simulator allows studying link throughputs, bit- and block-error rates. 

3.2.1. Transmitter model  

The structure of the uplink transmitter is schematically shown in Figure 21. 

The operation of the simulated LTE transmitter is as follows. First, the transmitter accepts the feedback received from 
eNodeB. The feedback information is used by HARQ and scheduler blocks. If the previous data transport block was 
not acknowledged by eNodeB, then the transport block is retransmitted. If the previous transport block is 
acknowledged by eNodeB, then new transport block with random data bits is generated. Note that the randomly 
generated transport block can be assumed to contain user data after ciphering, that is, data at radio bearer level in 
Figure 7. A cyclic redundancy check is calculated and appended to transport block. 

The uplink direction is fully scheduled by eNodeB. The parameters such as modulation and coding parameters, MIMO 
transmission mode, precoding/number of spatial layers, and assignment of resource blocks are configured in user 
equipment based on the scheduling information from eNodeB. In the LTE uplink level simulator, this information is 
provided in genie-aided way. 

The transmit data of the user in turbo-encoded. Each block of coded bits is then rate-matched with a target rate 
determined by the schedules in eNodeB. The encoding process is followed by the data modulation which maps the 
channel encoded transport block to complex modulation symbols. The modulation scheme is selected based on the 
scheduling information from the eNodeB and it is one from the set of QPSK, 16-QAM, 64-QAM. 

The modulated transmit symbols are mapped to up to four transmit antennas. The antenna mapping depends on the 
scheduling information and provides different multi-antenna schemes: transmit diversity, open-loop spatial 
multiplexing, and close-loop spatial multiplexing. Finally, the individual symbols to be transmitted on each antenna are 
mapped to resource blocks. The assignment of a set of resource blocks to user equipment is carried out based on the 
scheduling information. 

The SC-FDMA baseband signal is formed by DFT spreading, adding the respective demodulation and sounding 
reference signals, performing inverse discrete Fourier transform, and adding a cyclic prefix, cf. Figure 8. 

The LTE uplink simulator does not include models of high-power amplifier nor the final transmit pulse-shaping filter. 

3.2.2. Channel models  

The LTE uplink level simulator developed by Technical University of Vienna supports AWGN channel as well as 
block-fading and fast-fading channels. In general, the channel models are available in the v1.2 simulator are exactly 
the same as channel models available in the downlink simulator which we already listed in Section 3.1.2. 

3.2.3. Receiver model  

The structure of the receiver is schematically shown in Figure 22. 

The operation of the simulated LTE receiver is as follows. The eNodeB receives the signal transmitted by the user 
equipment and performs the physical-layer processing that is reverse to that of the transmitter. 

First, the possible carrier frequency offset is compensated, the cyclic prefix is removed, and discrete Fourier transform 
is performed. In the next step, the receiver has to identify the resource blocks that carry its designated information. 
The resource blocks are disassembled based on the available scheduling information. In parallel, channel estimation 
is performed using reference signals. The simulator includes three different types of channel estimators: least squares 
estimator (LS), linear minimum mean squared error (LMMSE) estimator, and ideal channel estimation which is genie-
aided type of channel estimation.  

The channel estimates are then used in MIMO and SC-FDMA detection. The simulator includes two different types of 
detectors: zero-forcing (ZF) detector and soft sphere detector (SSD). The detected soft bits are first HARQ combined 
and next decoded by channel decoder to obtain estimates of transmitted bits and determine several performance 
metrics, for example, bit error rate, block error rate, or achievable throughput. The precoding and modulation format 
parameters are assumed to be perfectly known by the receiver.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                  
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Figure 21: Structure of LTE transmitter in up link simulator . 
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Figure 22: Structure of  LTE receiver in uplink simulator . 
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4 Gaussian w ire -tap channel modelling with LTE link level simulators  

4.1. Summary of the PHYLAWS approach to channel modelling  

4.1.1. Recall of PHYLAWSô requirements for channel modelling 

The PHYLAWS requirements in terms of channel characteristics and features are taken from [D3.1], in which various 
test cases regarding the PHYSEC-based privacy solutions have been investigated. The channel simulations should 
address the needs for relevant use cases in the spatial, frequency/delay. Ideally, it would be necessary to consider, 
see Figure 23 for the definitions of the different actors: 
 

¶ For Alice/Bob: locations of cellular base station types: over/below roof tops, then also locations typical of base 
station for small cells. What should be considered is the angular scenario, either narrow (typical of a high 
placement BS) or broad (typical of an indoor placement). Therefore, for Alice/Bob a variety of indoor or urban 
locations with widely angularly dispersive scenarios should be researched  

¶ For Eve: its location can be chosen, generally speaking, everywhere in order to cover all security risks. 
Nevertheless, given the need to limit efforts to the reasonable, a variety of indoor and outdoor (urban) 
locations are to be sought. 

 

 

Figure 23: Illustration of w ireless wiretap channel in outdoor case  [D3.1].  
 
In the frequency domain, the carrier frequency and the bandwidth should be considered in light of the relevant 
applications and the targeted standard: 

¶ Carrier frequency: for WiFi, 2.45 and 5 GHz are the main frequencies of interest. For the other standards such 
as 3G/4G, basically the frequency range of interest is 800 MHz and the interval from ~2 GHz to 5 GHz. Given 
the discussion on the frequency dependence [D3.1, Section 5.2.2], it will be good to investigate around these 
extreme frequencies in order to cover the whole band 

¶ Bandwidth: a larger BW will be preferred when possible, since it will allow the extraction of more accurate and 
complete information from the channel and the analysis of the results in a more valuable way [D2.4], [D3.1]. 

 
The antenna characteristics are very important considerations in PHYLAWS and a major aspect is the influence of the 
local environment on those characteristics. This factor (including the variability of antenna patterns from their design 
or the device shape) does dominate the radiation patterns as well as their frequency dependence, as expressed in the 
term of ñangular filtering.ò Both single and multiple antennas need to be investigated, given the fact that all 4G/WiFi 
involve multiple antennas to provide enhanced capacity and/or link robustness. However, the added complexity also 
needs to be taken into account, especially if multiple antennas are wanted for the Alice/Bob/Eve trio. 
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In the context of mobile communications, it is well established that distortions induced by propagation channel deeply 
influence the performance of demodulation algorithms. For the study of PHYSEC-based privacy solutions such as 
secret key generation and secrecy coding, it is also well established that the radio receiving conditions for legitimate 
and eavesdropper receivers and the de-correlation between legitimate and eavesdropper radio channels may deeply 
influence the choice and the performance of the secrecy solution. Since the privacy solution targets either SISO, 
SIMO, and MIMO transmission schemes, it is thus crucial to be able to reliably simulate the propagation channels 
between several types of emittersô and receiversô structure. In addition, it is expected that the radio channel model is 
simple enough to input real field Channel Impulse Response (CIR) measured characteristics. 

4.1.2. Recall of the first channel models used for algorithmic studies  

Following these considerations, the multi-channel propagation model proposed in [D3.1] for several algorithmic 
studies is an extension of the classical Clarke mono-channel model [Clarke1968] and of the WINNER model 
[Kyösti2007]. The native Clarke is based on a ñtime specularò representation of the received electromagnetic fields 
and the WINNER model extend this approach to MIMO channels and correlated propagation parameters. Such a 
model allows taking into account the situation of a moving device. The antenna array receives different plane waves 
due to multiple reflections on various obstacles (near or far obstacles). 
 
A slight modification of the WINNER process, see details in [D3.1, Section 6], enabled us to generate correlated Alice-
Bob and Alice-Eve channel parameters. Another advantage of the model is the possibility to study numerous different 
environments: more than 20 propagation scenarios can be simulated, from indoor office to rural macro-cell through 
urban or suburban areas. On the other hand, some drawbacks of the present version of the WINNER model are: 
 

¶ The absence of delay dependency of the modelling of LSPsô correlation. 

¶ The consequent low temporal duration validity of the channel parameters, around one hundred millisecond. 
However, in order to simulate longer communication for a same propagation scenario, LSP can be 
regenerated by the same process explained above. Nevertheless introducing time dependent evolutions of 
propagation conditions is not possible with the current WINNER model.  

¶ In addition, radio links involving different propagation scenarios, typically Bob in an indoor office and Eve in a 
large indoor room cannot be simulated.  

 
Solutions could be brought by QuaDRiGa (Quasi Deterministic Radio Channel Generator), a model published in 2012 
by the Fraunhofer Institute, which takes into account scenarios with radio channel transitions and allows simulation 
over longer durations (several seconds) [Jaeckel2014, QuaDRiGa]. The QuaDRiGa channel model extends the 
WINNER model to support several new features that were originally not included. 
 
As a conclusion from [D3.1] investigations, the WINNER model is a well-recognized model for short-time simulation 
and stable propagation conditions. The modifications of WINNER process described in [D3.1, Section 6] were enough 
for our first algorithm studies. WINNER+ and QuaDRiGa models could be used for more sophisticated simulations 
with the LTE simulator developed by the Technical University of Vienna. 

4.2. Use of WINNER+ channel model  

Since the WINNER+ [Kyösti2007, Hentilä2007, Heino2010] is the channel used in the LTE simulator developed by the 
Technical University of Vienna, it is presented in more details in this subsection. Channel realizations are generated 
with geometrical principle by summing contributions of rays (plane waves) with specific small scale parameters like 
delay, power, AoA and AoD. Superposition results to correlation between antenna elements and temporal fading with 
geometry dependent Doppler spectrum. A number of rays constitute a cluster. The cluster corresponds to a 
propagation path diffused in space, either or both in delay and angle domains.  
 
The channel coefficient generation procedure is shown in Figure 24. LSPs are used as control parameters when 
generating the small-scale channel parameters. For multi-link simulations some reference coordinate system has to 
be established in which positions and movement of radio-stations can be described. A term network layout is 
designating complete description of the relative positions of the system elements, as well as vectored description of 
their movements (speeds). In general, positions (coordinates) of scatterers are unknown. Only exceptions are related 
to far cluster scatterers (FCS) that are actually positioned in the same coordinate system as radio-stations. In multi-
link simulations spatial correlations of channel parameters are important. In order to establish correlations between 
links at system level the LSPs have been generated with the desired correlation properties. At system level two types 
of correlations could be defined: a) between MSs being connected to the same BS and b) correlations of links from 
the same MS to multiple BSs. In the first case WINNER models are using exponential correlation functions to describe 
dependence of LSP changes over distance. In other words LSPs of two MSs links toward same BS would experience 
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correlations that are proportional to their relative distance. Elements of link cross-correlations coefficient matrix should 
reflect exponential decay with distance. 
 

 

Figure 24: Channel coefficient generation procedure [Kyösti2007].  
 

The WINNER channel models use the concept of channel segment as a period of quasi-stationarity during which 
probability distributions of low-level parameters are not changed noticeably. During this period all LSPs, as well as 
velocity and direction-of-travel for mobile station (MS), are practically constant. The size depends on the environment, 
and the correlation distances of different parameters describe roughly the proper size of the channel segment. A drop 
is specified by allowing the channel segment length to go to zero. In a drop all parameters are fixed, except the 
phases of the rays. Motion within a drop is only virtual and causes fast fading and the Doppler effect by superposition 
of rotating phasors and rays. The main advantage of using drops is the simplicity of the simulation, because 
successive simulation runs do not need to be correlated. The drawback is that it is not possible to simulate cases, 
where variable channel conditions are needed. Unlike stated in [Kyösti2007] a smooth time evolution between 
segments has not been implemented in the software and only drops are possible [Hentilä2007]. 

4.3. Use of QuaDRiGa channel model  

The QuaDRiGa channel model is based on the WINNER channel model [Jaeckel2014, QuaDRiGa]. It is thus a 
geometry-based stochastic channel model and it is antenna independent. The channel parameters are determined 
stochastically, based on statistical distributions extracted from channel measurements. For each channel segment the 
channel parameters are calculated from the distributions. Specific channel realizations are generated by summing 
contributions of rays with specific channel parameters like delay, power, angle-of-arrival and angle-of-departure. The 
QuaDRiGA channel model extends the WINNER model to support several new features: 

- Time evolution: short term time evolution of the channel coefficients. 

- Scenario transitions: smooth transitions between adjacent channel segments with different scenarios, 
allowing the emulation of long term time evolution. 

- Variable speeds for mobile terminals. 

- Common framework for LOS and NLOS simulations. 

- Geometric polarization: the polarization for the LOS and NLOS cases is now calculated based on a ray-
geometric approach. 

- Improved method for calculating correlated large scale parameters, which can consider diagonal directions 
and creates smoother outputs. 

- New functions for modifying antenna patterns. 
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QuaDRiGa provides features to enable quasi-deterministic multi-link tracking of usersô movements in changing 
environments. The QuaDRiGa program has several steps to calculate the channel coefficients, as shown in Figure 25. 
The user must configure the network layout, which includes: 

- Setting the transmitter position. 

- Defining antenna properties. 

- Defining the user trajectory. 

- Defining states (or segments) along the user trajectory. 

- Assigning a propagation environment to each state. 

 

 

Figure 25: Steps for the calculation of time -evolving channel coefficients. Compared to the WINNER model, 
changes were made in the grey  shaded boxes [ Jaeckel2014 ]. 
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5 First simulation s for validation and further simulation plan   

5.1 Test cases  for validation and for co mparison of Winner and QuaDRiGa models  

Some preliminary tests have been performed on the channel model at hand in the LTE simulator, i.e. the WINNER 
channel model, and also the QuaDRiGa channel model for comparison.  

The layout for these preliminary simulations is shown in Figure 26. Alice is the BS and Bob is an UE and both have 
fixed positions. Eve is a fixed UE placed at various distances from Bob, but always at the same distance from Alice. 
Average channel characteristics are looked at for each separation distance between Bob and Eve. The chosen 
scenario was the B1 LOS scenario. Several cases regarding antenna characteristics have been tested in order to play 
with the channel models: 

1- Omni directional antennas at all stations, 

2- Dipole antennas at all stations, 

3- Omnidirectional antenna at BS and uniform linear array (ULA) with 2 antennas at Bob and Alice, 

4- Omnidirectional antenna at BS and ULA with 4 antennas at Bob and Alice. 

 

 

Figure 26:  Layout of the channel model tests, Alice and Bob are fixed and Eve is placed at different pos itions  
(axes in meters) . 

 

For achieving these scenarios, changes have been made to the LTE simulator and the WINNER channel model:  

- The QuaDRIGa channel model has been inserted in the LTE simulator.  

- The WINNER model implementation has been modified to allow using specific UE positions, unlike the 
current implementation which randomizes the positions at each call.  

- The WINNER channel modelôs ULA antenna characteristics have also been modified to match those of the 
arrays in the QuaDRiGa channel model.  

All these changes are explained in more detail in Section 6.2. 
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The channel coefficients powers between Alice and Bob and Alice and Eve are plotted in Figure 27 for the first case 
and the separation distance is given in number of wavelengths. Similar results were obtained for the other cases. One 
thousand channel realizations have been used to make the averages at each separation distance and the values 
have been normalized to the average over all distances. It is clear that only the first two paths are relevant in this 
scenario, B1 LOS. The path power is also not dependent on the distance between Bob and Eve, since Bob and Eve 
are at equal distance from Alice. We notice that the second tap is more apparent in the QuaDRiGa channel model 
than it is in the WINNER channel model. Looking at the configuration files in QuaDRiGa, some parameters have been 
changed from the original WINNER B1 scenario, which may explain the difference in results. 

 

Figure 27: Mean tap s power  for WINNER and QuaDRiGa channel models for the first case . 
 

The correlation coefficients of the channel taps powers of the channels between Alice and Bob and Alice and Eve are 
shown in Figure 28 and Figure 29 for the WINNER and QuaDRiGa channel models, respectively. The correlation 
coefficients have been calculated for various separation distances between Bob and Eve.  

For cases 3 and 4, several antennas are used at the UEs, hence several correlation coefficients can be calculated 
between various pairs of antennas. For clarity, only few of those pairs have been shown for case 3, and only one for 
case 4, since the same results were obtained with other pairs.  

From the QuaDRIGa results, the taps power correlation coefficient seems to be somehow dependent on the distance 
between Bob and Eve as it is clearly smaller at higher distances. Finally,  

¶ it looks as though the native WINNER channel model does not properly reproduce the spatial correlation of the 
LSPs. 

¶ the native QuaDRiGa channel model seems thus to be a better fit for the type of simulations intended in the 
PHYLAWS project. 
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Figure 28: Correlation coefficient  for the first  and second taps powers of the channels between Alice and Bob 
and Alice and Eve depending on the distance between Bob and Alice for the WINNER channel model for all 

cases . 

 

Figure 29: Correlation coefficient  for the first and second taps powers of the ch annels between Alice and Bob 
and Alice and Eve depending on the distance between Bob and Alice for the QuaDRiGa channel model for all 

cases . 




































