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5 Using Tag Signals and Interrogation and Acknowledgement Sequence
for further protections based on PHYSEC concepts
Recall that, as establishing secret key or secret codes needs prior exchanges (see Deliverable D2.1), these
exchanges should be authenticated and protected. If not, an active attacker can often counter them, by spoofing
techniques or by protocol aware Intelligent Jamming. For example [10] [34] are relevant to standards 802.11n/ac and
mention the following weaknesses:
•

The channel state UL feedback message (being included in a Management frame and being not encrypted) is
easy to intercept and then to compromise in order to facilitate further passive and active attacks.

•

The Channel State Information is highly vulnerable to active attacks at the closed loop sounding procedure by
a protocol aware jammer, either at the DL (sounding frame) or at the UL (feedback CSI frame).

Consequently, security pairing and authentication at the earliest stages of public RATs cannot be based only on
(native) PHYSEC solutions.
In this section we will show how the implementation of such algorithms combined with the accurate synchronization
and radio measurements allowed by tag signals can provide a practical solution to improve security pairing,
authentication, integrity control and secrecy of legitimate link at access stages first, and later, for on-going
communication. The major argument is that the radio advantage, provided by tag signals, strengthens secrecy
capacity and provides added degrees of freedom for secret key generation [6].

5.1

TS and IAS for initiating and enhancing AN-BF schemes

Artificial noise consists in jamming any other direction than the legitimate link and can therefore be used to degrade the
channel of a possible eavesdropper. The combination of artificial noise and beamforming provides a radio advantage to
Bob (Eve being affected by an extra noise), which is fully controlled by Alice. Nevertheless, the critical step of this
basic scheme is the first negotiation message and particularly the shared determination of the CIR which is the
current flaw of Channel State Information (CSI) in many MIMO systems using explicit feedback sounding [10]. This
feedback exposes to Eve the private knowledge of Alice-Bob CIR and must absolutely be protected. Indeed, active
Eve can prevent CIR estimation procedure by intelligent jamming. MITM Eve can decoy it, and passive Eve can
intercept and decode CIR message before the establishment of AN, which facilitates her rejection process. Finally, AN
is efficient once set up, but its establishment protocol is weak. For these reasons, we propose to use TS to protect
CIR negotiation in MIMO RATs.

5.2

TS and IAS for initiating SKG schemes

Given that propagation channel is reciprocal and inherently random, it may be considered as a shared pool of random
secure key bits, between a pair of legitimate terminals [70]. Hence, after measuring the radio channel, Alice and Bob
jointly employ a quantization algorithm able to generate a sequence of key bits from the common channel. Such
sequences are required to be identical, long and sufficiently random in order to ensure reliability and confidentiality.
In the establishment of the secret key from channel observations, we specifically consider the channel quantization
alternating (CQA) protocol proposed in [13], which has in particular the advantage of exploiting the full information
contained in the channel coefficients (real and imaginary parts). To extract secure key bits from the shared source of
randomness, Alice and Bob employ separately the CQA. A preliminary set of channel coefficients need be obtained in
an initial learning phase in order define the quantization regions (QR) of a quantization map. The benefit of this
approach is to define statistically equally probable quantization intervals, in order to make the guess of the quantized
bits the least easy for Eve. Therefore Alice defines her map QR by quantifying the cumulative distribution function
(CDF) of each of the aggregated real and imaginary parts of the channel coefficients into √M statistically equal
quantization intervals, which leads to M quantization regions. On the other hand, Bob defines two alternative maps
from his own set of channel coefficients observations. As a consequence, it is likely that Alicee’s and Bob’s maps
differ to some extent, which will certainly result in mismatched bits between Alice and Bob. The disagreement
between the generated keys, which may also stem from noise or from estimation errors (e.g. from imperfectly
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calibrated electronics), must be resolved for the key to be useable. In a practical system, a reconciliation procedure is
necessary, e.g. through public exchanges between Alice and Bob [78].
Given that a significant key requires a number of key bits ≥ 128 in today’s protocols, the SKG scheme must be able to
provide such a number, which already allows to construct a significant statistical distribution. In other words, it is
possible, although not optimal in terms of performance, to construct the quantization maps with the same set of
channel coefficients as those used to generate the key. This makes possible a fast SKG scheme, e.g. for non
stationary and highly time variant channels.
Secret Key Generation based on channel estimation is therefore a crucial help to traditional cryptography techniques
as it provides unique and renewable secret keys avoiding therefore the use of pre-distributed keys whose
vulnerabilities have been exposed several times in the press.
SKG schemes require that the legitimate link is authenticated. TS can then be employed to provide this secure pairing
from the very early stage of the radio access protocol. In addition, the legitimate terminals can use either the dominant
signal or the tag signal to estimate the channel. Section 4 showed that tag signal estimation provide CIR results which
are not only more accurate but also more resilient to harsh propagation conditions and to multipath.
As an illustration, Figure 33 shows an example of SKG based on real field CIR extracted from WiFi signals (2.46 GHz)
recorded over a few seconds at 6 synchronous antennas, published by the phylaws team during the last Winn Forum
San Diego March 2015. Our purpose for next work on Transec and Netsec protection schemes with Tag signals is to
provide the same kind of results with CIR extracted from Tag Signals.

Figure 33: example of SKG generation from real Fied WiFi signals and analysis of their resilience an quality – signals
are recorded and CIR are estimated with the test bed of Figure 17. SKG algorithm is derived from [13].

5.3

TS and IAS for initiating Secrecy codes

The goal of secrecy codes is to ensure reliable communication at the legitimate link and avoid any information
leakage elsewhere. Secrecy codes conceal the information sent by Alice in the difference of SNR or of channel
capacity between Bob and Eve. Therefore the legitimate receiver should have a better radio link than the
eavesdropper. Without this permanent radio advantage, secrecy codes cannot provide a secure communication.
Besides, secrecy coding supposes also an authenticated radio link. Tag signals are therefore a crucial help not only to
authenticate the legitimate link but also to provide a radio advantage to legitimate users. Tag signals can also be
combined with artificial noise to increase this radio advantage.
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5.4

Toward a fully authenticated and secured radio protocol

Figure 34 explains how to combine TS, AN and PHYSEC techniques to secure the earliest stages of radio access
protocols at both Forward sense (FWD, Alice to Bob) and Return sense (RTN, Bob to Alice). First, security pairing and
CIR estimations are supported by IAS protected by TS. Then authenticated CIR initializes AN for the further on-going
user communication. Finally, TS can be shut down while artificial noise still performs CIR estimations on user signal.
Alternatively, to increase security, TS can continue to protect on-going CIR estimations from sounding exchanges
during data transfer. Transec with tag signals is in practice very brief and corresponds to low data rates. Artificial
Noise ensures Transec for further user data streams and for associated signalling.
To avoid an insecure explicit exchange of CIR over the air, two main ways have to be considered:
•

designing a dedicated invertible correspondence for the TS DSS code determination (Alice recovering CIRFWD
from Bob’s transmitted TSRTN and Bob recovering CIRRTN from Alice’s transmitted TSFWD);

•

or transmitting CIRFWD and CIRRTN estimates in dedicated PHYSEC protection messages [6] from the second
IAS.

Finally SKG schemes or secrecy coding can be performed to achieve a fully authenticated and secure communication
between legitimate terminals.

5.5

Further works

The design of a dedicated invertible correspondence for the TS DSS code determination will be studied in the final
version of this report: deliverable D4.2 “TRANSEC upgrades of existing RATs – Simulation and Analyses
complements”.
The study of the enabling of SKG and SC supported by TS and IAS will be deepened in the final version of this report:
deliverable D4.2 “TRANSEC upgrades of existing RATs – Simulation and Analyses complements” and in reports
relevant to Netsec upgrades: deliverables D4.3 and D4.4.
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I- AUTHENTICATION AND CIR ESTIMATION BY TAG SIGNALS
I-1) Forward Tag Signal TSFWD, randomly chosen in a public set (USS scheme)
Alice transmits TSFWD
Bob dispreads TSFWD and estimates CIRFWD
I-2) Return Tag Signal TSRTN, randomly chosen in public set (USS)
Bob transmits TSRTN = f(TSFWD)
Alice dispreads TSRTN and estimates CIRRTN
ALICE

I-3) Forward TS’FWD , propagation dependent
Alice acknowledges TSRTN by sending TS’FWD dependent on estimated CIRRTN
Additionally, Alice can inform Bob about CIRRTN (with protected FWD message)
Bob dispreads C’FWD and estimates CIR’FWD

BOB

I-4) Return tag DSSS TS’RTN propagation dependent
Bob acknowledges TS’FWD by sending TS’RTN dependent on estimated CIR’FWD
Additionally, Bob can inform Alice about CIR’FWD (with protected RTN message)
Alice dispreads TS’RTN and estimates CIR’RTN

II- ARTIFICIAL JAMMING INITALIZED FROM ESTIMATED CIR
II-1) Artificial Jamming Forward sense
Alice extracts orthogonal directions from CIRFWD (CIR reciprocity of returned by Bob)
Alice selects user stream direction,
Alice beamforms data stream towards Bob
Alice transmits noise on orthogonal direction.
BOB
ALICE

II-2) Artificial Jamming return sense
Bob extracts orthogonal directions from CIRRTN (CIR reciprocity or returned by
Alice)
Bob selects user stream direction
Bob beamforms data stream towards Alice
Bob transmits noise on orthogonal direction

III- UNDER CHANNEL RECIPROCITY (CIRFWD = CIRRTN)
OR WHEN CIR KNOWLEDGE IS SHARED: ADDED PHYSEC SCHEME
Forward and return Secret Keys and Secrecy Codes

BOB

ALICE

Figure 34: Protocol for secure pairing and communication combining tag signal and artificial jamming
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6 Conclusion
This deliverable has surveyed Transec improvements dedicated to existing and future standards, by focusing on Time
Division Duplex schemes which provides native reciprocity of the radio-channel.
Two main ways for transec were explored in this deliverable:
•

Developing key-free prime security pairing between Alice and Bob, with Tag Signal and Interrogation and
Acknowledgement Sequences in order to:
o Provide a significant radio advantage to legitimate users; authenticated and protected CIR estimations for
the first signalling and access exchanges.
o Counter any kind of eavesdropper threat: passive, Intelligent Jamming (IJ), Man-In-The-Middle (MITM).
o Implement further protection schemes based on PHYSEC concepts, such as artificial noise, Secret Key
Generation and Secrecy Coding.

•

Establishment of Artificial noises schemes:
o AN enables a permanent and controlled radio advantage for the data flux transmission.
o Such schemes also provide radio conditions for a full protection of data transmission with secret codes
over the complete transmission.
o In addition it should provide more degree of freedom for Secret Key generation.

Note that the basic advantage of such schemes relies on the fact that they are RAT-independent, and only Duplexdependant.
Specific study of Artificial Noise Schemes
Resilience of enabled AN schemes is well known for on-going user data transmission and associated signalling. WiFi
simulation and WiFi data flux evolving in AN schemes allowed us to quantify the relevant protection of bits which
appears very good. In any WiFi modulation and coding Scheme, simulations show that established AN allows:
•

dropping Eve’s decoding capability to a few percent only (Packet Error Rate of Eve drecreases to less than
5%)

•

keeping almost optimal decoding capability for Bob (Packet Error Rate of Bob keeps values greater than
95%).

Specific study of Tag Signals, Interrogationa nd Acknowledgement Sequences and CIR estimation
This deliverable also studied the best approaches to perform CIR estimations and established the design parameters
of Tag Signals (TS) and Interrogation and Acknowledgement Sequences (IAS) for WiFi carriers.
First of all, analyses of the new concepts of TS and IAS revealed promising Transec resilience of the earliest
exchanges between legitimate users when facing any kind of Eve: passive, Intelligent Jamming or Man-In-The-Middle.
Our study confirms that Tag Signal is a good mean for enhancing security of first RAT exchanges and CIR estimation
before establishing PHYSEC-based protection schemes such as Artificial Noise, Secret Key Generation or
computation of Secret Codes.
Then, contribution of FuDu and requirements about Self-Interference Mitigation (SIM) at the receiving stages of IAS
were also developed. This allowed us to quantify the radio processing parameters. As previously identified in work
package WP2, the requirements found for SIM applied to TS perfectly meet the values found in the literature. This
means that technology relevant to Fudu RAT should directly apply to TS, IAS and relevant PHYSEC protections.
Finally, comparison of numerous results from simulated and experimental WiFi radio configuration allow us to
conclude about the relevance of tag signal for CIR estimation in any case. Moreover, simulations of CIR estimation
through different techniques and different channel models (including real field measured CIR) have highlighted and
quantified the benefit of tag signal for such purpose:
•

From order 10 and length 1023 samples), tag signal starts to be much more accurate than any kind of
estimation techniques based on WiFi signals, even at very negative TSR, and especially at low SNR
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•

This advantage becomes very important for order greater than 14 and length longer than 16383 samples.

•

Moreover, tag signals designed with suitable DSS codes show very good resilience to harsh propagation
conditions and to multipath thanks to optimized autocorrelation figure (low side lobes).

•

Therefore, tag signal are not only highly recommendable for stealth and secure pairing but our study proofs
that tag signals expose very good properties for CIR estimation and for extraction of propagation
randomness, which is at the heart of PHYSEC.

Further complements of this deliverable.
This deliverable will be deepened and completed by Deliverable D4.2 (delivery T0+36).
•
•
•
•

With additional experimental results relevant to CIR estimated under carriers of other 2G 3G and 4G
standards.
With study complement about Uncoordinated Spread Spectrum and Time Jitter schemes (used for a better
resilience to IJ and MITM attackers): practical implementation, increase of complexity, increase of latencies
With study completion of the design of “full arbitrary” Tag Signals (which would provide the best security
properties).
With proposal and studies for extension of TSs and IAS to Frequency Division Duplex schemes which are
very common in 2G, 3G and 4G radiocellular RATs.

In addition:
• future deliverables D4.3 and D4.4 will focus on the use of Transec improvements provided by Tag Signals
and Artificial Noise to ensure more secure exchanges of signaling and data thanks to SKG and SC schemes.
• Propagation studies and experiental measurements will be completed and deepened into Work Package
WP3.
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7 Annex 1: brief description of 802.11 OFDM Waveforms
7.1

Introduction

IEEE 802.11 is a set of MAC and PHY specifications for implementing WLAN (Wireless Local Area Network). It is
commonly known as Wi-Fi. It is a serial of half duplex techniques that use the same basic protocol. The different
versions of IEEE 802.11 use mainly two modulation techniques: DSSS and OFDM. In this document, only the OFDM
waveforms are described and processed. The signal is sent in frames whose length is variable depending on the
nature of the frame (management, control, data) and the amount of information to transmit.
Among all the IEEE 802.11 versions, the following ones use OFDM:
•

802.11a: Released in 1999, it allows transmission and reception of data at rates of 1.5 to 54 Mbit/s at
5.8 GHz. It has seen widespread worldwide implementation, particularly within the corporate workspace.
While the original amendment is no longer valid, the term "802.11a" is still used by wireless access point
(cards and routers) manufacturers to describe interoperability of their systems at 5.8 GHz, 54 Mbit/s. The
physical layer of 802.11a is described in details in section 7.2.

•

802.11g: Released in 2003, this works in the 2.4 GHz band, but uses the same OFDM based transmission
scheme as 802.11a. It operates at a maximum physical layer bit rate of 54 Mbit/s. The then-proposed 802.11g
standard was rapidly adopted by consumers starting in January 2003, well before ratification, due to the
desire for higher data rates as well as to reductions in manufacturing costs. By summer 2003, most dual-band
802.11a/b products became dual-band/tri-mode, supporting a and g in a single mobile adapter card or access
point. The physical layer of 802.11g is described in details in section 7.2.

•

802.11n: Released in 2009, it is an amendment which improves upon the previous 802.11 standards mainly
by adding MIMO (Multiple Input Multiple Output) and wider channels (40 MHz vs. 20 MHz). 802.11n operates
on both the 2.4 GHz and the lesser used 5 GHz bands. It operates at a maximum net data rate from 54 Mbit/s
to 600 Mbit/s. The physical layer of 802.11n is described in details in section 7.3.

•

802.11ac: Approved in 2014, it is an amendment that builds on 802.11n. Changes compared to 802.11n
include wider channels (80 or 160 MHz vs. 40 MHz) in the 5 GHz band, more spatial streams (up to 8 vs. 4),
higher order modulation (up to 256-QAM vs. 64-QAM), and the addition of multi-user MIMO. The physical
layer of 802.11ac is not described this document.

7.2

Physical Layer of 802.11a and 802.11g

The main characteristics of the OFDM symbols used in 802.11a and 802.11g are summarized in Table 23.
Table 23: Main characteristics of an 802.11a and 802.11g OFDM symbol
Channel
spacing

Occupied
bandwidth

Sampling
rate

Intercarrier
spacing

FFT
size

Number of
subcarriers
(excluding DC)

Number
of data
carriers

Number
of pilot
carriers

CP size

20 MHz

16.25 MHz

20 Mcps

312.5 kHz

64

52

48

4

16 samples

10 MHz

8.125 MHz

10 Mcps

156.25
kHz

64

52

48

4

16 samples

5 MHz

4.0625 MHz

5 Mcps

78.125
kHz

64

52

48

4

16 samples

The structure of an 802.11a or 802.11g frame is described in Figure 35. It includes:
•

A Physical Layer Convergence Procedure (PLCP) preamble, described in section 7.2.1.

•

A signalization field, described in section 7.2.2.

•

A data field, described in section 0.
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In the following, all values are given for the 20 MHz channel spacing case.

Figure 35: Structure of an 802.11a or 802.11g frame

More details about the OFDM physical layer of 802.11a and 802.11g can be found in chapter 18 of [71].

7.2.1

PLCP Preamble

The PLCP preambule is a fully known sequence of 16 µs (i.e. 320 samples). It comprises the Short Training Field
(STF) and the Long Training Field (LTF). Each one lasts 8 µs.
The STF is made of 10 identical short OFDM training symbols. A short training symbol consists of 12 QPSK
modulated subcarriers (1 every 4 subcarriers). The fact that only the subcarriers with indices that are multiple of 4

have non-zero amplitude results in a periodicity of 
= 0.8 μs. A short OFDM training symbol does not have a cyclic

prefix.
The LTF is made of 2 identical long OFDM training symbols. A long training symbol consists of 52 BPSK modulated
subcarriers. One single cyclic prefix for the 2 symbols is added but it is two times longer than the regular cyclic prefix
(1.6 µs vs. 0.8 µs).
The PLCP preamble can be used for signal detection, synchronization, AGC (Automatic Gain Control), frequency
offset estimation, time and frequency channel estimation, etc. It will be described in section 7.3.1, how it is used in our
multi-antenna interceptor.

7.2.2

Signalization Field

As described in Figure 36, the signalization field contains information necessary to demodulate the data field i.e.:
•

The data rate, coded on 4 bits, from which can be deduced the modulation (BPSK, QPSK, 16-QAM and 64QAM) and the coding rate (1/2, 3/4 and 2/3) of the convolutional encoder.

•

The length field indicating the number of bytes in the PSDU (PLCP Service Data Unit) that the MAC is
currently requesting the PHY to transmit. It is coded on 12 bits.

It also contains:
•

1 reserved bit set to 0.

•

1 parity bit.

•

6 tail bits set to 0.

Figure 36: Signalization field bit assignment
It consists in a single BPSK modulated OFDM symbol whose bits are encoded with a convolutional code at a rate of
0.5 and interleaved.
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7.2.3

Data Field

As described in Figure 37, the data field contains the service field, the PSDU, the tail bits and, if needed, the pad bits.
All bits in the data field are scrambled.
The service field contains 16 bits. The 7 first bits are set to 0 and are used to synchronize the descrambler at the
reception. The next 9 bits are reserved and set to 0.
The tail bits are 6 bits set to 0 to return the convolutional encoder to the zero state in order to improve the error
probability of the convolutional decoder.
The pad bits are used so that the number of transmitted bits is a multiple of the number of bits per OFDM symbol.

Figure 37: Data field structure
The data bits are scrambled, encoded with a convolutional encoder, interleaved, modulated then mapped to
subcarriers.

7.3

Physical Layer of 802.11n

802.11n is often referred to as HT (High Throughput) 802.11.
The main characteristics of the HT OFDM symbols used in 802.11n are summarized in Table 24.
Table 24: Main characteristics of an 802.11n HT OFDM symbol
Channel
spacing

Occupied
bandwidth

Sampling
Rate

Inter-carrier
spacing

FF
T
siz
e

Number of
subcarriers
(excluding DC)

Number
of data
carriers

Number
of pilot
carriers

20 MHz

16.25 MHz

20 Mcps

312.5 kHz

64

56

52

4

8 or 16
samples

40 MHz

35.625 MHz

40 Mcps

312.5 kHz

128

114

108

6

16 or 32
samples

CP size

In the following, all values are given for the 20 MHz channel spacing case.

The structure of an 802.11n frame is described in Figure 38. It includes:
•

A Physical Layer PLCP preamble, described in section 7.3.1.

•

A signalization field, described in section 7.3.1.

•

An HT signalization field, described in section 7.3.2.

•

An HT short training field, described in section 7.3.3.

•

An HT long training field, described in section 7.3.4.

•

A data field, described in section 7.3.5.
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Figure 38: Structure of an 802.11n HT frame
More details about the OFDM physical layer of 802.11n can be found in chapter 20 of [71].

7.3.1

PLCP preamble and Signalization Field

The PLCP preamble and the signalization field are designed the same way as in 802.11a. Nevertheless, in the MIMO
case a different cyclic shift is applied on the signal of each spatial stream. Cyclic shift is used to prevent unintentional
beamforming when the same signal is transmitted through different spatial streams or transmit chains.

7.3.2

HT Signalization Field

The HT signalization field contains information necessary to demodulate and interpret the data field in the HT case
i.e.:
•

The Modulation and Coding Scheme (MCS), from which can be deduced the modulation (BPSK, QPSK, 16QAM and 64-QAM), the coding rate (1/2, 3/4, 2/3 and 5/6), the number of spatial streams, the number of
Binary Convolutional Code (BCC) encoders, if EQM (EQual Modulation) or UEQM (UnEQual Modulation) is
used on each spatial stream.

•

The type of FEC coding (BCC or LDPC).

•

The bandwidth (20 or 40 MHz).

•

The length of the CP.

•

The number of bytes in the PSDU that the MAC is currently requesting the PHY to transmit.

•

The number of space time stream when Space Time Bloc Coding (STBC) is used.

•

The number of extension spatial stream, from which can be deduced the number of HT-LTF symbols.

•

Is channel estimate smoothing recommended? If 95% of the sum of the energy from all impulse responses of
the time domain channels between all space-time streams and all transmit chain inputs is contained within
800 ns, the smoothing bit should be set to 1. Otherwise, it shall be set to 0.

•

Is the PPDU a sounding one? When the number of space-time streams is less than the number of transmit
antennas, sending only HT-LTFs does not allow the receiver to recover a full characterization of the MIMO
channel, even though the resulting MIMO channel measurement is sufficient for receiving the data field of the
HT PPDU. However, there are several cases where it is desirable to obtain as full a characterization of the
channel as possible, thus requiring the transmission of a sufficient number of HT-LTFs to sound the full
dimensionality of the channel. These cases of MIMO channel measurement are referred to as MIMO channel
sounding.

It also contains:
•

A 8 bit CRC.

•

1 reserved bit set to 0.

•

6 tail bits set to 0.

It consists in two QBPSK ( /2 rotated BPSK) modulated OFDM symbols whose bits are encoded with a convolutional
code at a rate of 0.5 and interleaved. The number of subcarriers corresponds to the ones in the non-HT case. This is
done to accommodate the estimation of channel parameters needed to robustly demodulate and decode the
information contained in the HT signalization field.
In the MIMO case a different cyclic shift is applied on the signal of each spatial stream. The cyclic shits are the same
as for the PLCP preamble and the signalization field.
--------------------------------------------------------------------------------- page 88 / 94 ------------------------------------------------------------------------

FP7-ICT-2011-call8
PHYLAWS (Id 317562)
Deliverable 4.1 – version 2.0
_____________________________________________________________________________________________

7.3.3

HT Short Training Field

The HT STF is made of 5 identical short OFDM training symbols. The short OFDM training symbol is the same as the
802.11 a one, described in section 7.2.1.
In the MIMO case a different cyclic shift is applied on the signal of each spatial stream. The cyclic shits are not the
same as for the PLCP preamble, the signalization field and the HT signalization field.

7.3.4

HT Long Training Field

The HT LTF has two parts. The first part consists of one, two or four HT LTF symbols that are necessary for
demodulation of the data portion of the PPDU. These HT LTFs are referred to as HT DLTF. The optional second part
consists of zero, one, two or four HT LTF symbols that may be used to sound extra spatial dimensions of the MIMO
channel that are not utilized by the data portion of the PPDU. These HT LTF are referred to as HT ELTF.
The HT LTF is made of identical (to a multiplicative coefficient equal to 1 or -1 depending on the spatial stream and on
the index of the symbol) HT OFDM symbols. It consists in 56 BPSK modulated subcarriers.
In the MIMO case a different cyclic shift is applied on the signal of each spatial stream. The cyclic are the same as for
the HT STF.

7.3.5

HT Data Field

If BCC encoding is used, the HT data field is as described in Figure 37, except that the number of tail bits can be
equal to 6 or 12 depending if the number of encoders is equal to 1 or 2.
In the MIMO case a different cyclic shift is applied on the signal of each spatial stream. The cyclic are the same as for
the HT STF and the HT LTF.

7.4

MAC level of 802.11

The MAC level of the different 802.11 standards is the same.
As described in Figure 39, each MAC frame consists of the following components:
•

A MAC header which comprises frame control, duration, address, optional sequence control information,
optional QoS control information (QoS Data frames only) and optional HT control fields (HTC frames only).
The type and subtype of the frame are coded in the frame control. There are 3 types of frame (management,
control and data) and 39 subtypes.

•

A variable-length frame body, which contains information specific to the frame type and subtype. The
minimum length of the frame body is 0 bytes. The maximum length of the frame body is defined by the
maximum length MSDU plus the length of Mesh Control field, if present, plus any overhead for encryption, or
by the maximum length A-MSDU plus any overhead for encryption. The overhead for encryption is described
in section 11 of [71]. When the Mesh Control field is present in the frame body, the Mesh Control field is
encrypted as a part of data.

•

A 32 bits CRC.

Figure 39: MAC frame format

More details about the MAC level can be found in section 8 of [71]
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