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5 Conclusion
We introduced the purpose and scope of this deliverable in § 1 and some definitions and recalls in § 2.

Then in § 3, we analyzed five common models for authentication and security pairing. We discussed about their
relationship with solutions issued from physical layer security.

In many practical pairing models, it appears that key generation solutions can be used in order to replace traditional
asymmetric key agreement algorithms. Hence, physical layer security brings several advantages that are mainly due
to reduced use of cryptographic algorithms, and due to similar security functionalities. Particularly, secret key
generation solutions could replace asymmetric key cryptographic algorithms, which are computationally expensive (for
public handset) and which security still depends on unproven computational assumptions.

While we emphasized the importance of key extraction solutions in order to prevent many cases of active man-in-the-
middle attacks, we also noted that pure information-theoretic secrecy — confidentiality by secrecy coding — does not
provide similar support for pairing or authentication solutions. Protection against man-in-the-middle attacks requires
always some element from Alice that the attacker cannot copy and send to Bob. In traditional cryptography this
element is the public key; in physical layer security this parameter could be the extracted key. Therefore, the design
and the embedding of such secret authentication element into secrecy coding remain an open question. Nevertheless:

As a solution to a particular use case - for dual-mode devices - we proposed in section 8 3 a mechanism for
reusing mobile network authentication in order to achieve authentic information-theoretic secrecy in local
wireless networks.

As potential solutions to be applied in public networks, we proposed in section § 4 a mechanism to provide
radio advantages to the legitimate link in order to apply concepts derived from physical layer security in an
easier and more efficient way.

Physical layer security mechanisms may also provide other ways to strengthen pairing and authentication solutions.
We thus surveyed proposals for proximity based pairing and we considered fingerprinting of devices hardware and
location of devices hardware as a mean to address session hijacking attacks.

Then in § 4, we analyzed several advanced radio and processing technologies for future public applications. We
discussed about:

The practical radio advantages that these technologies could offer to the legitimate link Alice to Bob against
any kind of threats (passive, active and MITM Eve),

The suitable way to combine these technologies in order to introduce PHYSEC concepts in the earliest stages
of the network access, which were demonstrated to be the weakest step for all public RATSs.

These analyzes led us to two prospective concepts dedicated to security enhancement of public RATSs:

The concept of artificial noise to be combined with beamforming and adaptive modulation and coding
schemes in MIMO architectures,

The concept of tag signals and tag channels combined with Uncoordinated Spread Spectrum, Full-Duplex
Self-Interference Mitigation techniques, and with Interrogation/Acknowledgement protocols similar to those
encountered in advanced systems for Identification Friend or Foe.
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Relevant to artificial noise, preliminary studies and simulations in the case of Wi-Fi links with IEEE propagation
models showed that:

With reasonable power of artificial noise (similar to the power of user signals), a very efficient security is
provided at the symbol level and at the bit level (i.e. not only at the packet level) when facing any kind of Eve,

The security increases for higher order Modulation and Coding Schemes (MCS). Thus adaptive management
of MCS would be a paramount not only for transmission but as well for security,

The impact of the artificial noise on Bob’s decoding capabilities remains very low, even when some errors
occur on the CIR estimation.

Finally, artificial noise combined with beamforming and adaptive Modulation and Coding Schemes appears as a very
good security solution when the CIR estimation has been well established (without Eve’s attacks of the CIR
estimation). Thus, artificial noise is very well suited for signaling and traffic messages in MIMO RAT (such as Wi-Fi
802.11n and many other) when:

The authentication is achieved,

The integrity control of the initial estimation of the propagation channel and of the computed beamforming is
sure,

No clear text messages report on CIR measurement is transmitted.

Further studies in WP 3 and WP 4, and further developments of WP 5 will complete these preliminary analyses on
artificial noise. Focus will be made on suitable extensions of the concept to FDD modes, and on practical
implantations for public RATSs.

Relevant to tag signal and tag channels, preliminary radio studies and simulations carried out in the case of Wi-Fi
links with Winner Il propagation models enable us to conclude that a parameterization of tag channels close to UMTS
pilots (meaning with DSS sequences similar as the well-known Kasami sequences or Gold sequences and processing
gains of roughly 40 to 45 dB, and with a global signal to noise+interference ratio (TSNR) in the interval of -10 dB to -
25 dB) leads to:

Low synchronization thresholds of tag signals that ensure low false alarm rates, in any kind of realistic
environments,

Good results for the Probability of Synchronization (PS) of tag signals, even if it depends on the propagation
environment and drops in harsh conditions. In the worst propagation scenarios, PS greater than 70% is
always achievable for TSNR greater than -15 dB. PS better than 90% is achieved in most of the propagation
scenarios for TSNR superior to -25 dB. In any case, post processing techniques would improve these native
performances),

Good accuracy of the estimators of the radio channel estimations (TSNR, CIR), which thus provide interesting
perspectives for secrecy coding and secret key generation based on tag signals measurements,

Low impact of tag signal on the demodulation of the Wi-Fi user signal, when TSNR is lower than -15 dB,

Requirements for self-mitigation performances that are compatible with the state of the art in the domain of
Full-Duplex radio communications,

Good potential security upgrades of the legitimate link at the earliest stages of a TDD RATs are expected
thanks to the progressive introduction of the propagation randomness in the interrogation/acknowledgement
procedures supported by tag signals. This leads to a preliminary authentication of the legitimate transmitters
and receivers and to the establishment of a security pair between Alice and Bob before further transmission.

Further studies of WP 3 WP 4 and some developments of WP 5 and WP 6 will complete these preliminary analyses
on tag signals and tag channels, deepen considerations relevant to the self-interferences mitigation, search suitable
extensions of the concept to FDD modes, and finally study practical implementations for public RATSs.
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6 Annex 1: brief description of 802.11 OFDM Wavefor

6.1

Introduction

ms

IEEE 802.11 is a set of MAC and PHY specifications for implementing WLAN (Wireless Local Area Network). It is
commonly known as Wi-Fi. It is a serial of half duplex techniques that use the same basic protocol. The different
versions of IEEE 802.11 use mainly two modulation techniques: DSSS and OFDM. In this document, only the OFDM
waveforms are described and processed. The signal is sent in frames whose length is variable depending on the
nature of the frame (management, control, data) and the amount of information to transmit.

Among all the IEEE 802.11 versions, the following ones use OFDM:

802.11a: Released in 1999, it allows transmission and reception of data at rates of 1.5 to 54 Mbit/s at
5.8 GHz. It has seen widespread worldwide implementation, particularly within the corporate workspace.
While the original amendment is no longer valid, the term "802.11a" is still used by wireless access point
(cards and routers) manufacturers to describe interoperability of their systems at 5.8 GHz, 54 Mbit/s. The
physical layer of 802.11a is described in details in section 6.2.

802.119g: Released in 2003, this works in the 2.4 GHz band, but uses the same OFDM based transmission
scheme as 802.11a. It operates at a maximum physical layer bit rate of 54 Mbit/s. The then-proposed 802.11g
standard was rapidly adopted by consumers starting in January 2003, well before ratification, due to the
desire for higher data rates as well as to reductions in manufacturing costs. By summer 2003, most dual-band
802.11a/b products became dual-band/tri-mode, supporting a and g in a single mobile adapter card or access
point. The physical layer of 802.11g is described in details in section 6.2.

802.11n: Released in 2009, it is an amendment which improves upon the previous 802.11 standards mainly
by adding MIMO (Multiple Input Multiple Output) and wider channels (40 MHz vs. 20 MHz). 802.11n operates
on both the 2.4 GHz and the lesser used 5 GHz bands. It operates at a maximum net data rate from 54 Mbit/s
to 600 Mbit/s. The physical layer of 802.11n is described in details in section 6.3.

802.11ac: Approved in 2014, it is an amendment that builds on 802.11n. Changes compared to 802.11n
include wider channels (80 or 160 MHz vs. 40 MHz) in the 5 GHz band, more spatial streams (up to 8 vs. 4),
higher order modulation (up to 256-QAM vs. 64-QAM), and the addition of multi-user MIMO. The physical
layer of 802.11ac is not described this document.

6.2 Physical Layer of 802.11a and 802.11g

The main characteristics of the OFDM symbols used in 802.11a and 802.11g are summarized in Table 5.

Table 5: Main characteristics of an 802.11a and 802.11g OFDM symbol

. . Inter- Number of Number | Number
g’h:;?]el t())a %%ﬁ'gt?] Sagt)elmg carrier ;I;I; subcarriers of data of pilot CP size
P 9 spacing (excluding DC) | carriers | carriers
20 MHz 16.25 MHz 20 Mcps | 312.5 kHz 64 52 48 4 16 samples
10 MHz 8.125 MHz 10 Mcps 156.25 64 52 48 4 16 samples
kHz
5 MHz 4.0625 MHz 5 Mcps 78.125 64 52 48 4 16 samples
kHz

The structure of an 802.11a or 802.11g frame is described in Figure 64. It includes:

In the following, all values are given for the 20 M

A Physical Layer Convergence Procedure (PLCP) preamble, described in section 6.2.1.
A signalization field, described in section 6.2.2.

A data field, described in section 0.

Hz channel spacing case.
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Figure 64: Structure of an 802.11a or 802.11g frame

More details about the OFDM physical layer of 802.11a and 802.11g can be found in chapter 18 of [101].

6.2.1 PLCP Preamble

The PLCP preamble is a fully known sequence of 16 ps (i.e. 320 samples). It comprises the Short Training Field
(STF) and the Long Training Field (LTF). Each one lasts 8 ps.

The STF is made of 10 identical short OFDM training symbols. A short training symbol consists of 12 QPSK
modulated subcarriers (1 every 4 subcarriers). The fact that only the subcarriers with indices that are multiple of 4

have non-zero amplitude results in a periodicity of — . A short OFDM training symbol does not have a cyclic
prefix.

The LTF is made of 2 identical long OFDM training symbols. A long training symbol consists of 52 BPSK modulated
subcarriers. One single cyclic prefix for the 2 symbols is added but it is two times longer than the regular cyclic prefix
(1.6 ps vs. 0.8 ps).

The PLCP preamble can be used for signal detection, synchronization, AGC (Automatic Gain Control), frequency
offset estimation, time and frequency channel estimation, etc. It will be described in section 4.5, how it is used in our
multi-antenna interceptor.

6.2.2 Signalization Field
As described in Figure 65, the signalization field contains information necessary to demodulate the data field i.e.:

The data rate, coded on 4 bits, from which can be deduced the modulation (BPSK, QPSK, 16-QAM and 64-
QAM) and the coding rate (1/2, 3/4 and 2/3) of the convolutional encoder.

The length field indicating the number of bytes in the PSDU (PLCP Service Data Unit) that the MAC is
currently requesting the PHY to transmit. It is coded on 12 bits.

It also contains:
1 reserved bit set to 0.
1 parity bit.
6 tail bits set to 0.

RATE R LENGTH P TAIL

«—4 bits—«>¢——12 bits———H¢1»e—6 bits—>

Figure 65: Signalization field bit assignment

It consists in a single BPSK modulated OFDM symbol whose bits are encoded with a convolutional code at a rate of
0.5 and interleaved.
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6.2.3 Data Field

As described in Figure 66, the data field contains the service field, the PSDU, the tail bits and, if needed, the pad bits.
All bits in the data field are scrambled.

The service field contains 16 bits. The 7 first bits are set to 0 and are used to synchronize the descrambler at the
reception. The next 9 bits are reserved and set to 0.

The tail bits are 6 bits set to 0 to return the convolutional encoder to the zero state in order to improve the error
probability of the convolutional decoder.

The pad bits are used so that the number of transmitted bits is a multiple of the number of bits per OFDM symbol.

16 bits » +6 bits+»
SERVICE PSDU TAIL PAD
.S.cr.an.wbll.ng Reserved
initialization
7 bits P 9 bits »

Figure 66: Data field structure

The data bits are scrambled, encoded with a convolutional encoder, interleaved, modulated then mapped to
subcarriers.

6.3 Physical Layer of 802.11n

802.11n is often referred to as HT (High Throughput) 802.11.

The main characteristics of the HT OFDM symbols used in 802.11n are summarized in Table 6.

Table 6: Main characteristics of an 802.11n HT OFDM symbol

FF
Channel Occupied Sampling | Inter-carrier | T SI\:JL:)?:r?ire(r); '\(I)Lf";]abg '\(I)Lflr;'i?;r CP size
spacing bandwidth Rate spacing siz (excluding DC) | carriers | carriers
e
20 MHz 16.25 MHz 20 Mcps | 3125kHz | 64 56 52 4 8 or 16
samples
40 MHz 35.625 MHz 40 Mcps | 312.5kHz | 128 114 108 6 16 or 32
samples

In the following, all values are given for the 20 MHz channel spacing case.

The structure of an 802.11n frame is described in Figure 67. It includes:
A Physical Layer PLCP preamble, described in section 6.3.1.
A signalization field, described in section 6.3.1.
An HT signalization field, described in section 6.3.2.
An HT short training field, described in section 6.3.3.
An HT long training field, described in section 6.3.4.

A data field, described in section 6.3.5.
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Figure 67: Structure of an 802.11n HT frame
More details about the OFDM physical layer of 802.11n can be found in chapter 20 of [101].

6.3.1 PLCP preamble and Signalization Field

The PLCP preamble and the signalization field are designed the same way as in 802.11a. Nevertheless, in the MIMO
case a different cyclic shift is applied on the signal of each spatial stream. Cyclic shift is used to prevent unintentional
beam-forming when the same signal is transmitted through different spatial streams or transmit chains.

6.3.2 HT Signalization Field
The HT signalization field contains information necessary to demodulate and interpret the data field in the HT case
i.e.

The Modulation and Coding Scheme (MCS), from which can be deduced the modulation (BPSK, QPSK, 16-
QAM and 64-QAM), the coding rate (1/2, 3/4, 2/3 and 5/6), the number of spatial streams, the number of
Binary Convolutional Code (BCC) encoders, if EQM (EQual Modulation) or UEQM (UnEQual Modulation) is
used on each spatial stream.

The type of FEC coding (BCC or LDPC).

The bandwidth (20 or 40 MHz).

The length of the CP.

The number of bytes in the PSDU that the MAC is currently requesting the PHY to transmit.

The number of space time stream when Space Time Bloc Coding (STBC) is used.

The number of extension spatial stream, from which can be deduced the number of HT-LTF symbols.

Is channel estimate smoothing recommended? If 95% of the sum of the energy from all impulse responses of
the time domain channels between all space-time streams and all transmit chain inputs is contained within
800 ns, the smoothing bit should be set to 1. Otherwise, it shall be set to 0.

Is the PPDU a sounding one? When the number of space-time streams is less than the number of
transmitting antennas, sending only HT-LTFs does not allow the receiver to recover a full characterization of
the MIMO channel, even though the resulting MIMO channel measurement is sufficient for receiving the data
field of the HT PPDU. However, there are several cases where it is desirable to obtain as full a
characterization of the channel as possible, thus requiring the transmission of a sufficient number of HT-LTFs
to sound the full dimensionality of the channel. These cases of MIMO channel measurement are referred to
as MIMO channel sounding.

It also contains:
A 8 bit CRC.
1 reserved bit set to O.
6 tail bits set to O.

It consists in two QBPSK ( rotated BPSK) modulated OFDM symbols whose bits are encoded with a convolutional
code at a rate of 0.5 and interleaved. The number of subcarriers corresponds to the ones in the non-HT case. This is
done to accommodate the estimation of channel parameters needed to robustly demodulate and decode the
information contained in the HT signalization field.

In the MIMO case a different cyclic shift is applied on the signal of each spatial stream. The cyclic shits are the same
as for the PLCP preamble and the signalization field.
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6.3.3 HT Short Training Field

The HT STF is made of 5 identical short OFDM training symbols. The short OFDM training symbol is the same as the
802.11 a one, described in section 6.2.1.

In the MIMO case a different cyclic shift is applied on the signal of each spatial stream. The cyclic shits are not the
same as for the PLCP preamble, the signalization field and the HT signalization field.

6.3.4 HT Long Training Field

The HT LTF has two parts. The first part consists of one, two or four HT LTF symbols that are necessary for
demodulation of the data portion of the PPDU. These HT LTFs are referred to as HT DLTF. The optional second part
consists of zero, one, two or four HT LTF symbols that may be used to sound extra spatial dimensions of the MIMO
channel that are not utilized by the data portion of the PPDU. These HT LTF are referred to as HT ELTF.

The HT LTF is made of identical (to a multiplicative coefficient equal to 1 or -1 depending on the spatial stream and on
the index of the symbol) HT OFDM symbols. It consists in 56 BPSK modulated subcarriers.

In the MIMO case a different cyclic shift is applied on the signal of each spatial stream. The cyclic are the same as for
the HT STF.

6.3.5 HT Data Field

If BCC encoding is used, the HT data field is as described in Figure 66, except that the number of tail bits can be
equal to 6 or 12 depending if the number of encoders is equal to 1 or 2.

In the MIMO case a different cyclic shift is applied on the signal of each spatial stream. The cyclic are the same as for
the HT STF and the HT LTF.

6.4 MAC level of 802.11

The MAC level of the different 802.11 standards is the same.
As described in Figure 68, each MAC frame consists of the following components:

A MAC header which comprises frame control, duration, address, optional sequence control information,
optional QoS control information (QoS Data frames only) and optional HT control fields (HTC frames only).
The type and subtype of the frame are coded in the frame control. There are 3 types of frame (management,
control and data) and 39 subtypes.

A variable-length frame body, which contains information specific to the frame type and subtype. The
minimum length of the frame body is 0 bytes. The maximum length of the frame body is defined by the
maximum length MSDU plus the length of Mesh Control field, if present, plus any overhead for encryption, or
by the maximum length A-MSDU plus any overhead for encryption. The overhead for encryption is described
in section 11 of [101]. When the Mesh Control field is present in the frame body, the Mesh Control field is
encrypted as a part of data.

A 32 bits CRC.
MAC header:
Frame Duration Address 1| Address 2 | Address 3 Sequence Address 4 QoS HT Frame body CRC
control ID control control control

2 bytes—¢-2 bytes—6 bytes—-6 bytes——6 bytes—-2 bytes¢-6 bytes—»2 bytes—¢4 bytes—«—0 to 7951 bytes—«4 bytes—

Figure 68: MAC frame format

More details about the MAC level can be found in section 8 of [101]
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7 Annex 2: IEEE Article submission - Design and pro  cessing tag signals
to provide radio advantage and improve early authen  tication of nodes
and terminals without prior keys - Perspectives for secrecy
enhancement in public wireless networks

7.1 Keywords

Radio Access Technology (RAT); AUTHentication (AUTH); PHYsical Layer SECurity (PHYSEC); Full-Duplex (FuDu);
Direct Spread Spectrum (DSS); Self Interference Mitigation (SIM); Single Input Single Output (SISO); Multiple Input
Multiple Output (MIMO); Single Input Multiple Output (SIMO); Eavesdropper (Eve).

7.2 Abstract

Given the growing importance of wireless technologies, the privacy and reliability of information exchanged over the
radio link are now major societal challenges for both personal and professional uses. Unfortunately, worldwide mass-
market wireless Radio Access Technologies (RAT) present severe lacks of security coming from the difficulty to
implement secrecy schemes without sharing prior information. Indeed, first messages for signalling and network
access are very often unprotected.

This paper aims to present a new way to improve security of wireless public networks thanks to early authentication
protocols of transmitter devices based on tag signals. These adaptive self-interfered and co-located signals are
transmitted by nodes and terminals under their own signalling. By applying a suitable design and processing
presented in this article, tag signals first enable interrogation, radio-channel measurement and acknowledgement
procedures, and then provide radio advantage and enhanced privacy against any kind of eavesdropper. Simulation
results reveal the efficiency of the technique for realistic Wi-Fi radio links, generated by the Winner Il propagation
model. Requiring no prior key distribution, tag signals should support many aspects derived from physical layer
security concepts such as key generation and secrecy code computation. This work is supported by the PHYLAWS
FP7 project [1].

7.3 Introduction

The growing use of wireless devices over the last two decades highlights the importance of securing exchanged
information. This concern is even more significant when considering future RATS, like cognitive networks, which will
share geo-referenced sensing information and radio allocations. Protecting such sensitive information has now
become a main challenge and concerns both stakeholders and regulators.

Moreover, several analyses [1, 4] on existing and future eavesdropper threats, whether passive, active or Man In The
Middle (MITM), have shown that prior authentication of the legitimate radio nodes and terminals is a critical item of
security in public RAT. However a prior distribution of cryptographic keys for the worldwide mass-market of public
networks and for an unlimited number of devices is unachievable. Besides, most current key establishment protocols
and secrecy schemes need preliminary signalling exchanges which are unprotected and weak against attacks. These
flaws are present in popular RATs like Wi-Fi, GSM, CDMA2000, UMTS and LTE. Even conventional Diffie-Hellman
schemes [16] need authenticated exchanges to cope with MITM intrusions.

This article aims at strengthening authentication of radio devices. This major improvement is realised by using
advanced furtive and adaptive self-interfered radio signals, called tag signals, and by applying dedicated interrogation
measurement and acknowledgement protocols. First, the concepts of tag signals and relevant radio-exchange
protocols are explained in 87.4. We highlight how the self-interfered nature of tag signals can give a radio advantage
to the legitimate receivers at the early stages of the negotiation. Simultaneously, taking advantage of the radio
propagation randomness enables to achieve progressive privacy when facing any kind of eavesdroppers without prior
key distribution.
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The design of tag signals is detailed in § 7.5, and the related processing is described in 87.6. In 87.7, radio-
considerations are provided about requirements for self-interference mitigation (SIM), and relationship to Full-Duplex
technologies is outlined. 87.8 presents simulations concerning synchronization and measurement performance of tag
signals for Wi-Fi. The radio-link simulates realistic channels [100] and tag signals are modelled by Kasami sequences
[65]. As a result, the radio advantage brought by tag signals could make possible the implementation of PHYSEC
based concepts. Perspectives, links with the exploitation of the radio channel randomness for key and secrecy code
establishment are underlined as a conclusion in §7.9.

7.4 Definition and purpose of tag signals

In the following, we consider a communication system formed by two legitimate users: Alice (node) and Bob
(terminal); and one eavesdropper: Eve (Figure 69).

Legitimate
regular signals
—
—_

Forward tag signal
Return tag signal

Signal attack
le=y,” byEve

Figure 69: Configuration of the legitimate nodes (Alice), legitimate terminal (Bob), and eavesdropper (Eve)

Figure 70 illustrates the principles of tag signal design and processing in a TDD network under the hypothesis of
channel reciprocity.

Tag signals are low power signals containing identification information, which are emitted under dominant signals
(Figure 70-A) in self-interfered radio schemes. Exchanges of Forward (FWD) and Return (RTN) tag signals build
successive sequences of interrogation and acknowledgement (Figure 70-B), such as in radio systems designed for
Identification of Friend and Foe (IFF). Authentication involves propagation channel measurements performed through
tag signals processing. The aim is to take advantage of the randomness of the legitimate radio link to adaptively
modify the design of tag signals at each new interrogation, and implement PHYSEC concepts such as secret key
generation or secrecy code to secure the communication.

To achieve good protection face to eavesdropper while enabling accurate radio-channel estimation, tag signals must
use wide band Direct Spread Spectrum (DSS) signal under the signalling carrier of nodes and terminal (Figure 70-A).
Thus, Tag to Signal power Ratios are negative (TSR<O in decibel (dB)). Moreover, DSS tag signals can be tuned with
long Tag Code Period (TCP) and high Spreading Factor (SF) with respect to the symbol duration of the dominant
signal. The high relevant Processing Gains (PGs) help to overcome the low TSR while disturbing attackers (Figure
70-C) and improve the Self-Interference Mitigation (SIM) of the dominant signals. High PGs also enable accurate
radio-channel measurements.
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Figure 70 illustrates the basic DSS design with long periods negative TSR and high SF, and outlines several added
protections which may be combined to the transmission protocol of tag signals:
- Un-coordinated Spread Spectrum schemes (USS) [63] and Time Jitter (TJ) make the transmitted time and
DSS code for interrogation and acknowledgement unpredictable for Eve.

On-going measurements of radio-channels between Alice and Bob are performed to adaptively modify the
design of the tag signals.

Finally, since the first acknowledgement, the construction of tag signals commutates from initial public set of codes
(for the first interrogation) to DSS code that is no longer predictable by Eve, because the tag signal determination
becomes fully dependent on the legitimate radio-channel.

The whole protocol leads to a growing radio advantage and an improved protection of exchanged messages between
Alice and Bob, whatever the nature of Eve (Passive, Active, MITM).

\ o y Alice’s  3) Forward tag DSSS Cryp
""""""""""""""""" NeL ST side Propagation dependant
A acknowledges Cgyy by sending C'ryp

( ) made dependant of estimated CIRgy
B dispreads C'r,p and estimates CIR'rp

A
RTN Tag Siog rTn

) . . A frequency >
A- Radio configuration OR DSSS C
SNR: Signal to Noise Ratio P) et”"t'.tagd o
TSR: Tag to Signal Ratio (no tag: TSR=-=) Tfopagation depencant Bob’s tag
TSNR: Tag to Signal + Noise Ratio (no tag: TNSR=-=) Alice’s tag B acknowledges Cry,p by sending C'ryy under
under made dependant of estimated CIRgp Return
Non authorized Rx Authorized Rx dominant A dispreads C'rry and estimates CIR'rm signaling

=> No Tag detection = FWD Tag detection broadcast "X
= RTN Tag detection

Forward
Output signaling = sw
signal

Detection

Threshold

K) Forward and return secrettags DSSS C(K),,p and CKpry
A and B establish C®),5, and Ckigpy
Full dependence on legitimate radio-channel

& »
< »

C- Matched processing B- Exchange chart over the air

Figure 70: Main principles of tag signals in TDD networks; radio configuration (A), exchange chart over the air (B),
processing (C)

7.5 Design of tag signals

Regarding security considerations, a full arbitrary design of the DSS codes used for tag signals would bring the best
protection. Unfortunately building large sets of low correlated and long length arbitrary sequences requires heavy
computations, especially when the TCP exceeds 2'% and when the required number of sequences approaches
(TCP/2)”2 [65]. Moreover, the set of sequences must have good correlation properties to be correctly synchronized by
legitimate receivers and to allow accurate measurement of radio-channel. The Welsh bounds [65] Prove that
significant sets of orthogonal sequences of length TCP can be built up to side lobe level close to TCP? (periodic
correlation) and (2*TCP)'”2 (a-periodic correlation). Several classical codes (Gold, Kasami, dual-BCH) present such
combinatory and orthogonally properties [65]. However, in practice, classical codes can be easily generated and
tested by advanced eavesdroppers. Therefore, their use as “pure codes” has to be avoided. Nevertheless slight
modifications and combinations of such codes may offer good trade-off considering security, synchronization and

complexity. For example, a pseudo-random or an arbitrary puncturing of a few code samples per code
period breaks the determinism of the generation and increases the global period of the DSS code. This slightly alters
the properties of the sequences and the risk of synchronization false alarm.
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In the following simulations, for simplicity considerations, we use the small group of Kasami sequences of period
TCP=2"-1. These codes are representative of good DSS codes: the size of the set (2'%/2), the occurrence and the
level of correlation side lobes are compatible with our requirements for combinatory and synchronization [65].

7.6 Receiving and processing tag signals

The USS and TJ scheme, the native interference level TSR, the TCP and the SF of the tag signal are adjusted
following the basic principles described hereafter.

The USS scheme [63] combined with TJ rules the protection of initial interrogation and acknowledgement between
legitimate transmitter and receiver. They prevent active and MITM attacks by inducing unsolvable latencies at Eve’s
side. Eve can never anticipate which code will be acknowledged by Bob (even when she knows the set of tag signals
transmitted by Alice and Bob in the first exchange). She has thus to wait until Bob’s answer to know which DSS tag
was the one expected by Bob. In order to strengthen the confusion at Eve’s side, the size of the USS and TJ sets
shall be significant enough, typically both around than 10. Thus, the first interrogation and acknowledgement
sequence keeps reasonable latencies while decreasing dramatically the probability for Eve to transmit the same code
at the same time as Alice or Bob (typically 0.01). Finally, active or MITM Eve cannot compensate her latencies with
respect to Alice and Bob (her late time of arrival is a strong discriminant of Foes for legitimate receivers applying
simplified Rake receiving [49]) while passive and MITM Eve lose the knowledge of the tag DSS codes as soon as it
turns dependent on the legitimate channel.

The TSR parameter leads the radio advantage and the protection of legitimate link face to Eve: TSR lower than -10
dB practically achieves good protection for arbitrary DSS codes unknown by Eve. TSR less than -20 dB decoys most
practical Eve’s attempt for blind recovery of DSS signals, even when built with classical deterministic codes issued
from combined shift registers. Thus, the radio advantage is achieved as soon as the design of tag signals of low TSR
is unknown by Eve. This condition occurs for example when the design of tag signal is made dependent on the
legitimate Alice-Bob propagation channel uncorrelated of the attacker Eve Channel.

In general, the Bandwidth (BW) and the Integration Time (IT) determine the optimal Processing Gain (PG) at
receivers, so that the input Tag to Signal + Noise ratio (TSNR) combined with PG must exceed the noise floor with a
given margin M’ (Figure 70-C). In simplified transmission schemes for tag signals, PG applies such as a power
amplification, the TCP is adjusted to the symbol duration T of the dominant signalling channel, IT=T and the
bandwidth of the dominant and tag signals are equal. Thus, when considering additive Gaussian noisy and interfering
contributions, PG=BW*IT=SF, is achieved with conventional matched filtering based on cross-correlation processing
[49], and the synchronization occurs when the following simplified relation is verified: SF M'-TSNR in dB. A typical
margin M’=10 dB achieves a false alarm rate of 10" for detection probability of 0.8 in a Gaussian channel, while more
realistic assumptions for propagation penalty due to masking and fading lead to 15 M’ 20 dB (see § 7.8).

7.7 Self-interference mitigation (SIM) in the recei  vers’ processing

In the basic radio transmission described above, all signals (tag and dominant signalling) are present on the same
carrier and slots. Therefore, in order to receive and synchronize RTN tag signals from Bob, Alice’s receiver must first
mitigate high level self-interference due to her own FWD dominant signalling. Simultaneously, additional noisy and
interfering contributions in the received signal mixture must also be overcome (including Alice’s receiver noise,
interferences due to Bob’s RTN signalling over Bob's tag signal if any, etc.). Same requirements apply at Bob’s side.
The SIM processing performed by Alice subtracts her own FWD dominant signalling by using judicious geometry of Tx
and Rx antennas, antenna processing (except for SISO case) and processing gain at the synchronization step of RTN
tag DSS codes. Same receiving processing applies at Bob’s side when Bob transmits RTN dominant signalling. We
note that SIM techniques are basic components of Full-Duplex (FuDu) RATs [81, 85] even if, in our case, SIM
techniques are re-used for security purpose of the radio signals instead of spectrum efficiency.

The complete processing at Alice's side is thus the following: first she applies self-interference mitigation (SIMajice) of
its dominant signal (Srwo,aice), then she gets the processing gain by performing matched filtering to the RTN tag DSS
code (PG=SF in simplified SISO case of cross-correlation processing). This technique helps to compensate the
propagation losses Lyopagaiion @Nd to reject every other noisy contributions such as receiver noise (Naice), residual self-
interference of Alice (Srwp alicetSIMaiice) @and Bob’s dominant signal (Srrn,sob) if @any. The global output ratio, or Tag to
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Interference + Noise Ratio, (TINRgTnaice) Of the return tag signal to the global interference plus noise signal is finally
related by such Eq. 7- lin dB:

TIN RRTN,AIice=SF+ [(SRTN,Bob+TSRRTN,Bob)+ Lpropagation]_[(SFWD,AIice'|'S I MAIice) TNAIiceT(SRTN,Bob+ Lpropagation)] Eq. 7-1

Where values are expressed in dBm or dB, + is the conventional addition of dB values, and 1 is the dB expression of
addition of real values, i.e. xty=10.l0g;0(107°+10""%).

This equation shows the dependence of TINRgrrn alice ON transmit power of the RTN tag signal (Srtn gobt TSRrTN,B0b) at
Bob’s side, on the inpUt TSNRRTN,AIice=(SRTN,Bob"'TSRRTN,Bob)"'Lpropagation'(NAIiceT(SRTN,Bob+Lpropagation)) at Alice’s side, and
on the residual self-interference (Sewp aicetSIMaiice) at Alice’s side after SIM processing.

Same processing applies at Bob’s receiver, leading to Eq. 7- 2 when permuting index FWD and RTN and index Alice
and Bob:

TIN RFWD,Bob=SF+ [(SFWD,AIice"'TSRFWD,AIice)"' Lpropagation]_[(SRTN,Bob+S I IVIBob) TNBobT(SFWD,AIice+ Lpropagation)] Eq. 7-2

Table 7 summarizes the global performance of processing, depending on requirements for self-interference mitigation
at Alice’s and Bob’s side. In this case, we consider a typical 802.11n link of bandwidth 20 MHz; a node Alice with a
total transmit power of 1 W (30 dBm) and a receiving noise of -95 dBm; a terminal Bob with a total transmit power of
0.1 W (20 dBm) and a receiving noise of -95 dBm; TSR values fixed for Alice (-20 dB) and variable for Bob (0, -10 dB
and -20 dB); SF value of 42 dB provided from DSS codes of period 2% mean propagation losses Lyopagation=—100 dB.

Table 7: Examples of radio scenarios relevant for tag signals

Alice Bob
FWD | FWD | FWD| hyp | Rx Input | Output | Sig RTN | RTN | hyp | Rx Input | Output
Sig Tag TSR | SIM | Input | RTN | RTN RTN Tag TSR | SIM | Input | FWD | FWD
TSNR | TINR | TINR TSNR| TINR | TINR
dBm | dBm dB dB. | dB dB dB dBm dBm | dB dB. | dB dB dB
30.0 |10 -20.C |-8E  |15.C -25.0 17.C |0.C 20.0 -8 |-20.C |-26.Z 15.¢
30.0 |10 -20.C [-9C  |15.C -20.0 22.C |0.C 20.0 -8 |-20.C |-23.C 19.(

30.0 |10 -20.C -9 |-10.1  |-25.% 16.5 |19.¢ 9.€ -10.C |-8E |-20.C |-26.2 15.¢
30.0 |10 -20.C |-10C |-10.1 |-20.¢ 21.2 |19.¢ 9.€ -10.C [-9C  |-20.C |-23.C 19.C
30.0 |10 -20.C |-10t |-20.1 |-26.2 15.¢ |20.( 0.0 -20.C [958 |-20.C |-21.Z 20.¢
30.0 |10 -20.C |-11C |-20.1 |-23.1 18.¢ |20.( 0.0 -20.C |-10C |-20.C |-20.¢ 21.¢

Note that -85 dB for SIM requirement is a typical value of FuDu technology, while -110 dB corresponds to the best
state of the art mentioned in recent publications [85].

7.8 Simulation of tag signals in Wi-Fi links

In this section, we present simulations relevant to generation, synchronization and processing of tag signals. The aim
is to evaluate the performance of the techniques for both Gaussian and realistic environments generated by the
Winner Il channel model [100]. Algorithms for synchronization and radio-channel estimation from tag signals are
implemented and tested for different propagation conditions. SIM processing, which is not taken into account here, is
supposed to be performed earlier in the receiving chain. Therefore, our simulations are basically performed with
respect to TSR and TSNR values, but they can be interpreted too by replacing TSNR by input TINR values to take
into account all residual interfering and noisy contributions after SIM processing.

The simulation of the dominant signal transmitted by Alice follows the 802.11n standard [102]. We consider a 20 MHz
bandwidth OFDM SISO signal divided into 64 subcarriers (including 8 empty carriers and 4 pilots carriers) using a
QPSK modulation. All signals are generated in baseband and the complex sampling frequency is 20 MHz (respecting
Nyquist condition). Bob’s receiver processes the FWD Wi-Fi dominant signal with conventional SISO demodulator
detailed in [103].
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7.8.1 Insertion of tag signal

Tag signals are selected from the small group of Kasami of order 14, thus TCP=2"-1, and PG=42 dB (see 8§ 7.6 and
87.6).

Alice’s transmitter sends tag signals with variable TSR below the main Wi-Fi signal (from TSR=-30 dB to TSR=-10 dB
for FWD tag signal emitted by Alice); Bob’s receiver processes tag signals with various TSNR depending on transmit
TSR, propagation losses and receiving noise.

Figure 70-A recalls the physical signification of these parameters; Eq. 7- 1 and Eq. 7- 2 show how these different
guantities combine with SIM in the global energy budget for tag reception (parameter TINR). Note that even if the
FWD sense is only considered, simulation results also apply to RTN sense when including all contributions in the
definition of the RTN TSNR and TINR at Alice’s receiver.

7.8.2 Channel models

Propagatlon of the tag signal can follow two kinds of channel model:
The first one is the Additive White Gaussian Noise channel (AWGN). This single and constant path model
allows easy predictions regarding energy budget of and signal processing performance (see 87.6). However,
it is the worst case relevant to uncorrelated propagation randomness between Bob and Eve, and considering
PHYSEC opportunities. Thus, this elementary case is mainly used as a reference for other models.

The second one is the Winner Il channel model [100]. Thanks to a choice of judicious parameterization (see
[100, 103]) this model can simulate realistic propagation environments and take into account spatial
correlation between links (Alice-Bob, Alice-Eve, Bob-Eve). As a consequence, this model is a good way to
study the efficiency of the algorithms applied to tag signals and to measure PHYSEC capacities. Among the
different propagation scenarios proposed in [100], we decide to focus on two particular cases:

o The first one is the Indoor Office/Residential Line Of Sight (LOS). This environment is interesting
considering further practical Wi-Fi experimentations. Its main characteristic is a main path of high
amplitude.

o0 The second one is the Indoor Office/Residential Non Line Of Sight (NLOS) which interest relies on
the comparison with the LOS case. In NLOS conditions, the number of paths is larger and the
amplitude difference between the main path and multipath is much smaller than in LOS.

Simulations in other propagation scenarios are studied in [103], where results for worse propagation conditions, such
as bad urban micro-cell environment, are also developped.

7.8.3 Simulation results

Simulations are performed in a Single Input Single Output (SISO) case in the three environments described above.

7.8.3.1 Synchronization probability

The first results focus on the synchronization capability of tag signals (Figure 71). We perform a Minimum Mean
Square Error (MMSE) algorithm on the received sighal and we ensure a Probability of False Alarm (PFA) of 1% with a
synchronization threshold determined by a significant number of statistical draw ( 1000) [103]. The probability of
synchronization itself is determined over 100 statistical draws for the different propagation conditions and TSR as a
function of the SNR. We first observe that the environment and the TSR value impact the processing. Performance is
indeed better in LOS conditions and for high TSR. Nevertheless, when TSR -20 dB and SNR 0 dB, a synchronization
probability of at least 88% is achieved in any environment (95% in LOS environment). Finally, synchronization
performance is significant for TSR above -20 dB and for positive SNR [103].
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—l— TSR =-15dB AWGN
—@— TSR =-15dB Indoor LOS
—— TSR = -15dB Indoor NLOS
—l— TSR =-20dB AWGN
—@— TSR =-20dB Indoor LOS
—— TSR = -20dB Indoor NLOS
=—fl— TSR = -25dB AWGN
—@— TSR =-25dB Indoor LOS
—3— TSR = -25dB Indoor NLOS
—l— TSR =-30dB AWGN
—@— TSR =-30dB Indoor LOS
—3— TSR = -30dB Indoor NLOS

Figure 71: Probability of synchronization as a function of SNR for different propagation conditions - PFA = 1% - 100
statistical draws per point

7.8.3.2 TSNR and propagation channel estimation err  or

Further, results concern the use of received tag signal as a support for radio-channel measurements in order to
implement secrecy concepts Figure 72.

7.8.3.2.1 TSNR estimation error

First, we simulate measurements of the TSNR. TNSR is a basic input for the control the Quality of Service inside the
Medium Access Control layer of radio receivers. An accurate estimation of TSNR confirms as well the good detection
and processing of tag signals. Formulas and algorithms to provide estimate from received signals are derived
in [103]. The red curves of Figure 72 represent the average error versus the input SNR for different TSR values (solid
line: bias of TSNR estimation; dashed lines: the solid line +/- the standard deviation. The green curve represents the
average error versus the input TSNR (TSNR values including all combinations of TSR and SNR values). Every
simulation point is averaged over 100 generations. For TSNR measurement, it appears that the propagation scenarios
have no significant impact on performance [103]. That is why only results for Indoor Office LOS are presented. As
expected, errors decrease when TNSR increases. Moreover, similarly to synchronization probability, we note that
accurate estimations are achieved for TSR -20 dB. For such TSR values, bias remain low (0.2 dB) down to a SNR of
0 dB (corresponding to a TSNR of -21.5 dB). Besides, the standard deviation remains low ( 0.3 dB), and decreases
with the SNR without dependence on the TSR.

7.8.3.2.2 Channel propagation estimation error

The propagation channel vector h=(hp)p-1,..p (P: number of resolved paths) is another important quantity to measure
accurately. is a classical input of equalization processing inside the Physical Layer (PHY) of radio receivers, and is
at the root of secret keys generation from channel taps, as described in [104, 105], or computation of secret codes, as
described in [15, 106]. The estimation technique of is explained in [103]. The P paths , of the estimated channel
vector , are then compared to the real ones h,, in order to evaluate the relative estimation error by using Eq. 7- 3,
where E[] denotes the expectation operator.

e Eq.7-3
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The blue curves of Figure 72 show the error of propagation channel estimation versus the SNR for different TSR. The
black curve represents the average error versus the TSNR. As for TSNR estimation, we note [103] that the
propagation scenarios do not significantly impact the estimation error, and we only represent results for the Indoor
Office LOS environment. One more time, we observe that error decreases when TSNR or TSR increase. Error
remains low for TSR -20 dB and SNR 0 dB or TNSR -20.0 dB. Moreover, the very close performance obtained
between the AWGN and Winner Il channels underlines the resilience of the estimation algorithm.

Figure 72: TSNR estimation error and propagation channel estimation error as a function of the SNR for different
TSR, and as function of TSNR - Indoor Office LOS propagation channel - 100 draws per point

Finally, the above results prove that reliable estimation of propagation channel based on tag signal processing is
possible. This opens many perspectives for implementing PHYSEC concepts.

7.8.3.3 Demodulation performance

Last results concern the quality of the demodulated dominant signals (Figure 73). The aim is to verify how the
presence of tag signal may alter demodulation performance of data bits. Figure 73 shows the evolution of the BER as
a function of the SNR for several TSR values and propagation environments (red curves: AWGN, blue curves: LOS;
black curves NLOS, 1000 statistical draws per point). Here, the BER is relevant to the demodulated bits after
removing the cyclic prefix (16 symbol over 80) and before code correction. The SNR definition takes into account
empty subcarriers and a 20 MHz band filter. No equalization applies to AWGN channel whereas some equalization
processes are applied to LOS and NLOS channels [103].

As a reference for each propagation condition, the squared lines represent the demodulation performance in
absence of tag signal. These curves also reveal the impact of tag signal at the demodulation stage in a given
propagation environment. In realistic LOS and NLOS radio-channels, the multiple-path distribution prevails on
demodulation performance. As a consequence, contrary to AWGN channel, increasing SNR slightly improves

demodulation. However, as expected, better demodulation results are obtained with LOS conditions than
NLOS conditions.

When TSR=-20 dB (circled lines), the BER follows the same decline rate than the reference curves. The
influence of the tag signal is thus weak.

For TSR=-10 dB (starred curves), the presence of tag signal significantly degrades the BER performances.
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Figure 73: BER (before code correction) of an 802.11n QPSK signal versus the SNR for various TSR in different
propagation conditions — 1000 statistical draws per point

Finally, it appears that ensuring a good conventional demodulation of the Wi-Fi messages requires practical values of
TSR less than -15 dB.

7.8.3.4 Conclusion on simulations

Several phenomena have been highlighted by preceding simulations of Wi-Fi SISO links.
- First, synchronization performance of tag signals depends on propagation environment. However, even in
harsh conditions, a synchronization probability higher than 90% is achieved for TSR -20 dB.

Further, tag signal with TSR -20 dB can support accurate estimations of radio parameters such as TSNR and
propagation channel vector. We noted that their accuracy is roughly independent on the propagation
scenario.

Nevertheless, TSR -15 dB is not suitable for the conventional Wi-Fi demodulator.

Finally, simulation results complete the previous evaluations of 87.6 and confirm that, for our choice of tag spreading
factor (42 dB), a tag signal emitted -20 dB below the dominant signalling corresponds to a suitable trade-off.
Completing 87.8, 87.7 indicates the order of magnitude of required SIM performance. Further simulations including
MIMO schemes and SIM processing will be studied in the framework of [103] to validate these orders of magnitude as
well as the performance of the estimation algorithms.

7.9 Perspectives of tag signals for supporting appl ication of privacy concepts derived
from physical layer security

Thanks to the results obtained above, tag signals appear to be well suited for early authentication and supporting
techniques derived from PHYSEC, by exploiting:
the radio advantage provided by the design of tag signals.

the radio-channel randomness.

[15, 106] deal with secrecy code implantation: these techniques mainly rely on a exploitation of the radio advantage
and randomness which are used for mitigating the information leakage thanks to a dedicated coding of protected bits
up to a “secrecy capacity”. [104, 105] explicit secret key generation algorithms based on channel propagation
measurements. These techniques mainly rely on a quantization of the channel taps from which a secret key is
generated. Several variants are developed from this principle in order to reduce key disagreement and increase the
efficiency of the method.
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We deeply think that the implementation of such algorithms combined with the accurate synchronization and radio
measurements allowed by tag signals can provide a practical solution to improve authentication, integrity control and
secrecy of legitimate links at access stages first and later, for on-going communication. The major argument for this is
that the radio advantage, provided by tag signals, strengthens their secrecy capacity and provides added degrees of
freedom for secret key generation [15].

7.10 Conclusion

In this paper, we have investigated the use of tag signals built with versatile DSS codes as a secrecy enhancement
for the authentication of radio devices. We derived a new radio-transmitter authentication protocol based on adaptive
exchanges of long DSS codes. These dual sense codes are made dependent on legitimate radio-channel
measurements and support sequences of interrogations and acknowledgements. The whole protocol highly improves
the security of the earliest access stages of public network without any prior key distribution.

We also explained how to strengthen this method thanks to techniques such as USS or TJ and we presented how to
generate efficient tag signals for synchronization and channel measurement purposes. Besides, we highlighted how
the design of tag signal takes advantage of the channel reciprocity in TDD radio scheme to adapt the choice of the
DSS codes at each new interrogation sequence, preventing any kind of passive, MITM and active attacks.

In addition, we calculated radio requirements concerning reception and processing of tag signals for practical
implantations, especially for SIM, and we outlined how close they are to expected performance in FuDu RATSs. Finally,
through simulations of SISO Wi-Fi links in ideal and realistic propagation conditions, we illustrated the performance of
DSS tag signals for synchronization and radio-channel estimation, and we explored their impact on receivers of the
conventional Wi-Fi signals.

Future works will first concern extensions of simulations to MIMO cases in order to increase radio advantages and
obtain extra degrees of freedom for secrecy coding and secret key generation. Further, practical processing of SIM
will be studied to achieve a complete radio protocol for authentication and implementation of PHYSEC concepts
supported by tag signals for TDD networks first and later for FDD.
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