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Note that the previous building of DSS signal is fully deterministic and may thus have some weaknesses when
facing dedicated algorithm for LFRS recognition [94, 95, 96, 97, 98], even when the generating polynomials are
unknown [96, 98]. One has to avoid as most as possible the classical sequences which can be easily generated
and tested by matched filters within advanced eavesdroppers.

Nevertheless, as soon as the period length L of the DSS codes are large enough, the relevant combinatory of
code sets provides some intrinsic protection and some orthogonally properties at the same time: the Welsh bound
proves that significant sets of periodic sequences of length L can be built orthogonally up to side lobe level close

to " (periodic correlation) and " (a-periodic correlation).

In addition, TRANSEC protection of DSS signals can be improved by introducing a random (and if possible full
arbitrary) puncturing of a few code samples per code period. This breaks the determinism of the generation at
first, and even when the puncturing is generated by a polynomial, this increases the global period of the DS code.
In practice, TRANSEC enhancements become particularly efficient when punctuation applies to LFSR outputs
with a random punctured chip in each set of N consecutive DS chips, N being the degree of the generating
polynomial (modified value at a random position chosen in each set of N consecutive DS chips). The increase of
the autocorrelation side lobes (over the code period of length L=2N'l) is random and its peak amplitude value is
less than 1/N; thus it remains reasonable (regarding the risk of synchronization false alarm and the TSR margin)
when N is large enough.

The simullftion below (8 4.5) were performed with tag signals based on Kasami simple sets KS of length L=2"-1
and M=2"",

4.5 Simulation study of tag signals for Wi-FiTDD O  FDM RATs

45.1 Introduction and mathematical notations

In this paragraph, we study the radio characteristics of a forward tag signal inserted under DL Wi-Fi carriers (from
access point towards terminal), and the impact of this tag signal on synchronization and CIR estimation
capabilities and on demodulation and decoding capability of the native Wi-Fi signal.

This paragraph thus initializes studies of tag signals radio characteristics in order to fix the suitable orders of
magnitude for radio parameters of tag signals such as Spreading factor (SF) equal to the processing gain, Tag to
Signal ratios (TSR), processing margin (M). Deeper considerations on privacy of tag signals will be achieved in
the following studies (WP3 and WP4).

The main radio protocol characteristics of the Wi-Fi OFDM RAT are described in annex (8 6).Relevant to
modeling and simulation of this paragraph the following notations are used for mathematical expressions:

Scalars and functions are in italic :
Vectors are underlined : _

Matrices are in capital and bold : is the conjugate of the matrix , is the transpose of the
matrix is the transpose-conjugate of the matrix

is an estimate of
is the mathematical expectation of
is the sampling frequency, the sampling period
The continuous-time signal sampled at rate  is written

corresponds to the FFT of on the OFDM symbol and on the subcarrier

4.5.2 Sequence chart for processing 802.11 OFDM sig  nals at Bob’s side and at Eve’s side
The different steps of the interception and demodulation/decoding process are summarized in Figure 43.

Note that it is described in the SIMO and the MIMO case, i.e. several antennas are envisaged at the Rx part.
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Figure 43: Structure of the multi-antenna 802.11 OFDM interceptor
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45.2.1 Multi-antenna detection based on Reference matched filters

4.5.2.1.1 Notations and signal modelling

In this section, we present the multi-antenna reference-based detection algorithm. It consists in evaluating at each
time position, relevant statistics to be compared to a given threshold. It is used in the blocks « SIMO Detection and
Synchronization using PLCP Preamble » and « SIMO Detection of the HT STF » in Figure 43.

Let us first give some algorithmic notations.

The discrete time signal received at time n, on antenna m is written . Thus, the received snapshot vector on
the antenna array can be written as

! Eq.4-1

M being here the total number of antennas of the array.

The presence or the absence of the synchronization signal at time n can be formulated as the following composite
hypothesis-testing problem

Hypothesis H;: Presence of the synchronization signal

The discrete time signal _ can thus be written as:

_TH#S 98S#H' Y &S+, #""H#S -JG 12 3+ 0

Eq. 4- 2
O a
Hypothesis HO: Absence of the synchronization signal
The discrete time signal _ can thus be written as:
_"H#S O ""#$ -/@ 123+ 0 Eq. 4- 3

Where:
N is the length of the synchronization sequence,
n corresponds to the current time index at which the two hypotheses have to be tested,
4 5 is the synchronization sequence,

Y# 67 % 8% is the unknown transfer function of the discrete time equivalent propagation channels between
the transmitter and the M antenna of the receiver,

represents the contribution of the background noise and of the other active cells.

The two hypotheses are composite in the sense that the joint probability distribution of the sequence :_ #5 5
12 ;+ < depends on several unknown parameters. It is thus impossible to derive and implement optimum
detection procedures in the most general case. In order to motivate the following sub-optimum algorithms, we first
address the case where the noise " is temporally white and the transfer function %# 6. % 8% is reduced to the
vector % which implies the existence of a single path propagation channel between each active base station and the
receiver. In this context, it is possible to derive the maximum likelihood ratio test whose performance will be studied in
the following. This test is called “The optimal spatial detector” in the following. When the propagation channel between
the emitter and the detection equipment are frequency selective, the above assumption is not motivated. We thus
suggest a heuristic modification of the optimal spatial detector, as shown below, to obtain better performance.
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4.5.2.1.2 Optimal spatial detector
We consider the following simplified hypotheses testing problem:

Hypothesis H;:

_"HS %$#E""H#S$ -/G 123+ 0 Eq. 4-4
Hypothesis Hy:
_"#$S ""#$ -/@ 12 3+ 0 Eq. 4-5
where " is assumed to be temporally white, but possibly spatially correlated with an unknown covariance matrix. In

order to derive a relevant test, we propose to use the maximum likelihood methodology. The likelihood ratio can be
written:

&2 A C?, [+6S%E "#$ +98&SFAE "#$ +9&$F J
= B — . 0 Eq. 4- 6
&?0A ?,B+65. _"H#HSA ' "#SF

where K. and K @re the covariance matrices of the noise under the hypotheses Hy and H;. These two unknown
matrices as well as the vector %are nuisance parameters that have to be estimated under each hypothesis in the
maximum likelihood sense:

After some calculations, we get that under Hy:

A Ayt o0 Eq. 4-7
while under Hi:
9 CaCplmc " 0 Eq. 4-8
A Ayt o+ _C&CF/_M( "I O Eq.4-9
with:
C9
C&CF ' K& S$FFO Eg. 4- 10
cH*
e Eq. 4- 11
Im¢" ' _"#3%& $0
cH*
C9
Eq. 4- 12
A" "#$ ' "#3%0 q

CH*
Replacing in Eqg. 4- 6 the vector %and the matrices K« and K by their estimates, we get, after some calculations that
the maximum likelihood ratio is given by:
" /_ll\ll( ) Sl)\/IP ) /_M( ) 0
C&CF
It is interesting to remark that Eq. 4- 13 can be interpreted as the correlation of the synchronization sequence with the
output of the spatial filter /51 25 driven by the received signal _. Indeed, U  can be written as:

Eq. 4- 13

—( " A" "#S$F& $0 Eq. 4- 14
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It is worth mentioning that under hypothesis Hy, /g7 K%g can be interpreted as an estimate of the so-called
spatial Wiener filter defined as the minimum variance estimate of 4 5 based on the observation _ #5 . Therefore,
the present detector evaluates under hypothesis H; the optimum spatial mean-square estimate of sequence 4 5 , and
checks the relevance of the hypothesis by correlating this estimate with the actual sequence.

This criterion can be applied on the whole duration of the PCLP preamble only if the frequency offset, for example due
to the Doppler Effect, is not too high. Let us compute the constellation rotation V during the 16 ps of the PLCP
preamble.

we 23,
Z Eq. 4- 15
Where Y is the frequency offset, ; is the number of sample of which the criterion is computed and is the sampling
frequency.

Moreover

Nz
y =4 Eq. 4- 16

Where Y__is the relative speed between the emitter and the receptor and - is the central frequency. Therefore:

XY\Z3
TO Eq. 4- 17
Let us compute V for Y_ 110%a% , - bcOdef , 10gh8 ,; i1 .ItgivesV Dbjkl which is sufficiently low

for the criterion to be computed on the whole duration of the PLCP preamble.

4.5.2.1.3 Asymptotic value of the criterion at the synchronization positions
At a synchronization position, it is possible to calculate the value of the criterion, assuming that the matrix Kgg and the
vector / g7 are perfectly estimated. Indeed, at the synchronization position:
Am XYY #A0 Eq. 4- 18
and
Iwe  X%O Eq. 4- 19
where ny is the power of the sequence 4 5 .

The instantaneous criterion becomes:

XY AY U 034
XY A Y #Nn03Ag

Eq. 4- 20

where the quantity no3A,,, m:% A® %is the signal to noise plus interference ratio at the Spatial Wiener Filter
output.

4.5.2.2 Multi-antenna frequency equalization

The purpose of this algorithm is to perform the equalization of the subcarriers in order to compensate the frequency
selective fading. It is used in the blocks « Compute SIMO Frequency Filter using LTF », « SIMO frequency
Equalization of the SIG » ,« SIMO frequency Equalization of the HT SIG », « Second Frequency Equalization of the
SIG using Pilot Carriers », « Second Frequency Equalization of the HT SIG using Pilot Carriers », « Compute MIMO
Frequency Filter using HT LTF », « SIMO frequency Equalization of the DATA » ,« MIMO frequency Equalization of
the HT DATA », « Second Frequency Equalization of the DATA using Pilot Carriers », « Second Frequency
Equalization of the HT DATA using Pilot Carriers » in Figure 43.

Let us call the signal received on the OFDM symbol , on the subcarrier and on antenna m, . Thus, the
received snapshot vector, in the frequency domain, on the antenna array can be written as
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_ - '0 Eq. 4- 21

M being the total number of antennas of the Rx array.

The same way, we can write the known carrier emitted on the Tx antenna:

&" - 10 Eq. 4- 22
&u " -

L being the total number of antennas of the Tx array.

The received signal in the frequency domain can therefore be written

_te et iR #ET - I 12 34 (V&E gy 2 O Eq. 4- 23

Where
; corresponds to the number of OFDM symbols,
¢ and0,s correspond to the first and last subcarriers taken into account,
e is the MIMO frequency propagation channel matrix
and f is the background noise in the frequency domain.
On each subcarrier, a spatial filter matrix ~ is computed so that the Mean Squared Error (MSE) is minimized

between the signal at the output of the spatial filters and the known symbols on the known subcarriers i.e.

R A N S (¢ Eq. 4- 24

The solution to this problem is given by the Wiener equation:

Lo - B -Ay-© Eq. 4- 25
C9

Paw-* _" - - Eq. 4- 26
yH*
C9

Ayg- * _"-& - Eq. 4- 27
yH"

As shown in Figure 43, the equalization of the SIG, the HT SIG, the DATA and the HT DATA fields are done in two
steps:

The first step is a SIMO or MIMO equalization which uses the known subcarriers of the LTF or the HT LTF. In
these fields, all the subcarriers are known and the optimal spatial filter (in the MSE sense) is computed and
applied on each subcatrrier.

The second step is a frequency equalization which uses the pilot subcarriers present in each SIG, HT SIG, DATA
and HT DATA OFDM symbols. In these fields, only 4 subcarriers are known, thus the optimal spatial filter is
computed only on the known pilot subcarriers and applied to their nearest subcarriers.
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4.5.3 Insertion of the Tag Signal under the Wi-Fic  arrier

In order to provide a radio advantage for establishing secrecy at the PHY layer, PHYLAWS proposes to use dual
sense tag signals transmitted at a low level below the Wi-Fi signal.

In the Wi-Fi case, the TDD scheme makes it possible to exploit the radio advantage by estimating CIR at a
single Wi-Fi carrier and by taking the benefit of channel reciprocity, under suitable channel stationarity
conditions.

In the case of FDD schemes (such as LTE), more complex CIR estimation procedures will be studied.

In any case, the tag signals must be emitted at a level as low as possible for two main reasons:
Firstly, increasing the radio advantage and the difficulty for Eve to intercept it.

Secondly, avoiding any degradation of the performance of the legitimate demodulator.

For combinatory and orthogonally reasons, these tag signals are chosen to be a DSSS. Among all the possible PN
sequences that can be found in the literature, we propose to use the small group Kasami sequences (set KS in Figure
42) which provide suitable combinatory and orthogonally compromises (see [65, 68, 69]). It has been proved in [99] to
have good auto-correlation properties and near optimal cross-correlation properties when compared to the Welsh
bound [70]).

The periodicity of the small group Kasami sequences (set KS) is ; %+ (where is an even integer, see Figure
42) and the number of sequences that can be built is g &,ouxoE =%

The tag signal processing block diagram described in Figure 44 was simulated. In an initial phase, the tag signal is
used to provide an accurate estimation of the link between Alice and Bob. It is therefore important to estimate the
detection performance of the tag signal for various TSR (Tag to Signal Ratio) as well as the performance for TSNR
(Tag to Signal + Noise Ratio) and propagation channel estimation. Moreover, the tag signal must have a low impact
on the performance of the Wi-Fi demodulator.

AWGN Generation Wifi Data

Demodulation

Wifi 802.11n Signal BSNR)

Generation

—* Tag Signal Detection

Propagation Channel

Kasami Tag Signal X TSNR Estimation
Generation

(TSR}

S

—— Channel Estimation

Figure 44: Tag signal processing block diagram

The simulation parameters are summarized in Table 1.

Table 1: Tag processing simulation parameters
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The detection of the tag signal is performed in the following with a single antenna cross-correlation integrated over its
full period 3 (the optimal coherent processing gain is thus 42 dB for; kiZi ).

More generally, a threshold « is applied on the detection criterion at the output of the normalized cross-correlation
between the total received signal and the sent tag signal.

4.5.4 Processing of the Tag Signal under the Wi-Fi  carrier — AWGN Channel

In this section, the channel is modelled by an AWGN channel. It is composed by one single tap which amplitude and
phase are constant. A white Gaussian noise is then added with different values of 2 according to the SNR.

First, simulations were run with Wi-Fi signals and AWGN only (i.e. in absence of tag signal) in order to determinate a

synchronization threshold | to target a given Probability of False Alarm (PFA), as shown in Figure 45. This threshold
applies whatever the noise level is.

In the following, the threshold is set to target a PFA equal to 1% which corresponds to logso (I) = -3,075 and
=ZbiZib 1% .

0.8

0.7

A\
\

PFA

03— —

0.2 ~

-3.3 -3.25 -3.2 3.15 -3.1 -3.05 -3

Log,,(1)

Figure 45: Probability of false alarm versus the synchronization threshold ¢

Then one single tag signal is added to the Wi-Fi signal and AWGN.

Figure 46 represents the Probability of Synchronization (PS) versus the SNR (left) or versus the TSNR (right) for
different TSR and a PFA equal to 1%.

On the left figure, it can be seen that for a TSR over -20 dB, a simple shift of 5 dB apply to curves when the TSR
decreases by 5 dB. This reveals that the TSR leads the PS performance, and that SNR has no significant impact.
When the TSR is lower than -20 dB, the impact of noise starts to grow on synchronization performance. For example
when TSR decreases from -20 dB to -25 dB, a shift of 7 dB applies to the upper part of the PS curves (i.e. in the SNR
range between -10 and 3 dB). When the TSR value is -30 dB, high PS cannot be reached whatever the SNR value is.

These results can be easily interpreted when plotting the PS versus the TSNR (right figure). Indeed, in this case it can
be seen that the impact of the AWGN and of the interfering Wi-Fi signal is the same on the synchronization
performance of tag signal. Note that the complex envelope of a band-limited and subcarrier limited OFDM signal
converges slowly to a Gaussian random process. Nevertheless, even with the low number of Wi-Fi subcarriers
(maximum 64), no significant difference appears between the Wi-Fi signal and a Gaussian noisy signal for
synchronization of the tag signal.

Finally, in order to achieve a PS of 90% under the previous tag signal design and processing hypotheses, the TSNR
must be higher than -29 dB. Such a TSNR value allows very low TSR values only for high SNR values. For example:

a TSR value of —28 dB would require a SNR values being roughly greater than 22.1 dB to achieve
TSNR -29dB

a TSR value of —20 dB would require a SNR values being roughly greater than -8.4 dB to achieve
TSNR -29dB..
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Figure 46: Probability of synchronization of the tag signal versus the SNR (left) or versus the TSNR (right) for various
TSR and a PFA of 1% for an AWGN channel

Figure 47 represents the bias of the estimation of the TSNR i.e. *"* 1. —+ "* 1. versus the SNR (left) or versus
the TSNR (right) for different TSR. The dashed lines represent the solid line +/- the standard deviation of the error. As
expected the bias decreases with the interference + noise distortions. As for the PS performance, it can be seen on
the right figure that the impact of the AWGN and of the interfering Wi-Fi signal is the same on the TSNR estimation
performance. The estimation bias remains low (0.2 dB) down to a TSNR of -21.5dB. This TNSR value roughly
corresponds to a margin of 20 dB at the threshold of the criterion c(n) (cf. equation Eq. 4- 14). It is interesting to notice
that the standard deviation always remains low (below 0.5 dB), that it decreases with the SNR but does not
significantly depend on the TSR.

This means that such estimation accuracy can be reached when setting the TSR more than -21.5 dB, or equivalently
for the simulated tag signal, when the margin on the criterion c(n) is over 20 dB.

.
; ——TSR=-30dB
N\ : ——TSR=-25dB

\ ——TSR=-20dB
: : : TSR=-15dB ||
TSR=-10dB

Bias of the TSNR estimate [dB]
Bias of the TSNR estimate [dB]

5 10 15 20 50 55 -50 45 40 -35 -30 25 -20 15 10
TSNR [dB]

Figure 47: Bias of the TSNR estimation and its standard deviation versus the SNR (left) for various TSR or versus the
TSNR (right) for an AWGN channel
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In order to evaluate the accuracy of the tag-signal-based estimation of the propagation channel in the time domain;
the metric in Eq. 4- 28 is used. The propagation channel is estimated on 16 taps which corresponds to the length of
the CP.

As for the previous figures, the performance is directly linked to the TSNR.

Figure 48 represents the error of the propagation channel estimation (as formulated in Eq. 4- 28) versus the SNR (left)
or versus the TSNR (right) for different TSR. As expected the error decreases with the interference + noise distortions
(of the tag signal). As for the PS performance, it can be seen on the right figure that the impact of the AWGN and of
the interfering Wi-Fi signal is the same on the TSNR estimation performance. The error remains quite low (below 1
dB) down to a TSNR of -20 dB. A performance gap exists between TSR lower and higher than -20 dB. As for TNSR
estimation, one can notice that its shape is highly correlated to the one in Figure 47 which is logical as the TSNR
estimation is directly deduced from the propagation channel estimation.
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Figure 48: Propagation channel estimation error versus the SNR (left) for various TSR or versus the TSNR (right) for
an AWGN channel

Figure 49 represents the impact of the presence of the tag signal on the performance of demodulation of the PSDU
bits of the 802.11n signal. In this simulation, the first steps of the global demodulation process, as described in Figure
43, are supposed to be perfectly achieved (i.e. the synchronization and the decoding of the signalization field).
However, only the Cyclic Shift Correction of the HT DATA Field is performed in the simulation (in order to correctly
read the PSDU bits), what means that the following equalization steps are not applied in the simulation of the
processing of the received signal (such as the computation of the MIMO Frequency Filter using HT LTF, the MIMO
Frequency Equalization of the HT DATA Field, the second Frequency Equalization of the HT DATA Field using Pilot
Carriers, etc.).

The purple line represents the demodulation performance in absence of tag signal. It is considered as our reference. If
we target a raw BER of 10, the loss in performance for a TSR up to -20 dB is lower than 1 dB. At a TSR of -15 dB, it
increases up to 2.5 dB. At a TSR of -10 dB, a raw BER of 10 can no longer be reached.
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Figure 49: Raw BER (before decoding) of an 802.11n QPSK signal versus the SNR for various TSR for an AWGN
channel

Regarding the results presented in this section, it is clear that a trade-off must be done between the performance of
detection and of link properties estimation based on the tag signal and an acceptable degradation of the Wi-Fi QoS.
For our simulation parameters, a TSR equal to -20 dB and a 20 dB margin on the synchronization criterion c(n) (cf.
Eqg. 4- 14) seem be good trade-off values. These values will be applied at each tap of the radio channel estimate in
more realistic radio environments.

455 Processing of the Tag Signal under the Wi-Fi carrier — Realistic Channel issued from
Winner Il models

455.1 Introduction

All the previous results were obtained with a simple Gaussian channel model. In order to obtain results in more
realistic environments, simulations were carried out using propagation channels generated according to scenarios
defined by the Winner Il channel models [100].
The differences between these two kinds of radio channel models are:

A AWGN channel models such as above, which is our reference for radio propagation, is:

o The ideal channel regarding the energy budget and signal processing inside the modem,

o The worse channel case relevant to uncorrelated propagation random between Bob and Eve and relevant
to PHYSEC opportunities.

A scenario issued from the Winner 1l model is a realistic reference for radio propagation of Wi-Fi signals
regarding:

o0 the energy budget and signal processing inside the modem,

o0 the propagation randomness and the PHYSEC opportunities.
A scenario is characterized by several parameters.

The results presented in the following were performed with 4 different scenarios. Their characteristics and interests
are summarized in Table 2. Some completions are given in the following paragraphs. The different values of this table
were determined generating 10000 draws of channels for each scenario.

For each draw, the maximum value of path power was selected and its average value over the 10000 draws was
reported on the column “Main path power”. “Multipath power” refers to the mean value of path power excluding the
maximal value of each draw. It must be noticed that path powers are normalized for each draw, such that the sum of
path powers is equal to 1.
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Table 2: Characteristics of Winner Il scenarios

Scenario Propagation Description Number Average Delays Main Path Multipath
(Winner Il Condition of path delay [ns] standard Power Power
designation) Np deviation [ns] | (real value) | (real value)
Indoor Office
Al LOS / Residential 16 128 220 0.239 0.051
Al NLOS Indoor Office 20 19 47 0.139 0.045
/ Residential
B2 NLOS Bad Urban 20 131 613 0.116 0.047
Microcell
D1 LOS Rural 15 265 227 0.206 0.057
Macrocell

A key characteristic of a scenario is the number of path Np. For one draw, the generator produces Np values of
delays and path power. So, “Average delay” refers to the mean value of these delays and “Delays standard deviation”

refers to the standard deviation of this vector.

A brief summary of the Winner Il channel generation process is illustrated by Figure 50. More details can be found in

deliverable D3.1 and in [100].

Q Principle
=Generation of Large Scale Parameters (LSP)
Delay Spread, AoD spread, AoA spread, Shadow fading std, Ricean K-Factor
Drawn randomly from tabulated functions depending on scenarios

Remain constant for the entire simulation but vary between links
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Figure 50: Main principles of Winner Il propagation channel generation
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Histograms in Figure 51 allow easier comparisons between the different scenarios. All values (including powers) are
in linear scale.
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Figure 51: Comparisons between scenarios characteristics

In addition, Figure 52, Figure 53, Figure 54 and Figure 55 highlight some features of selected scenarios.

They consist in 4 different graphs:

On the top left-hand corner, a single random generation of path powers (in linear scale) and delays is
represented to show a typical draw of this scenario.

On the top right-hand corner is represented the mean values of path power (in linear scale) in function of the
mean values of delays obtained for 10000 draws. This highlights the presence of main paths and their times
of arrival. Moreover, studying the x-axis distribution reveals the behavior of delays such as their spread and
average maximal length.

On the bottom left-hand corner is an illustration of the path power distribution (in linear scale). After each
draw, path powers were sorted in descending order, and then average powers were calculated path by path.
This figure pinpoints well the rate of decline of the different paths.

On the bottom right-hand corner are plotted the main path and the multipath powers as defined above (in
linear scale). This representation points out the presence and the significance of a main path within the
scenario.
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455.1.1 A1LOS Indoor Office / Residential

In this scenario, base stations (Access Points) are assumed to be in a corridor, thus LOS case is corridor-to-corridor
and NLOS case is corridor-to-room [100].

Al LOS scenario is very interesting because of its corresponding environment which is indoor office. Results obtained
with this model could be used as a basis for further experimentations. Moreover, indoor conditions are one of the most

common propagation environments for Wi-Fi network.

Figure 51 and Figure 52 show that this scenario presents a strong main path with an average of 0.239 (in linear scale)
as expected for LOS condition. This main path arrives in the very first delays as shown on the top right hand corner

figure.
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Figure 52: Delays and path powers (linear scale) of A1 LOS scenario
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4.5.5.1.2 A1 NLOS Indoor Office / Residential
Figure 53 shows different features about A1 NLOS.

The main interest of this scenario relies on its comparison with LOS environment. In NLOS conditions, the number of
paths is higher (20 against 16 for LOS) and thus this environment should further degrade performance. It can be
noticed that the standard deviation of delays arrival is small (47 ns), meaning that paths tend to arrive jointly. As
expected for such propagation conditions, the repartition between main path and multipath is more balanced as
highlighted by the two bottom figures.

A1 NLOS (Indoor Office) Path power distribution A1 NLOS (Indoor Office) Main path and multipath power
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Figure 53: Delays and path powers (linear scale) of A1 NLOS scenario

page 88/121

T H A L E 5 TELECOM

ParisTech

Celeno £ gzii

Imperial College

London i
VT




FP7-1CT-2011-call8 PHYLAWS (ld 317562) Deliverable 2.4 — version 3.0

455.1.3 B2 NLOS Bad Urban micro-cell

In the bad urban micro-cell scenario, the height of both the antenna at the BS and at the MS is assumed to be well
below the tops of surrounding buildings. Both antennas are assumed to be outdoor in an area where streets are laid
out in a Manhattan-like grid. Propagation characteristics are such that multipath energy from distant objects can be
received at some locations. This energy can be clustered or distinct, it has significant power and it exhibits long
excess delays. Such situations typically occur when there are clear radio paths across open areas, such as large
squares, parks or bodies of water [100].

Figure 54: Delays and path powers (linear scale) of B2 NLOS scenario

B2 bad urban micro-cell is one of the harshest scenarios of Winner Il model in terms of signal distortions and
degradations. Its number of delays is indeed high (20) and Figure 54 shows that delays and maximum power path can
occur over a long range of time (see top right hand corner figure). Besides, there is a smaller difference between
maximum path powers (0.116 on average) and multipath power. All these characteristics are coherent with the
description of the scenario. So, simulations in B2 NLOS conditions are useful to evaluate what are the capacities of
synchronization of tag signals in such a difficult environment: it is interesting to measure how the channel estimation
and TSNR estimation are affected in one of the worst environment.
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455.1.4 D1LOS Rural macro-cell

Propagation scenario D1 represents radio propagation in large areas (radii up to 10 km) with low building density. The
height of the BS antenna is typically in the range from 20 to 70 m, which is much higher than the average building
height. Consequently, LOS conditions can be expected to exist in most of the coverage area. In case the UE is
located inside a building or vehicle, an additional penetration loss is experienced which can possibly be modeled as a
(frequency-dependent) constant value. The Alice antenna location is fixed in this propagation scenario, and the UE
antenna velocity is in the range from 0 to 200 km/h [100].

Figure 55: Delays and path powers (linear scale) of D1 LOS scenario

As its designation implies, D1 LOS scenario is an outdoor environment. However it is a much smoother scenario
concerning signal degradation than B2. With its low number of paths (15), its high level of main path power (0.206
against 0.057 for multipath power) and the fact that peaks occur at the very first delays (see top right hand corner of
Figure 55), this propagation scenario should affect less tag signals. That is why D1 LOS is an interesting test to
measure the effectiveness of tag processing in an a priori favorable environment.
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4.5.5.2 Simulations results and comparisons between Gaussian mono-path channel and Winner Il channels

The following results were obtained by using the same signal as the one described in Table 1. They were obtained
generating 100 independent experiments for each value of TSR and SNR: large scale parameters (LSP) were
completely and independently regenerated after each draw. A selective fading was considered to fit as much as
possible with realistic propagation conditions.

The following figures represent a comparison between previous results (obtained in the case of AWGN channel) and
results obtained with Winner Il channels. The layout of Figure 58, Figure 60 and Figure 62 is the following:

on the top are represented results with Gaussian channel, or AWGN (similar from Figure 46 to Figure 49),
on the middle left-hand corner are represented results with A1 LOS scenario,

on the middle right-hand corner are represented results with A1 NLOS scenario,

on the bottom left-hand corner are represented results with B2 NLOS scenario,

on the bottom right-hand corner are represented results with D1 LOS scenario.

4.5.5.2.1 Comparisons of synchronization capabilities

As in 84.5.4, a synchronization threshold must be determined in order to initialize the synchronization of tag signal.
Figure 56 shows the evolution of the Probability of False Alarm (PFA) as a function of the synchronization threshold
for the different scenarios.

Figure 56: PFA in function of synchronization threshold for the different channel scenarios

From Figure 56, it can be deduced that the variation of PFA in function of is very similar for each Winner I
propagation scenario. Table 3 summarizes the values of synchronization threshold that ensure a PFA of 1%.

Table 3: Synchronization threshold ( ) for PFA = 1%

Scenario Logio( )

AWGN -3.075 8.385.10"
A1 LOS -3.067 8.570.10"
A1 NLOS -3.066 8.590.10"
B2 NLOS -3.058 8.750.10"
D1LOS -3.074 8.433.10"

In addition, Table 3 reveals that the synchronization thresholds in realistic environments are very similar to one of the
AWGN channel. The very slight increase of the thresholds can be accounted for by the extra degradation due to
harsher propagation conditions in realistic environments. That is why it is also normal to set a higher threshold in
B2 NLOS scenario than in D1 LOS.
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These values of synchronization threshold are used in Figure 57, which represents how the Probability of
Synchronization (PS) of the tag signal evolves versus the Signal to Noise Ratio (SNR) in each propagation scenarios,

for several values of the TSR.

Figure 57: Probability of synchronization of the tag signal versus the SNR for the different channel scenarios
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Figure 57 highlights well the impact of realistic environments on the synchronization capacities of tag signals. The
minimum SNR from which PS equals 0.9 is higher for realistic environments than for mono-path channel. For
instance,

in favourable A1 LOS and D1 LOS scenarios, for a TSR = -10 dB, PS reaches 0.9 from SNR = -17 dB instead
of -19 dB in the AWGN case.

the influence of the lack of a direct is shown by the degradation of the performances between A1 LOS and Al
NLOS scenarios, since the PS of 0.9 is no more reached for TSR = -25 dB and -20 dB in NLOS conditions.

the impact of propagation environment is even more dramatic considering the B2 NLOS scenario. In this case
even strong TSR levels are not enough to ensure a 100% PS.

Finally, synchronization processing of the tag signal is dependent on propagation conditions, but it should be noticed
that the drop of performance is only significant when TSR is below -20 dB
that even in the B2 NLOS scenario (one of the worst in terms of signals distortion), a PS greater than 0.7 can
still be achieved for positive SNR and TSR greater than -15 dB. Moreover, it must be recalled that a low value
of PFA (1%) was targeted: thus some post adaptive threshold management and post-processing should

largely improve the synchronization performances in the future implementations.

Figure 58 shows how the probability of synchronization of the tag signal evolves versus the TSNR for each
propagation scenarios, for several values of the TSR.

Figure 58: Probability of synchronization of the tag signal versus the TSNR for the different channel scenarios

Figure 58 points out a difference between LOS and NLOS conditions. Indeed, blue and cyan curves (corresponding to
LOS conditions) are very close to the red one corresponding to the AWGN case (the difference is only 1 dB). On the
other hand, PS is weaker in NLOS conditions (black and green curves) with a drop in performance between 1 dB and
5 dB in Indoor Office NLOS scenario and a drop between 5 dB and 15 dB for Bad Urban Microcell scenario. In this
last case, a PS of 0.9 can only be achieved with a TSNR more than -10 dB. This extra degradation is due to the very
complex multipath profile of the scenario which severely affects the equalization processing of the Wi-Fi modem.
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So, signal distortions caused by channel propagation impact synchronization capacities. Performance depends both
on propagation conditions and scenario.

4.5.5.2.2 Comparison of TNSR estimation capabilities (of the tag signal)

Figure 59 shows how the bias of the TSNR estimation evolves versus the SNR in each propagation scenario, for
several values of TSR.

Figure 59: Bias of the TSNR estimation and its standard deviation versus the SNR for the different channel scenarios
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The very high similarities between curves of Figure 59, whatever the scenario and the value of TSR are, reveal that
propagation environments have no impact of TSNR estimation performance. Very good accuracy for positive SNR is
reached from TSR = -20 dB with a remaining biais lower than 0.3 dB.

Figure 60, which represents the bias of the TSNR estimation as a function of the TSNR, confirms that TSNR
estimation process does not depend significantly on the scenario: all the curves merge and have a low estimation bias
of 0.3 dB down to a TSNR of -23 dB.

—— AWGN

—— Indoor Office LOS

= Indoor Office NLOS
Bad Urban Microcell NLOS
Rural Macrocell LOS

Figure 60: Bias of the TSNR estimation and its standard deviation versus the TSNR for the different channel
scenarios
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4.5.5.2.3 Comparison of CIR estimation capabilities

Figure 61 shows how the error magnitude (mean square) of the CIR estimation (based on the tag signal, see
Eq. 4- 28) evolves versus the SNR for several tag to signal ratios and propagation scenarios.

Figure 61: CIR estimation error versus the SNR for the different channel scenarios
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Table 4 summarizes values of propagation channel estimation error for various values of SNR, TSR and different
scenarios. The use of realistic environments slightly alters results (especially for low values of SNR). However the
performance remains quite close from the basic AWGN case. This proves that the channel estimation algorithm is
reliable and enables to correctly measure CIR. Moreover, it can also be noticed that the degradation in estimation
processing is quite the same for every scenarios. Indeed, the Bad Urban Microcell scenario may present better CIR
estimation results than Rural Macrocell whereas it has 5 more paths (see Table 2).This analysis proves one more
time the resilience of the algorithm for CIR estimation.

So, in conclusion these curves prove that reliable CIR measurements based on tag signal analysis are possible. This
is an important result for the perspectives of extracting channel random by using tag signals and for the further studies
of the PHYLAWS project.

Table 4: Propagation channel estimation error for various SNR, TSR and different scenarios

TSR -30 -20 -10 -30 -20 -10 -30 -20 -10
AWGN % 19.8 6.3 2.0 m 7.2 2.3 0.7 m 4.2 1.6 0.5

o E ©
Indoor Office LOS A 21.1 7.1 2.1 III 7.7 2.7 0.9 LIT 4.7 1.7 0.6

0
Indoor Office NLOS QZ: 25.4 8.9 2.9 GZ: 8.8 5.2 1.3 % 55 2.1 1.0
0p]

Bad Urban Microcell NLOS » 22.1 7.0 2.3 8.2 2.5 1.0 4.4 1.6 0.8
Rural Macrocell LOS 22.8 7.6 2.6 8.1 3.2 1.0 4.8 1.7 0.8

Figure 62 shows the evolution of the CIR estimation error as a function of the TSNR for different propagation cases.
The slight impact of the scenario on the estimation process is highlighted since all the curves are close to each other.
The relative error of the CIR estimate (such as defined in Eq. 4- 28) remains low (below 1 dB) down to a TSNR
of -20 dB.

Figure 62: Propagation channel estimation error versus the TSNR for the different channel scenarios
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4.5.5.2.4 Comparison of demodulation performance of the original Wi-Fi signal (over the tag signal)

Figure 63 below shows how the demodulation error rate of the Wi-Fi signal evolves versus the Signal to Noise ratio
SNR in each propagation scenario, for several values of the Tag to Signal Ratio.

Figure 63: Raw BER (before decoding) of an 802.11n QPSK signal versus SNR for various TSR for the different
channel scenarios
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The interpretation of the different representations of the effective impact of the propagation channel scenario is clearly
highlighted by studying the BER curves labeled “No tag signal”. Indeed, in this case:

degradation of demodulation performance of the Wi-Fi Signal is due to noise and propagation effects only.

AWGN channel simulations reported on the top figure corresponds to the situation where Gaussian noise is
the main factor that alters demodulation

other simulations show the influence of the propagation scenarios (multiple path distribution).

Thus curves labeled “No tag signal” present various declines according only to propagation conditions:

In “signal-friendly environment”, such D1 LOS or A1l LOS scenarios, we can report a deeper drop of the BER
for SNR higher than 10 dB.

As expected, the decline in A1 NLOS scenario is smoother than in the LOS case.
Degradation of demodulation performances is even more important in the worst scenario B2 NLOS (Bad
urban microcell) where the BER only falls to 0.1.

Furthermore, the BER curves “No tag signal” provide also references to evaluate the impact of tag signal power on
demodulation performance of the Wi-Fi Signal.
When we add a tag signal, two groups of curves can be distinguish in real environment simulations:

from TSR =-30 dB up to TSR =-15 dB, the BER curves follows the decline rate of the curve “No tag signal”.
This means that the influence of tag signal on demodulation performance is negligible.

for TSR = -10 dB, we can see that performance are strongly degraded by the presence of the tag signal.

Finally, we can conclude that tag signals must be at least 15 dB below main signals to avoid perturbations of the
demodulation of the main Wi-Fi signal in most of radio propagation models.

4.5.5.3 Provisory conclusions on tag processing in realistic environments
Comparisons of simulations carried out with Winner Il channel models enable us to conclude that for the
parameterization of tag channels with Kasami sequences of length 2"1anda processing gain of 42 dB:

The synchronization threshold that ensures a 1% PFA in a Gaussian mono-path channel does not change in
practice for realistic environments.

The synchronization probability of tag signals depends on the propagation environment. In harsh conditions,
results can drop quite importantly. However,

0 aPS of at least 90% are possible in LOS propagation cases with TNSR more than -25 dB
o0 PS of at least 90% are possible in many propagation NLOS cases with TNSR more than -20 dB
o0 PS over 70% are always achievable for TNSR over -15dB, even in worst propagation scenarios.

When TSNR is more than -25 dB, the global accuracy (bias and standard deviation) of the TSNR estimation is
independent on the propagation scenario.

When TSNR is more than -25 dB, the quality of channel estimation is slightly impacted by bad propagation
conditions. Accurate CIR measurements are therefore possible by using tag signal and matched filter
processing.

In addition, demodulation studies of the Wi-Fi signal shows that:
The BER of the Wi-Fi signal after demodulation is mainly affected by high TSNR values (values over -10 dB)

Then, the propagation scenario itself has a strong influence on the demodulation. For instance, Bad Urban
Microcell scenario (B2 NLOS) drops demodulation performance for any TSNR, even when there is no tag
signal.

The tag signals should be emitted with TSR lower than -15 dB (meaning at least 15 below the dominant Wi-Fi
signal) in order to avoid any interference that could degrade demodulation performance of the Wi-Fi signal.
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