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1 Introduction 

1.1 Scope of the document  

This document is relevant to the year 1 meeting of the Advisory Board of the PHYLAWS project.  

 

The PHYLAWS project addresses the Physical Layer Security (Physec) of public wireless networks 

- Privacy threats at the radio-interface,  

- Potential countermeasures, implantation perspectives at nodes’ part and at terminals’ parts 

- Orientation on standardization and regulation. 

 
The Advisory Board of the Phylaws project is composed of high level scientists and of top level technical managers 
(see Figure 1) in the area of wireless systems, of networks security, of standardization and of regulation, who play 
council and orientation important neutral roles, particularly  
 

 On advising on the existing security lacks to be compensate within wireless networks  

 On the standardization effort requirements. 
 

 
The PHYLAWS consortium is honoured and grateful for their participation.  
 

 

Figure 1. Members of the Advisory Board of the Phylaws project; white highlighted are members present at the 
02/10/2013 AB meeting. 
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The PHYLAWS consortium will be represented by the following participants:  
 

Alain SIBILLE  France Telecom Paris Tech alain.sibille@telecom-paristech.fr 

Jean-Claude BELFIORE  France Telecom Paris Tech belfiore@enst.fr  

Cong LING China  
Imperial College 
London 

c.ling@imperial.ac.uk  

Changick SONG Korea  
Imperial College 
London 

changick.song@imperial.ac.uk 

Mika LASANEN  Finland  VTT Mika.Lasanen@vtt.fi  

Jani SUOMALAINIEN  Finland  VTT Jani.Suomalainen@vtt.fi 

Nir SHAPIRA  Israël  Celeno Nir.Shapira@celeno.com  

Francois DELAVEAU  France Thales C&S francois.delaveau@thalesgroup.com  

Figure 2: Members of the partner entities that are present at the 02/10/2013 AB meeting 

 

 

Figure 3: AB meeting at Institute Mine Telecom Paris Tech - 02/10/2013. right: AB members, lefts: partners 
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This document is organized in the following manner:  

 

First, the following of Section 1 recalls the agenda for the Meeting 2 October 2013 

 

Then, Section 2 recalls the scope of the Phylaws project, including the main concepts that are studied during the 
project. 

 

Section 3 surveys on the first works that were done during year 2013  

 Brief overview of Management/organization items 

 Publications 

 Focus on first deliverables and first items that were studied since the start of the project, and that are thus 
submitted to AB critics, remarks and councils. 

 

Section 4 surveys on future works and several items that are submitted to the Advisory Board Appreciations. 

 Orientation of further study works (WP3 WP4) 

 Orientation of further developments (WP5/WiFi) 

 Orientation of further simulations (WP6/LTE) 

 

Section 5 reports on the meeting 2
nd

 October 2013, detailing remarks of AB members and discussions among AB 
members and projects partners. 

 

Conclusion occurs on section 6 about the benefits of this Year 1 Advisory Board meeting, about the advertising of AB 
Members and about the relevant future orientations of the project. 

 

Annex in section 0 provides added information such as illustration of eavesdropper threats, bibliography, deliverable 
list and glossary. 
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1.2 Agenda proposed and accepted for the meeting 2 October 2013 

 
Date and hours:  
Wednesday 2

nd
 October 2013. 10h - 17h 

 
Location:  
 
Institute Mines-Telecom Paris Tech (TPT), room B603, 46 rue Barrault, 75013 Paris. 
 

The agenda was the following 

 

A/  Starting time 10h00: Welcome (TPT + TCS) 

 

B/  Brief presentation of each participant (All) 

 

C/  Recall of the Phylaws project – scope of the project – answers to questions: (TCS + partners) 

 

D/  Synthesis of the past and current work – year 2013 (TCS + VTT)  

Interactive discussion of partners with Advisory Board  members 

 

E/ Submission of theoretical items to be followed on (TPT ICL VTT) 

Interactive discussion of partners with Advisory Board Members 

 

LUNCH AT TPT RESTAURANT 

 

F/  Submission of development items to be followed on (CEL + TCS): 

Interactive discussion of partners with Advisory Board Members 

 

G/  Submission of simulation items to be followed on (VTT + TCS) 

Interactive discussion of partners with Advisory Board Members 

 

H/  Submission of dissemination initiatives (TPT + partners) 

Interactive discussion of partners with Advisory Board Members 

 

I/  Submission of standardization initiatives (TCS + partners) 

Interactive discussion of partners with Advisory Board Members 

 

J/  Conclusion – Thanks (TCS + all). Closing time 17h00 
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2 Recall of the scope of the Phylaws project 

2.1 Main terms and concepts 

In the table below are the main concepts relevant to physical layer security.  

 

Term Definition 

COMSEC Communication Security: is relevant to the protection of the content of the user messages 
(voice, data). Comsec applies either at the radio interface or at upper layer. Comsec 
techniques involve ciphering, authentication and integrity control of signalling and users’ data 
at several protocol layer and interfaces (examples are point to point ciphering of each user 
data flux, ciphering of IP packets, ciphering of artery, etc.). 

INFOSEC/CSS Information security Module/Cryptographic Sub-System: The Infosec/CSS module manages 
the generation of pseudo-random data that are used for TRANSEC NETSEC or COMSEC 
protection 

NETSEC Network Transmission Security: Netsec is relevant to the protection of the signalling of the 
network. Netsec applies mainly at the radio interface and at the medium access protocol layer, 
with request to upper protocol layers. Netsec techniques involve mainly transmitter 
authentication protocols, integrity control and ciphering of signalling data. 

PHYSEC Physical Layer Security is generic term that will be used in this project to design all kind of 
protection techniques that are based on the use of the physical layer sensing and/or 
measurement. 

SECRECY CODES  
 

Secrecy codes are modified channel codes that achieve null, asymptotically null, or low 
information leakage of a legitimate link (Alice to Bob) when facing and Eavesdropper Eve. 
Existence of secret codes is proven when a transmission advantage occurs for the legitimate 
link. Such as transmission advantage should be achieved over the radio interface by 
combining intentional jamming and advanced transmission and reception scheme such as 
MISO and MIMO transmissions. 

TRANSEC  
 

Transmission Security: Transec is relevant to the protection of the wave form face to 
interception/direction Finding of the transmitted radio signal, to jamming of the user receiver, 
and to intrusion attempts into the radio-communication access protocol. Transec applies 
mainly at the radio interface. 

Trustworthy
1
 Secure, reliable and resilient to attacks and operational failures; guaranteeing quality of 

service; protecting user data; ensuring privacy and providing usable and trusted tools to 
support the user in his security management. 

 

 

  

                                                      
 
 
 
1
 According to the European Commission Work Programme 2011-2012 for ICT 
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2.2 Scope of the Phylaws project  

PHYLAWS intends to design, prove efficiency and demonstrate realistic implantations of new privacy 
concepts for wireless networks that exploit radio -propagation phenomena,  with a merged approach: PHYLAWS 
merges academic and industrial skills in order to provide enhanced-secure RATs into existing and future public 
wireless standards. 

PHYLAWS concentrates on physical layer security , secrecy coding  and intentional (cooperative ) jamming  
such as illustrated Figure 4.    

 

Figure 4: synthesis of concepts that are relevant to physical layer and secret codes at radio interface 

 
PHYLAWS deals with both theoretical and practical perspectives of physical layer security.   

 

1/ Any PHYSEC-upgraded protection should take into account the following constraints relev ant to the Radio 
Access Technology (RAT) :  

 Finite messages lengths 

 Finite frames length,  

 Signal modulation characteristics,  

 Data rate : user data rate and data overhead for coding, integrity control and ciphering 

 Quality of service 

In addition to security purposes, the items above induce practical constraints for secret codes: minimum coding rate, 
limited length, significant error correction capabilities, etc. 
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2/ Communities of crypto-analysis and of physical layer security usually consider “maximal” attack risk and ideal 
attack situations: complete a-priori knowledge of the legitimate link, negligible demodulation errors and infinite 
message lengths. 

Nevertheless, when facing realistic radio networks and real field propagation, both passive and active attacks are fully 
dependent  

 of the radio conditions (over the complete radio access protocol and during the data transmission). 

 of signals’ structure (finite message length, finite frame length, etc.) 

 

3/ PHYLAWS intends to take into account these practical constraints for both attacks and protections. 

 

PHYLAWS addresses the following technical topics: 

 Study privacy threats for wireless public networks. Establish state of the art and requirements relevant to 
privacy enhancements of the radio-interface of wireless public networks 

 Merge physical layer security concepts (secrecy coding, cooperative jamming, etc.) that are issued from 
information theory fundamentals, with industrial practices relevant to transmission security (transec), to 
network security (netsec), and to communication security (comsec).  

 Imagine innovative security solutions operating at the physical layer, design trustworthy wave forms and radio 
access protocols that should take benefit of these concepts, define relevant security metrics. 

 Demonstrate feasibility and efficiency of these new concepts for local loop applications: WiFi.  

 Simulate and proof feasibility and efficiency of these new concepts for radio-cells: LTE. 

 
The organization of the project follows the scheme below (Figure 5):  

 

Figure 5: Phylaws project – organisation (over years 2013 – 2014 – 2015).  

 

WP1: Management, dissemination, standardization contribution

T1.1 : Overall management and yearly reporting

T1.2 : Dissemination T1.3 : Standardization T1.4 : Advisory Board

WP2: Requirements, 

completion of the state of 

the art, system analysis

T2.1 : Analysis of threat counter-

measure and self protection 

techniques in existing and new 

standards

T2.2 : Overview of security 

architectures in wireless terminal 

T2.3 : Fundamental aspects of 

physical layer security

T2.4 : New opportunities provided 

by modern wave forms and sensing / 

measure of radio environments

WP3: Radio channel based 

upgrading of PHYSEC in 

existing standards

T3.1 : Study and development and 

test of ñpropagation dependentò 

random generators 

T3.2 : Study of TRANSEC upgrades 

in existing networks

T3.3 : Study of NETSEC upgrades 

in existing networks

WP4: New RATs and Wave 

forms for PHYSEC upgrades 

of future standards

T4.1 : NewRATs based on SISO, 

MISO and MIMO technologies

T4.2 : NewRATs based on sensing 

technologies, opportunistic access 

and cognitive cycle 

T4.3 : NewRATs based on IFF and 

double talk technologies, transposed 

to ground radio mobiles

WP5 : Experimental study cases in 2.4 and 5 

GHz bands – extraction and application of CIR 

– WiFi test bed

T5.1 :WiFi dedicated CIR measurement + modeling 

T5.2 : Simulations of PHYSEC methods using measuredCIRs 

T5.3 :WiFi Test bed development, withWiFi components, signals 

generators and interceptor proto. 

T5.4 : Experimentation campaign of the PHYSEC enhancedWiFi

test bed face to the interceptor prototype in realistic radio 

environments

T5.5 : Conclusion of WP and experimental support for 

standardization proposals

WP6 : Simulation study case of LTE -based 

cellular systems

T6.1 : Modeling of LTE-based cellular system

T6.2 : Simulation of interception of PHYSEC upgraded waveform 

signals in LTE-based cellular system 

T6.3 : Conclusion of the work package and proposals for 

standardization
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3 First works achieved during year 2013 

3.1 Introduction 

This section aims to provide a synthesis of first works publications and deliverables that occurred since the beginning 
of year 2013. 

The work of year 1 has concerned  

- Work Package 1  

Management (WP.1.1.),  

Dissemination plan and first dissemination actions (WP.1.2),  

 Two paper at the Winncomm’ Forum 2013 Munich  

Standardization plan (WP.1.3) 

Advisory board organisation (WP.1.4) 

- Work Package 2  

 Analysis of threats, leading to deliverable D.2.1. (June 2013) 

 Analysis of secure architectures in wireless networks, leading to deliverable D.2.2. (October 2013) 

 

3.2 Focus on task 2.1. “Analysis of threats, countermeasures and self-protection 
techniques” 

This task led  

 to deliverable D2.1 “Analysis of threats, countermeasures and self-protection techniques”  

 to paper “Active and passive eavesdropper threats within public and private civilian wireless networks - 
existing and potential future countermeasures – an overview”. 

The deliverable D.2.1.and the paper above are strongly linked. 

 

I/ A classification of radio attacks was achieved (see figure below: The green boxes in the figure are examples of 

attacks, which are passive i.e. do not require attacker to send any signals. The blue boxes are examples of active 

attacks). 

 

Attacks in wireless 

networks

Information disclosure

Jamming

J1: Constant 

jamming

Passive eavesdropping MitM

J5: Pilot jamming

Cooperative 

mechanisms

J3: cooperative 

jamming

Location privacy

P1: Identifier tracking

Unauthorized access 

to resources

M1: Active catching

M2: Semi-active 

spoofing

C1: Data aided 

processing

Denial-of-service

A2: Sybil terminals

J6: Jamming uplink 

control channel

J2: Reactive 

jamming

J4: Primary user 

emulation

Selective jamming

T1: Bit flipping

T2: Message 

overshadowing

Message 

tamperingP3: Leaking geo-

location

P4: Privacy leaking in 

collaborator sensing

A1: Replay attacks

P2: RF fingerprinting

 

Figure 6: Categorization of consequences and attack examples 
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II/ A classification of the attackers was achieved (see annex § 7.1. and 7.2).  

 

A special focus applied to  

 Passives threats (classical radio interceptor) 

 Active threat (radio hacker, including jamming and spoofing attacks, IMSI catchers and so on) 

 

Practical threats and attacks were described for  

 Radio-cell standards (focus on GSM, UMTS, LTE) 

 Wireless Local Area Networks (focus on WiFi) 

 Short range communications (Bluetooth, Zigbee) 

 

 

III/ A special focus of the analyses applied to first negotiation stages of the radio access protocol (see figure below): 

 signaling,  

 access attempts 

 authentication and subscriber identification,  

 cipher key establishment 

 

Roughly, it is considered in the Phylaws project that the worldwide nature of modern public digital standards induces 

intrinsic privacy lacks of the early negotiation protocol. Because it must remain simple and generic everywhere and for 

any subscriber, it is often achieved with unprotected broadcast signalling and access channels (through beacon 

frequencies, pilots codes, etc.) that provide local system time, easy decoded network parameters, frequency planning 

etc. Then, exchanges of subscribers’ identifiers are required for registration, and they are recurrent for roaming and 

handoff of mobile handsets (radio-cells, PMR, DVB-H, etc.). These AUTH and ID procedures induce particular privacy 

lack (the frequent use of temporary identifier (such as TMSI in GSM) appears as a poor privacy improvement in many 

practical cases. 

 

 

Figure 7: First exchanges in cellular RATs – example of GSM 
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III/ Finally, practical considerations were introduced in the description of threats an potential countermeasures: 
 
  
III-a/ Difference of point of view that may occur among communities:  
 
Crypto-analysis and of physical layer security usually consider “maximal” attack risk and ideal attack situation: 
complete a-priori knowledge of the legitimate link, negligible demodulation errors and infinite message lengths.  
 
Regulator and industrials, when considering realistic radio networks and real field propagation, may point out the 
strong influence of radio propagation on the success of attacks:  
  

 Passive attacks are fully dependent of radio conditions (over the complete access protocol and during the 
data transmission) as they cannot influence communication protocol at nodes neither at terminals. In addition, 
passive attacks are limited by signal structures : slots and radio signal of limited duration. Any improvement of 
the “radio-complexity” at Eve’s part should provide some added protection of legitimate, even limited.  

 The practical efficiency of active threats fully depend on the network radio-engineering characteristics at the 
earliest access phases (base station output power, cell density, cell reselection criteria, transmit diversity, 
management of active sets, etc.), and thus of relevant propagation conditions. Then, having the full control of 
the caught terminal, active threats are less disturbed by radio conditions. Thus, protections should be 
concentrated on the first negotiation phases of the RATs.  

 

In practice, it is expected  

 

 that both passive and active eavesdroppers are highly disturbed when unexpected randomness occur into 

legitimate links and when radio-environment is complex. 

 That new physec protection should take advantage of radio propagation by enhancing radio complexity for 

Eve: 

- secrecy coding is the ultimate mean for this 

- sub-optimal countermeasures should apply too. 

 
 
III-b/ Radio access technology constraints apply to expected protections  
 

 The periods of coding and interleaving schemes are limited  
 

o by the messages length 
o by the frame structures 
o etc. 

 

 Radio propagation stationary duration limits the frame length, and may consequently limit (secret) code 
periods. 
 

 Constraints at terminals’ embedding should be considered for perspectives of physec upgraded protections  
 

o Limitation of radio and CPU capabilities for advanced transec protected RATs (examples are 
limitation of F.H speed, limitation of PN codes length, etc.),  

o Limitation of the complexity of channel coding (including secret codes complexity), 
o Limitation of embedded memory and especially of fast memory, 
o Control of latencies, 
o Etc. 
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3.3 Focus on task 2.2. “Security architectures in wireless terminals” 

This task led  

 To deliverable D2.2 “Security architectures in wireless terminals”  

 To paper “Analysis of threats, countermeasures and self-protection techniques”. 

 To paper “PHYSEC concepts for wireless public networks – introduction, state of the art and perspectives”. 

 

The deliverable D.2.2. and the two papers mentioned above are strongly linked. 

 

 

I/ Analyses of protections that exist in public wireless networks: these analyses deal  

 

- with network architecture considerations 

- with implantation trends of security components and of secure procedures in wireless terminals 

 

A special focus applied on LTE and Wifi. 

 

 

II/ Analyses of protections existing in military networks were achieved, that deal 

 

- with the very specific architecture of such networks  

- with existing practices relevant to transec netsec and comsec in military radios 

 

A special focus applied on ad-doc tactical radios, which are closest to mobile public wireless communications  

 

III/ Software-based architectures for physec-driven security solutions of protections were initiated: 

 

Note:  The following themes are discussed among partners for further studies developments and  

We submit them to the Advisory Council’s appreciation 

 

Transec perspectives: make signals more furtive and RAT structure more confusing. Main themes are the 

following (see figures below): 

 

- mixt frequency hopping and time hopping 

- Introduce Un-coordinated spectrum spreading (USS) schemes for direct spread spectrum RATs, for time and 

frequency hopping of TDMA RATs 

- Introduce dummy signals in order to upgrade Eve’s confusion, introduce full Duplex techniques in the 

processing of dummy signals. 

- Imbricate cipher establishment  and traffic channel allocation for subscriber’s transmission 

- Take advantage of opportunistic RATS (Frequency White Space, Cognitive Radios) for improving Eve’s 

confusion 

- Input physical random into any transec protection: examples of such input are out puts of equalization/rake 

processing) 
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Figure 8: Spread spectrum radio-communication signals - frequency hopped (top) and pseudo noise (bottom). 
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Netsec perspectives: make signalling more protected and better authenticated. Main themes are the following 
(see figures below); 

- Introduce Tag signal under signalling carriers 

- Combine tag signals processing and full Duplex techniques 

- Combine tag signals with radio advantages in order to build secret codes applied to “tag channels” 

- Introduce pre-identification exchanges based on tag signals/channels before further authentication and 

subscriber’s identification  

- Introduce Finger printing and water marking in signalling messages 

- Combine Finger print and water mark with secret codes 

 

 

Figure 9: Principle of radio-electric tag signals - building and use of dual sense tag signals combined with terminal and 
Node key 

 

 

Figure 10 : re-enforced use of dual sense tag signals with CIR measurements and secret codes establishment 
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Alice BobMal

Here I am (addrA, 

fingerprintA)

Here I am (addrA, fingerprintA)

Want to establish secret keys

Security messages (fingerprintA)

Record Alice’s RF 

characteristics – Mal is 

assumed to be inactive

Security messages

 (fingerprintB)

Signal coming from Alice 

matches to the reference 

signal -> success

Signal coming from Mal 

does not match to the 

reference -> abort 

(require e.g. PIN)

Security messages 

(fingerprintA)

No attack

Attack

 

Figure 11: illustration of RF fingerprinting from the beginning of signal (left) -  Potential scheme for strengthening 
unauthenticated key establishment by monitoring changes in device fingerprints (right) 

 

Comsec perspectives: adapt physec-driven concepts to advanced Cipher schemes main items are the 

following (See figure below): 

 

- Introduce physical random in cipher schemes 
- Combine computation of Synthetic Initiation Vector in advanced Authentication Encryption schemes and 

propagation-dependent random issued from receiver processing (equalization, rake etc.) – figure below 

 

 

Figure 12: Functional illustration of advanced symmetric comsec terminal architecture -  MAC and IV are associated in 
a Single field SIV - Shared context field includes physical random 
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4 Next works 

This section provides an overview of Physec future works, as projected by the partners.  

The intend of this section is to submit to the Advisory Board Members 

 the work program of year 2014 and year 2015, 

 the ideas of partners that are relevant to for studies development and demonstration, 

 the initiatives for dissemination, 

 the initiatives for standardization, 

in order to have discussion, take the benefit of their remarks and councils 

 

4.1 Focus on task 2.3 “Fundamental aspects of physical layer security” and 2.4 “New 
opportunities provided by modern wave forms and sensing/measure of radio 
environments” 

Deliverable 2.3. “Fundamental aspects of physical layer security” deals with theoretic considerations and current state 
of the art of physec domain 
 

- Progress toward the building of secret codes that achieve realistic capacity performances in realistic 
propagation channels 

- Evaluation of  the complexity of secret codes,  
- Evaluation of sub-optimal codes that are expected to approach secrecy capacity in realistic channels 
- Practical perspectives for computation of secret codes in future RATs and in future terminals. 

 
Deliverable 2.4 “New opportunities provided by modern wave forms and sensing/measure of radio environments” will 
analyses exploitation capabilities of advanced RATs that are in progress for 4G and 5G networks  
 

- Software defined radios, cognitive radio and opportunistic radios; Two key items will be considered here: 
 

o What are the privacy vulnerabilities relevant to geo-referenced sensing, to data base downloading 
and to other advanced procedure of the opportunistic RAT ? how could netsec improve privacy and 
integrity of these procedures (privacy is relevant here to both subscriber and operator); how  secret 
codes should be combined with tag signal and finger print techniques. 
 

o How to take a radio advantage thanks of the sensing capabilities and of the versatile RAT, in order to 
enhance transec and netsec protections ? 
 

- Full Duplex radio Access technologies and processing techniques that could be derived from full duplex 
RATs, especially for dummy signals and for tag signals/channels. 
How to introduce IFF-like modes before access attempt (based on tag signals and/or based on 
fingerprints/watermarks), before authentication, before subscriber identification or before key establishment? 
 
 

These next works  
 

- Will deepen the preceding items (initiated in WP2/D2.1. and WP2/D.2.2) in deliverables WP2/D2.3 and 
WP2/D2.4 – end 2013, start of year 2014. 

- Will prepare theoretic studies (WP3 and WP4) – years 2014 and 2015. 
- Will prepare developments, experiments (WP5) and simulations (WP6) – years 2014 and 2015. 
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4.2 Following of study works WP3/WP4- Submission of theoretical items to be followed 

Two specific power-point presentations have been prepared on these items for the meeting. The relevant slides 
are given in the following attached files (pdf format):  

Presentation relevant to perspectives of secrecy codes in gaussian channels and in MIMO channels  

 

Presentation relevant development and test of “propagation dependant” random generators 

 

Questions, answers, remarks and discussions with the AB members on these topics are detailed in section 5. 

 

4.3 Further developments (WP5/WiFi Demonstration) - Submission of items 

A specific power-point presentation on this item has been prepared for the meeting. The relevant slides are 
given in the following attached file (pdf format): 

 

 

 

 

 

Questions, answers, remarks and discussions with the AB members on these topics are detailed in section 5. 

 

4.4 Further simulations (WP6/LTE simulation) - Submission of items 

A specific power-point presentation on this item has been prepared for the meeting. The relevant slides are 
given in the following attached file (pdf format): 

 

Questions, answers, remarks and discussions with the AB members on these topics are detailed in section 5. 
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4.5 Submission of dissemination and standardization initiatives.  

4.5.1 Recall of Dissemination Initiatives year 2013: 

 
A specific power-point presentation on this item has been prepared for the meeting. The relevant slides are 
given in the following attached file (pdf format): 

 

 

4.5.2 Submission of standardization initiatives 

 
A specific power-point presentation on this item has been prepared for the meeting. The relevant slides are 
given in the attached file (pdf format) of the above paragraph. 

 
The concepts and future developments of Phylaws being now more firm, standardization will be prepared for 
year 2014 and year 2015. The main and open questions are the following 

- Which selection to be done, among these initial tracks, for standardization effort ? 
- Which priority for Phylaws standardization effort? 
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5 Report of the meeting 2nd of October 2013 

 
Following the plan of sections 2, 3 and 4, this section synthetizes the remarks of AB members and the discussion 
among AB members and partners. 
 
 

5.1 Remarks and discussion relevant to the Scope of the Phylaws project 

AB members agree  
 

 that security is a key item of existing and of future wireless networks 
 

 that existing protections of civilian wireless network are very poor and may cause serious damage to  citizen 
privacy, to operators’ and to stakeholders’ commercial perspectives when large scale attacks occur on radio 
interface. 

 
AB members point out several key items 
 
A/ Security aspects have to be presented and discussed with operators and stakeholders such as a investment.  
AB member discussing about security with various operators have found that increased security is often tied to 
increased system cost, so operators will evaluate the type and level of security risk versus the level of investment to 
secure against that risk and the commercial advantage they may gain in securing against that risk. 
In other words, security upgrades provided by the Phylaws project (and by any other projects on same items) should 
be discussed and presented to operators and stakeholders such as opportunities for lower risks, for commercial 
advantage and finally for better return of investment. 
  
 
Note of the partners: this remark re-enforce the need for low cost security improvements that are expected thanks to 
physical security concepts. 
 
 
B/ Security considerations should distinguish several license types, and take into account several kind of applications 
and communication services provided by operators : not only Voice on IP, SMS, video streams and other traditional 
communication services, but M2M, LTE evolution toward MANET networks and relevant applications for private 
networks, etc.  
 
Note of the partners: this remark re-enforce the need for security improvements that are adaptive to numerous Radio 
access technologies. 
 
 
C/ Security considerations should take into account governmental considerations and may adapt to national laws. 
Thus understanding legal constraints and disseminate toward national authorities are important components of the 
project. 
 
Discussion: this remark re-enforce the interest for security improvements, even sub-optimal, that should be adapted to 
local contingencies and that should provide suitable capabilities:  
 

 for regulators to achieve frequency management and to achieve control of spectrum usage, 

 for legal administrations to achieve the surveillance of radio-communication networks. The place of physec 
improvement at the radio-interface only is here an advantage: only radio signals have to be modified, no 
modifications should  apply at the communications user data, nor at upper protocol layers should occur, nor at the 
core network.    

 
 
D/ AB members remark that crypto community is now more aware (than a few years ago) to potential security 
solutions issued from physical security domain. Thus dissemination efforts can now efficiently be oriented toward 
crypto community too in addition to traditional physec community and radio-communication regulators and 
stakeholders. 
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5.2 Remarks and discussion relevant to “Analysis of threats, countermeasures and self-
protection techniques” 

 
AB members had several questions and pointed out several items: 
 
A/ There is a need for comparison criteria of physec solutions, when facing several type of threats 
 
Partners completed the description of the project’s scope explanations by details relevant  
 

 to the experimental feasibility proof (WP5 including a multiple antenna radio interception device with several 
degrees for sources separation and with several degree of analysis accuracy),  

 to simulation feasibility  

 to metrics relevant to the efficiency of the mitigation of the information leakage, that can be estimated from secret 
codes design (flatness factor presented in section 4.2). 

 
B/ Perspectives of transec and especially perspective frequency hopping RATs are limited for civilian radio networks 
because of the limited spectrum allocations. Transec have mainly interested for machine to machine services and for  
Short range communications. Partners fully agree. 
 

5.3 Remarks and discussion relevant to “Security architectures in wireless terminals”, to 
“Fundamental aspects of physical layer security” and to “New opportunities provided 
by modern wave forms and sensing/measure of radio environments” 

 
AB members deepened questions relevant to the attacker (Eve) capabilities regarding source separation when facing 
countermeasures such as artificial noise and cooperative jamming. 
Relevant to artificial noise combined with MIMO architectures at legitimate (Alice) part and SIMO architectures at 
attacker’s (Eve) part , AB members mentioned that experimental separation of two signals S1, S2 resulting from a 2-
antenna Alice transmitters at low distance (less than one half wave length) can be isolated and processed by a 2- 
antenna Eve receiver, only with as suitable adjustment of the distance of Eve’s antennas (S1/S2 ratios such as 10 dB 
are rather easy to process by such means). Thus the concept of artificial noise has to be deepened in order to 
achieve a real protection.  
 
(Later) remark from partners, Deflation techniques in antenna processing at Eve’s part provide same kind of results 
for significant S1/S2 ratios (10 dB and more). 
 
Discussion with partners: the remarks above give sense to two of the proposed items for further development  
 

 Management of artificial noise transmission by considering noisy dimensions of the legitimate propagation 
channel (Celeno’s innovation at first, mentioned in later papers as “Strobe zeroforcing beam forming” technique. 
Cf IEEE 2012 ref; 978-1-4673-0775-8/12,http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=6195817). 

 Transmission of tag signals for netsec improvements that use exactly the same antenna element than the main 
signal and FuDu techniques for mitigation of self-interferences (idea expose in deliverable D2.2., to be developed 
during further studies). 

 
 

5.4 Remarks and discussion relevant to the following of study works WP3/WP 4- 
(Submission of theoretical items to studies) 

AB members point out several items that are relevant to channel characterization and to its exploitation for security 
goals: 
 
1/ The information provided by the channel should be complete and deep enough in order to provide security. In 
addition to the propagation channel itself, the provided information highly depend on the RAT, and on the modem too 
(some richness of the outputs of the demodulator and of the decoder is a necessary condition for taking the benefit of 
channel random). 
 

http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=6195817
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Discussion: even when the richness of the modem’s outputs is not enough for the direct achievement of secrecy, 
propagation information should still be used as nonce for key computation. 
 
2/ When Eve measure the channel (example with a SIMO receiving structure), the consequence is that the number of 
degree of freedom decrease for the legitimate (Alice to Bob) to achieve secrecy. 
 
3/ Recent experiments showed that the building of the legitimate channel by Eve, even not always impossible, is 
always difficult (even when mitigation of artificial noise or multiples transmitted signals succeed see § 5.3). If 
confirmed, this is a good trend for security purposes. Thus it would be interesting to confirm this trend during channels 
experiments (WP3 and WP5).   
 

5.5 Remarks and discussion relevant to the future developments (WP5/WiFi 
Demonstration). Remarks and discussion relevant to the future simulations (WP6/LTE 
simulation) 

 
The management of artificial noise transmission on noise dimensions of the legitimate channel, such as proposed by 
Celeno for WP5, is studied in the paper “Strobe zeroforcing beam forming” technique (cf. IEEE 2012 ref; 978-1-4673-
0775-8/12,http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=6195817). Nevertheless, Celeno patented the 
process before and has some experience on it (see section 4.3.).  
 
AB members point out the importance of the recurrence time that is chosen for channel estimation and for beam 
forming computation, depending on the number of users. Partners and AB members agree that orders of range for 
periods of channels estimation and Beam forming computation in WiFi case are roughly 100 ms for single user case, 
and down to 20 ms for multiple user case. In addition to channel non stationaries, this has a straight importance for 
avoiding Eve to learn the legitimate channel. 
 
The computation duration of channel estimate and beams should be kept roughly less than 100 µs. 
 

5.6 Remarks and discussion relevant to Dissemination Initiatives and to Standardization 
Initiatives  

AB members had several remarks and councils regarding dissemination and especially standardization initiatives 
 
In any case:  
- Propose concrete illustrative and convincing items, that should apply to numerous uses cases.  
- Avoid “industrial dedicated” proposals, especially at standardization groups and at ITU. Remain “technically neutral” 
in dissemination and in standardization proposal especially at ITU.  
- Start dissemination and standardization early (i.e. as soon as items are mature) in order to reach progresses 
regarding standardization during the project and not a few years afters  
- Several meetings per standardization group are usually necessary for convincing the group about the interest of the 
proposals. 
 
Dissemination and standardization towards ETSI:  physec is not included in the scope of the ETSI security group. The 
security cluster is a better target. Its future meeting is January 2014.  
 
Dissemination and standardization towards WiFi groups: proposals should be illustrated by simulation at least. In 
addition to 802.11… Working Groups,  802.22… Working Groups are suitable targets for physec (note : 802.22 is 
dealing with the new usages of UHF frequency white spaces, including spectrum allocation in WS for WiFi backhaul). 
 
Dissemination and standardization towards 3GPP: AB members point out the difficulty of convincing 3GPP.  
The 3GPP roadmap is ready up to year 2020. Thus it is very difficult to entrance with new items. 
Only serious threats relevant to their revenues should be able to convince the major actors of 3GPP to take into 
account security upgrades. 
In addition, 4 to 5 meeting with 3GPP (especially RAN WG1) should be managed in order to convince the group about 
interest of physec. 
 
Dissemination and standardization towards ITU: AB members point out that the best chance for phylaws 
standarizationis ITU-R, even if ITU-T should not be neglected.  
AB members point out the necessity for dedicated presentation, that take into account  

http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=6195817
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- the countries of representatives (i.e. for example, have different approaches for occidental delegate, for Asian 
delegate for African delegate, etc.) 

- legal and policies considerations of each country   
- a neutral technical approach,  
regarding proposals for working documents and for recommendations. 
 
National regulators and frequency administrations should be approach individually instead of collectively in plenary 
sessions. 
 
Dissemination and standardization towards CEPT: As there are currently no more needs for identifying new 
frequencies, CEPT is not the best target for dissemination nor standardization within a project such as Phylaws (for 
the moment). CEPT should be approach when a new standard is available and requires specific needs. The usual 
process for this is to build first an ITU-R recommendation, that becomes then a mandatory recommendation and that 
becomes then a standard adopted during Word Radio-Conferences. 
 
Workshops to be targeted:  
Wireless and Network Mobile security (Wisec), next sessions in Oxford, May 2014 (papers dealing with threats). 
EUCNC (ex FuNems): 2014 in Bologna, 2015 in Paris. 
 
 

6 Conclusion  

 
The goals of the Phylaws project and the ideas developed during the first year of the project have been introduced in 
this meeting to the members of our Advisory Board. Starting from the work performed during year 1,  

 study items, proposals for development and proposals for simulation have been submitted,  

 dissemination and standardization perspectives have been discussed among AB members and partners, 

 taking into account the remarks and the councils expressed of the AB members, the partners will derive the work 
plan for future work of the project: WP3 and WP4 (studies), WP5 (proof of concept by demonstration), WP 6 
(proof of concept by simulation). 

 

The Phylaws consortium thanks again the AB members for their participation and is grateful for the expression of their 
deep remarks and advertises. 
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7 Annexes – Illustrations – Bibliography – Deliverable list - Glossary 

7.1 Illustration of passive threats for wireless standards. 

ac 

Figure 13. Passive eavesdropping example (GSM slot and frame synchronization) 

 

Figure 14. GSM beacon decoding (data-aided SIMO) 

 

Figure 15. GSM SDCCH decoding (data-aided SISO) 

Etc… 
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7.2 Illustration of active attacks (masquerading)  

 

Figure 16. Example of active catching and control of radio-cells 

 

Figure 17. Real field example of cloning a GSM beacon channel 

 

Figure 18. Example of architecture of RHS systems – left: basic, right: advanced 
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7.4 Deliverable naming and versioning convention 

 

Del. 
Name1 

Deliverable name WP 

task N° 

Nat
. 

Diss.  
level 

Expected
Delivery 
date 

D 1.1 Kick-Off meeting. Management Plan, including risk 
evaluation, analysis of Ethical Issues. Minutes of K.O. 
Consortium Agreement. 

WP 1.1 R PU 1 

D 1.2 Year 1 status meeting and report  WP 1.1 R PU 12 

D 1.3 Intermediate Status of the project. Interm. release of risk 
analysis. Interm. report on Ethical Issues 

WP 1.1 R PU 18 

 Year 2 status meeting and report  WP 1.1 R PU 12 

D 1.4 Synthesis of the project management. Final release of 
Risk analysis. Final report on Ethical Issues 

WP 1.1 R PU 36 

D 1.5 Year 3 status meeting and report  –  Synthesis – Open 
workshop on projects results 

WP 1.1 R PU 36 

D 1.6 Dissemination planning report WP 1.2 R PU 3 

D 1.7 Dissemination intermediate report WP 1.2 R PU 18 

D 1.8 Dissemination final report WP 1.2 R PU 36 

D 1.9 Standardization planning report WP 1.3 R PU 3 

D 1.10 Standardization interm. Report WP 1.3 R PU 18 

D 1.11 Standardization final report WP 1.3 R PU 36 

D 1.12 Advisory board meeting report 1 WP 1.4 R PU 8 

D 1.13 Advisory board meeting report 2 WP 1.4 R PU 20 

D 1.14 Advisory board meeting report 3 WP 1.4 R PU 32 

D 2.1 Analysis of the threat counter-measure and self protection 
techniques in existing and new standards – report  

WP 2.1 R PU 8 

D 2.2 Security architectures in wireless terminal – report WP 2.2 R PU 10 

D 2.3 Fundamental aspects of physical layer security – report WP 2.3 R PU 12 

D 2.4 New opportunities provided by modern wave forms and 
sensing/measure of radio environments – report 

WP 2.4 R PU 12 

D 3.1 Channel based random generators –  interm. report WP 3.1 R PU 15 

D 3.2 Channel based random generators –  final report WP 3.1 R PU 27 

D 3.3 TRANSEC upgrades – Study report WP 3.2 R PU 15 

D 3.4 Simulation of TRANSEC upgrades – simulation and 
analyses complements 

WP 3.2 R PU 32 

D 3.5 NETSEC upgrades – Study report WP 3.3 R PU 24 

D 3.6 

 

Simulation of NETSEC upgrades - simulation and 
analyses complements. 

WP 3.3 

 

R PU 36 

D 4.1 

 

New RATs based on SISO, MISO and MIMO technologies 
– study report 

WP 4.1 

 

R PU 18 

D 4.2 

 

New RATs based on SISO, MISO and MIMO technologies 
– simulation and analyses complements 

WP 4.1 

 

R PU 24 
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D 4.3 

 

New RATs based on sensing technologies, opportunistic 
radio access and cognitive cycle – study report 

WP 4.2 

 

R PU 24 

D 4.4 

 

New RATs based on sensing technologies, opportunistic 
radio access and cognitive cycle – simulation and 
analyses complements  

WP 4.2 

 

R PU 32 

D 4.5 

 

New RATs based on IFF and double talk technologies, 
transposed to ground radio mobiles - study report 

WP 4.3 

 

R RE 24 

D 4.6 

 

New RATs based on IFF and double talk technologies, 
transposed to ground radio mobiles –feasibility status 
complements 

WP 4.3 

 

R RE 32 

D 5.1 

 

CIR measurements and modelling in ISM 2,4 GHz band & 
5 GHz band 

WP 5.1 

 

R CO 18 

D 5.2 

 

Simulations report of PHYSEC methods using measured 
CIRs 

WP 5.2 

 

R CO 24 

D 5.3 

 

WiFi test bed setup development report. WiFi test bed 
demonstration. 

WP 5.3 

 

R       
D 

PU 24 

D 5.4 Experiment campaign plan WP 5.4 R  PU 25 

D 5.5 Report on WiFi interceptor experiments with the test bed WP 5.5 

 

R  PU 30 

D 5.6 Final report on interception experiments on test bed, 
synthesized with complementary simulation results 

WP 5.6 

 

R  

 

PU 35 

D 5.7 

 

Concluding report on experimental support for 
standardization proposals for WiFi PHYSEC upgrades 

WP 5.7 

 

R  PU 36 

D 6.1 

 

Modelling of LTE-based cellular system  Demo + 
simulation + report 

WP 6.1 

 

R PU 18 

D 6.2 

 

Simulation of interception of waveform signals in LTE-
based cellular system  

WP 6.2 

 

R PU 35 

D 6.3 

 

LTE-based cellular system simulations  –  Concluding of 
the work package and proposals for standardization 

WP 6.3 

 

R PU 36 

Table 1:  deliverable naming and numbering 
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7.5 Glossary: More acronyms and concepts definitions 

Term Definition 

4G Fourth generation mobile phone network – The term has several interpretations. One 
interpretation is a system that fulfils International Telecommunications Union’s requirements for 
IMT-Advanced. Current candidate systems are LTE Advanced and WiMAX Release 2 (IEEE 
802.16m). In some interpretations also first releases of WiMAX and LTE can be referred as 
4G. This document avoids using 4G. Instead actual standards are used. 

AES Advanced Encryption Standard 

A-GPS Assisted Global Positioning Service (meaning merged processing of GPS and radio-
communication messages for providing upgraded GPS location)  

AKA Authentication and Key Agreement (3G authentication solution) 

ALE Automatic Link Establishment  

Beamforming A signal processing technique where transmitter/receiver uses multiple antennas to 
send/receive the same signal. Can be used for directional signal transmission (organizing 
phase and amplitude of signals so that others experience constructive and others destructive 
interference). 

CCMP Counter Cipher Mode with Block Chaining Message Authentication Code Protocol (security 
protocol available in WiFi/WPA2) 

CDMA Code Division Multiple  Access 

CR Cognitive Radio 

COMSEC Communication Security: is relevant to the protection of the content of the user messages 
(voice, data). Comsec applies either at the radio interface or at upper layer. Comsec 
techniques involve ciphering, authentication and integrity control of signalling and users’ data 
at several protocol layer and interfaces (examples are point to point ciphering of each user 
data flux, ciphering of IP packets, ciphering of artery, etc.). 

DAB Digital Audio Broadcast 

DAE Determinist Authentication Encryption (Cipher Scheme)  

DL Down Link – Communication from a network / base station to a terminal 

DSA Dynamic Spectrum Access - spectrum sharing paradigm that allows (unlicenced) secondary 
users to access unused spaces in the licensed spectrum bands 

DSSS Direct-sequence spread spectrum 

DVB-T/H Digital Video Broadcast – Terrestrial/Handheld 

EAP Extensible Authentication Protocol - authentication framework used in wireless networks and 
point-to-point connections  

Entropy A measure of randomness and disorder. Quantifies the uncertainty involved in predicting the 
value of a random variable. In communication systems, entropy is typically expressed as the 
average number of bits needed to store or communicate one symbol in a message. In 
communication system, entropy is caused by different channel specific characteristics 
including fading and interference. For instance, symbol coded with A bits can accurately be 
received on in channels with entropy A or lower. 

EPS-AKA Evolved Packet System - Authentication and Key Agreement – (authentication system used in 
LTE, based on EAP) 

Equalization Finding a balance between frequency components within a signal by strengthening or 
weakening energy of particular frequency bands. 

FDD Frequency-division duplexing (communicating devices operate in different carrier frequencies) 

FDMA Frequency Division Multiple Access 

FHSS Frequency Hopping Spread Spectrum 

Full-duplex Two directional communication where transmission occurs simultaneously 

GNSS Global navigation Satellite System (GPS Galileo, Glonass tc.) 
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GPS Global Positioning Service  

Half-duplex Two directional communication where transmission takes turns 

INFOSEC/CSS Information security Module/Cryptographic Sub-System: The Infosec/CSS module manages 
the generation of pseudo-random data that are used for TRANSEC NETSEC or COMSEC 
protection 

LPD Low Probability of Detection – LDP systems try to make signal undetectable e.g. by making 
average signal to noise of a transmission at eavesdropper is lower than the signal detection 
capability. DSSS is an example of LPD systems.  

LPE Low Probability of Exploitation – LPE systems try to make (detected and intercepted) signals 
unexploitable i.e. to conceal and protect carried information e.g. with cryptographic solutions. 

LPI Low Probability of Intercept – LPI systems try to make (detected) signal difficult to intercept 
(i.e. to jam, read or modify). Frequency hopping has been considered as an example of LPI 
systems. 

LTE Long term evolution – Mobile phone network standard is developed by the 3GPP (3rd 
Generation Partnership Project).  

MIMO Multi-input multi-output (use of multiple antennas at both the transmitter and receiver) 

MISO Multi-input single-output (use of multiple antennas at the transmitter) 

MITM Man-in-the-middle 

Modulation Process of placing a message signal, for example a digital bit stream, into another (carrier) 
signal that can be physically transmitted. That is changing one or more properties (amplitude, 
phase, and frequency) of periodic waveform (carrier) with a modulating signal (containing 
information to be transmitted) 

NETSEC Network Transmission Security: Netsec is relevant to the protection of the signalling of the 
network. Netsec applies mainly at the radio interface and at the medium access protocol layer, 
with request to upper protocol layers. Netsec techniques involve mainly transmitter 
authentication protocols, integrity control and ciphering of signalling data. 

OFDM Orthogonal frequency division multiplex – Modulation technology where a signal is split into 
several narrowband channels at different frequencies. 

PHYSEC Physical Layer Security is generic term that will be used in this project to design all kind of 
protection techniques that are based on the use of the physical layer sensing and/or 
measurement. 

PKI Public key infrastructure – combination of software, hardware, organizations and procedures 
for managing digital certificates, which can be used to authenticate parties without prior direct 
security relationships  

RAT Radio Access Technology (e.g. FDMA, TDMA, CDMA, OFDM) 

RF Radio Frequency 

RHS Radio Hacking System 

SAIC Single Antenna Interference Cancellation 

SC-FDMA Single-carrier frequency division multiple access  

SDR Software Defined Radio 

Security architecture Security architecture is a collection of techniques, which collectively protects security and 
privacy of a system. Architecture defines the necessary components and elements needed for 
protection as well as dependencies and relations between these components. Security 
architecture for a wireless communication system is a design, which provides high level 
answers to various questions such as: which interactions are secured, do we provide end-to-
end protection or secure only radio interface, which protocol layers are secured, which security 
protocols or algorithms are used, how are encryption keys managed, how to manage security 
policies as well as, potentially, what are the dependencies with physical communication layer. 

SF Spreading factor (of DSSS signals)  

SFN Single Frequency Mode (frequency planning of OFDM bases RAT that consist to transmit the 
same content at the same career, with controlled time delays at the receiver part (less than the 
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guard time duration) so that classical OFDM coherent demodulation is achieved with transmit 
diversity. In usage especially in broadcast networks (DAB, DVB-T/H, Wimax, LTE)  

SIMO Single-input multi-output (use of multiple antennas at the receiver) 

SISO Single-input single-output (use of single antennas at both the transmitter and receiver) 

SNR Signal-to-noise ratio 

Steganography Art of writing hidden messages.  See also LPD (Low Probability of Detection) and watermark. 

Superimposed Placed or set over or above on something else. In communication, a signal transmitted at the 
same time and at the same frequency as another. 

Tag signal Low power signal, which is transmitted at the same time, at the same frame or slot, and at the 
same carrier than the user signal. Can be used e.g. to identify the sender. 

TDD Time-division duplexing 

TDMA Time Division Multiple Access 

TKIP Temporal Key Integrity Protocol (security protocol in WiFi WPA/WPA2) 

TPM  Trusted Platform Module 

TRANSEC  
 

Transmission Security: Transec is relevant to the protection of the wave form face to 
interception/direction Finding of the transmitted radio signal, to jamming of the user receiver, 
and to intrusion attempts into the radio-communication access protocol. Transec applies 
mainly at the radio interface. 

Trustworthy
2
 secure, reliable and resilient to attacks and operational failures; guaranteeing quality of 

service; protecting user data; ensuring privacy and providing usable and trusted tools to 
support the user in his security management. 

UICC Universal Integrated Circuit Card 

UL Up Link – Communication from a terminal to a network/base station 

UFH Uncoordinated Frequency Hopping 

UDS Uncoordinated Direct Spectrum 

USS Uncoordinated Spread Spectrum 

UTH Uncoordinated Time Hopping 

Watermark Identifier embedded to user content or signal; Ideally should be difficult to detect, modify or 
forge.  See also LPD (Low Probability of Detection) and steganography. 

 

 
 

                                                      
 
 
 
2
 According to the European Commission Work Programme 2011-2012 for ICT 


