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ABSTRACT accessible. HoweverRSSI does not capture the entire
richness of the channel as it ignores the phase of channel
Physicallayer security has emerged as a promising approadoefficients, which usually provide more randomness than
to strengthen security of wireless communicationsthe power of the ghal. In this paper we present a full SKG
Particularly, extracting secret keys from channelscheme based on full Channel State Information (GSis
randanness has attracted an increasing interest from bo#fourier transform (Channel Frequency Respors€FR,
academic and industrial research groups. In this paper, v§). Our SKG protocol is composed of the following steps:
present a complete implantationaSecret Key Generation Channel estimation (83 hannel Coefficiat decorrelation
(SKG) protocol which is compliant with existing widespread(84), Quantization of the CSI (85), Information
Radio Access Technolas This protocol performs the Reconciliation(86)and Privacy Amplification(87).
Quantization of the Channel State Information (CSl), then In order to evaluate the performance of our scheme
Information Reconciliation and Privacy Amplification. We (quality of the generated keys, complexity of the
also propose an innovative algorithm to reduce th@rocessing)we apply our secret kegeneration protocadn
correlation between quantized channel coefficietitat single senseeal field WiFi and LTE networks (88and on
significantly improves the reliability and the resilience ofdual sense real WiFi signals (§%ignals are captured in
the complete SKG schemeFinally we assess the seveal indoor and outdoor locationkeys and estimas of
performance of our protocol by evaluating the quality ofchannel entropyare computed from Channel Frequency
secret keys generatéd various propagation environments Responses extracted frotinesereal field records.
from real single sense LT&ignals, andealsingle and dual
sensaWiFi signals
2.SECRET KEY GENERATIO N PRINCIPLE
1. INTRODUCTION

o o o OO A {J:.T.,:')' @T:“
Recent news highlighting security fallurespnfol|c_W|_reIess L P T_),g\_T_;,U\' ) Legitimate links
communication systems have recalled the limits of th ‘ - ROB
cryptographic key distribution approach and the urge t ALICE
improve security of the information exchanged over the a w2 gld=aa==
interface [1, 2, 3, 4] The emergence of Physical layer ~ ~ - =
Security (Physec) has provided an alternative approach f Py P
designing robust secret keys by leveraging the intrinsi ‘\\.,T)',-' Tt T
randomness of wireless channels. This technique is referr
to as Secret Key Generation (SK[5). EVE
In § 2, we detail the typical scenario where two
legitimate users (Alice and Bolsancommunicatesecurely Eavesdropper links
in presence of an eavesdropper (Eag)d how this principle
works The vast majority of existing woskon SKG usé¢he Figure 1: Communication scenario
Received Signal Strgth Indication (RSSI) since it is easily
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employ secure sketch and error correcting codes to correct
2.1. Communication scenario Bob’'s errors on Alice’'s key.
secure sketch over the public channel, possibly leaking a
The legitimate users Alice and Bob attempt to communicateontrolled amont of information to the eavesdropper Eve.
securely in presence of an eavesdropper Egethis Alice Privacy Amplification: this step improves the
and Bobobserve and estimate the channel then theésact randomness of the secret kapd removes the redundant
a common secret key from their channel estimates. Whéenformation that could be used by EvEo do so, we use
Eve is located at a distance of a few wavelengths from Bobash functiongind, when necessary, reduce key lengtlis
her channel measurements will lke-correlated of the final step guarantees that the generated secretskiyly
legitimate channel and therefomay measureof Evewill be  de-correlatedrom the key computed by the eavesdropper.

de-correlatedo the secret key Note: searching for practical implementation inside
communication deviceswe focusedn each stepn most
2.2. On channel randomness robust and simple atgithms. For examplewe choose a

simple algebraic forward error correcting (FEC) code to
The main reasons a secret key can be extracted from trexoncile Alice and Bob keys and a classical family of 2

random radio propagatiare the following. universal hash function in the privacy amplification 4@p
In indoor and outdoor environments, waveforms
transmitted from Alicgo Bob and Evdollow multiple paths 3. CHANNEL ESTIM ATION

and come across various obstacles with distinct angles of
incidence. As a result, theyealtered very differently when When considering anOrthogonal Frequency Division
they are received by Bob and Eve. A few wavelengiles Multiplexing signal (OFDM, such as encountered in WiF
enough to ensure a complete-aterelation between Bob and LTE networks)n the frequency domajithe component
and Eve’'s channel s, 85 paaqg afthd @hanwdl Fraguench Respsnsea(CERBuanéfies the
Spread (AS) is larggs]. fading applying on each scarrier. In a sampled system,

Besides, due to complex wave propagation andonsideringa finite response and band, tf@ frequency
unpredictable scatterers in the communicatibannel, Eve componentQ of the R can be calculated as follows:
cannotpredict orrecoverthelegitimate channel. 0 0 HQIOQ

Finally, in TDD mode and for each carrier, waveformswhere® is the received signal, and is the emitted signal
from Alice to Bob hit obstacles in the forward and return(or reference signal).
direction with the same angle of incidendéherefore the In the time domain, an equivalent Channel Input Response
legitimate users see the same randomness and thus h&@éR) estimation can be deduced fréine CFR by IFFT, as
similar channel measurements. This phenomenon is referréallows:
to as “channel reciprocity”. O 000y

Consequently, the channel coefficients measured bywhen considering now TDMA of CDMA wave forms
Alice and Bob characterize the legitimate link and cannot bencoutered in 2G and 3G radio Access technologies
reconstructed by EveThus, Alice and Bob caruse this (RAT), CIR can be computed directly in the time domain by

sharedbool of randomnest® generate secret keys. applying filter estimations techniques to reference signal

2.3. Secret key generation steps 4. CHANNEL DECORRELATIO N

The proposed SKG protocol is composed of the followingsecret key bits should be completely random to keep them

steps: unpredictakd by Eve, therefore any deterministic
Channel Estimation: the first step of the SKG scheme component in the radio propagation channel should be

estimats theradiochannel and compu€SI or CFR removed. Same apply to any time or frequency correlation

Channel Coefficient decorrelation: in this second between quantized bits: the quantization algorithm should
step, we apply a new algorithm to select channel coefficientsot only generate bits with equal probability kalso the
with low cross correlation. Thisptimizes the randomness channel coefficients that are quantized to generate these bits
selection irstationary environments. should be as random and-derrelated as possible.
Quantization: this stepuses the Channel Quaization The goal of this step is to decrease the negative effect of
Alternate (CQA) algorithm introduced by Wallace tochannel correlation by a careful selection of the channel
quantize selected channel coefficief§, that minimizes coefficient tobe quantized.
key mismatch between the legitimate users Alice and Bob. First, time correlation is decreased between channel
Information Reconciliation: this step corrects he coefficients. To do so:
remaining mismatch between Alice and Bob keys. We



1 Channel coefficients computed at a given time 6. INFORMATION RECON CILIATION
acquisition constitute a frame.
This step suppress remaining mismatches betweee Atd
Bob keys by using secure sketch based on -ewoecting
codes[8]. The key computed by Alice is considered as the
1 Only frames with low crosscorrelation coefficient secr et key and Bob wants to
(under a given threshold) are selected. key K, he extracts from his channel measuratae

1 Crosscorrelation  coefficients are computed
between the two first frames

1 Crosscorrelation  coefficients are computed : . )
. Theprocessing can be described as follows:
between the previous selected frame and the neﬁlice'

frame.

1 selects a random codeword ¢ from an eoanrecting
Then, same procedure applies to frequency correlation: code C
I Crosscorrelaon  coefficients are computed § computes the secure sketth 0 § @
between two consecutive frequency carriers 1 sends s to Bob over the public channel
Bob:

1 Only frequency carriers for which the cress

correlation coefficient is below a given threshold
are selected. In addition,

frequency carriers are dropped.

I subtracts s from its computed key : _
. W 0§ i VSO0 S w
lowest and hlghesﬁ decodesh to recovemand getsHu
1 computed) by shifting back and gets:
Finally, Alice sends to Bob the position of the channel 0 ad i
coefficients over the public channel. Hence, Eve also knows
which coefficients were dropped and which ones were Perfect reconciliation is achieved when Bpbrfectly
selected but she does not have any information on theietrievesthe random codewdrchosen by Alice, meaning
value. Therefore there is no infoation leakage during the thatchu & As aresult, no mismatch occurs between Alice

channel decorrelation step. and Bob keys{{ 0 ).
Therefore the secure sketch s, sent over the public
5. QUANTIZATION channel, allows the exact recovery of the secret key without

revealing the exact value of the key.

After measuring the radio channel, Alice and Bob jointly = However, s might leak somaformation on the secret
employ an algorithm to quantize the channel taps that théiey over the public channel as Eve @dso use the secure
have estimated in order to generate a common sequences&gtch to retrieve the seckaty U .
key bits from their instantiation of the shared channel, under Thus, a final step is then necessary to suppress the
reciprocity assumptio leaked information and to improve the quality of the secret

However, due to noise and channel estimation errorgey.
Alice and Bob may disagree on some key bits. Several

quantization algorithms employing censoring schemes have 7. PRIVACY AMPLIFICATION
been developed to limit this mismatch between Alice and
Bob keys. The objective of the privacy amplification step is to erase

A typical censoringalgorithm defines guard band the information leaked to Even the secret key during the
intervals and discards any channel measurement falling intoformation reconciliation step and to improve the
it [5]; leading to an inefficient exploitation of channel randomness of the key.
measurements and to a lower number of generated key bits. For our SKG scheswe interpret the secret kéyas an

Thus, other schemes employ different quantizationelement of the Galois FieldD'Q; and we choosethe
maps where each one is adapted to the channel observatidoipwing two-universal &mily of hash function§d] where
e.g. channel quantization alternating (CQA) algoritfsh € is the number of bits of the key.

The principle consists in choosing the adaptive gaatitin
map where the current observation is less sensitive to
mismatch. Consequently, we apply the CQA algorithm to
complex channel coefficients to generate secret key bits.

[



Forp i ¢ and for ®N "O'Q , the functions
mp ©O Tip assigning to th&ey L the firsti bits ofkey
W N OQ define a tweuniversal family of hash
functions. 1 is the final length of the secret key.

In practiceat each new key computation, the paramete
is randomly chosen by Alice who sexidl to Bob over the
public channel. Alice and Bob then computes product
) N O

The hash mechanism spreaghy bit error all over the
final key ¢8) (first r bits of &) ), thus:

1 When Eve tries to recover the initial key K (dte
reconcliation step), any error on K will make the final
key ¢8) unusable for her

1 Bob has to perfectly recover thaitial key K (i.e.
reconciliation should be perfectly achieved) in order t
get the usage of the final kegg)

Hardware equipment
« USRP X310 (Ettus Research)

+ PCKISS 4U X9DR3 (Kontron)

« Octoclock (Ettus Research)

« 6 antennas
o Bob: 2 antennas spaced out by 33cm
o Eve: 4 antennas, spaced out by 11cm

/| Software
« Phylaws partners

Acquisitions parameters

« Frequency range: 0.4 — 4.4 GHz

« Rx BW up to 6 antennas x 25MHz
« Synchronous Rx and Sampling

« LOS and NLOS scenarios

« Slow-moving antennas

8. EXPERIMENTAL RESU LTS FROM SINGLE
SENSE SIGNALS

In this section we generate keys from real LTE and WiR
signals acquired using the test bed of figurear®i we
analyze their quality and the processing complexity.

8.1. Impact of channel decorrelation Figure 2: PHYLAWS test bed (10]) and configuration of

antennas during recordings

Figure 3 is relevant to a very stationary the pogation

environment (empty indoor tennis court, static Alice and

Bob, static scatterers) and shows the direct output of “"Iﬂgure 4 shows key bits obtained on the same record with

CQA algorithm (85) with 4 Quantization Regions (QR).-the same processing after applying our channel coefficient

CFR computed from LTE signals over 5 seconds selection (8§4) on the original CFRs: the correlation between
) bits has significantly decreased both in time and frequency

(frequency: 2627.5MHz, bandwidth: 1.4 MHz) producedoyr algorithm managed to extract the repeating pattern of

1000 frames detections and 122 secret bits per framage key bit). However the price to pay is fewer secret key
However, we can notice a repetitive pattern on the generatggls

keys meaning that CFR coefficients are highly correlated in
time and in frequency. This high correlation represents a
major vulnerability as the generated secret key bits will not
be random enouyg

1000 frames in 58

122bits

Figure 3: Resulting key bits after quantization of all available channel coefficients

LIy i i

268 frames in 5s

Ll

36 hits

Figure 4: Resulting key bits after channel decorrelation
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Figure 5: Mismatch between Alice and Bob for a low SNR value of legitimate link

8.2. Analysis of the Mismatch between Alice and Bob Figure 5 plots the key mismatch between Alice and Bob

for a low value of the SNR: here the number of errors is
In this section we anal yz enuch higher than yhe doraotrectior capahility of the BCH ( o r
mi smat ch?”) bet ween Al i ce acodt, aBdokby isnatdned memaia tA endre poweyfd FEC3 2 0
keys of 127 bits were generated under a Wifi carrier (IEEEode would optimize the information reconciliation.
802.11a, frequency 2462 MHz, Bandwidth: 20 MHz) in an
open space environment (offic and three different SNR We note that when the information reconciliation step fails,

(20 dB, 25 dB and 28 dB) were considered. it increases the key mismatch compare to its value after the
For each SNR we plot the mismatch of Alice and Bolguantization step. Moreover the privacy aifiqdtion
keys after each step of our SKG scheme. induces two extreme behaviors.
1 Black curves represent the mismatch after quantizatone When t here is no error betw
1 Blue curves represent the mismatch aftéormation  key, the mismatch remains null
reconciliation ¢« However, for any nouzero value, the mismatch is
1 Red curves represent the mismatch after privacdriven to 0.5. Thus privacy amplification increases the
amplification confusion on key mismadice s when Bob’s does
to extract the same key than Alice. Same applies to Eve.
Our quantization step (85) uses the CQA Algorithm with 4 Figure 6 shows the same results when considering

regions. Our reconciliation step (86) uses secure sketéfNR=28dB. Here all errors were corrected by the

based on a (127, 92, 11) BCH code. Our privacynformation reconciliation step thus Bob and Alice generate
amplification step uses the -@niversal family of hash the saméeys after privacy amplification.

functions of §7.
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Figure 6: Mismatch between Alice and Bolfor a high SNR value of legitimate link
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Figure 7: BER between Eve and Bob after each SKG step




8.3. Analysis of the BER between Eve and Bob Wifi Carrier - Indoor environment (open space office) with
sow mobile antennas and NLOS configuration).
In this section, under the same WiFi carrier as above, we Figure 10and figure 11 show that a larger number of
evaluate the number of er r &aysaretgdnerated Erone obsesvdtienstheorandoBuoebs’ o6 k e
the keys seems convenient.
We analyze the Bit Error Rate between Eve and Bob when
Eves perform the same pr oclgE €arrierh door Brvitonnterd (cEsdodmewatd statics i g n a |
with some antenna advagt(Eve has four antennas for herantennas anlimited mobility of scatterers)
CFR estimations while Bob has only two antennas).

1 Figure 12 shows quantizationoutputs: some

Figure 7 plots the BER between Eve and Bob for each patterns can be detected and the keys do not look
of the 320 generated keys. really random

We note that BER does not change much after
information  reconciliation. However, after pacy 1 Figure 13 shows the keys after privacy
amplification, the BER is driven to 0.5 after. amplification the keys seem more randont |
In other words, reconciliation has low impact on Eve but confirms that this steprovides an extra level of
privacy amplification highly increases the confusion of Eve securityandimproves the randomness oktkeys.
on Bob's key and ensaorelmtsd t hat Eve's key is de
from Bob’'s Key. LTE Carrier - Urban outdoor environment with static

Figure 7 shws t hat Eve's B E &ntenmagrdraabile pgople andicary:

amplification is 0.5. Thus, Eve has no information on the

value for each bit of Bob’' s % eRgure HUelmws that more kefiseare gemerateds t i ¢

showed that no vulnerability occurred to particular bits. outdoor compared to indoor. However some
Nevertheless, theoretically, information wdsaked patterns exist within key bits after quantization.

during the information reconciliation step (exchange of the

secure sketch s). Therefore a corresponding number of bits § Figure 15shows privay amplification outputs: it

should be removed from the key. confirms thatthe key are numerous and thaty
Denote N the length of the FEC code used for randomness isignificantlyimproved.

information reconciliation and R the rate of the eodhe

secure sketch s sent over the public channel leaks

information on N(IR) bits of Bob' s key. Therefore the

secret key length should be decreased to N*R.

Finally, all these figures show the following trend
8.4. Analysis of therandomnessof the keys
1 more mobility and richness in the channel provide more

In this section we study secret keys computed fib/ifi keys of better randomness
Carrier (2462 MHz, Bandwidth: 20 MHz) and LTE signals
(Frequency: 2627.5 MHz, Bandwidth: 1.4 MHz). 1 secret keys can be rapidly generated: 49 keys in 5

seconds in a static environment to 152 keys in 2
Wifi Carrier - Indoor environment (open space office) with seconds when antennas are mobile.
slow mobile antennas and LOS configuration).
Figure8 and figure9 show that a significamtumber of
keys are generated thanks t@ tmobility of the antennas
and that the keys after quantization appear relatively
random.
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Figure 8: Key bits after quantization (WiFi, 2462 MHz , indoor
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Figure 9: Key bits after privacy amplification (WiFi, 2462 MHz,
indoor LOS)
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Figure 10: Key bits after quantization (WiFi, 2462 MHz , indoor
NLOS)
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Figure 11: Key bits after privacy amplification (WiFi, 2462 MHz,
indoor NLOS)
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Figure 12: Key bits after quantization (LTE, indoor Figure 13: Key bits after privacy amplification (LTE, indoor classroom,
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Figure 15: Key bits after privacy amplification (LTE, 2627.5 MHz, outdoor urban street)




8.5. NIST Statistical testof computed keys When considering quantization only, and according to
the previous results,
In this section we evaluate the quality of the keys by 1 only a small percentage of keys generated in the

performing two randomness tests defined in the NIST indoor environmentwith limited mobility passed
Statistical Test SuitfL1]. the tests

TheNIST tests are well suited for elihe evaluation of 1 a high percentage of keys generated with dispersive
the randomness of generated keys. However since several channels passed the test.

NIST tests are required to guarantee the randomness of a
sequence of bits, the NIST tests cannot be used for online Note about the LTE Indoor case after quantization:

testing. 1 Most of the keys that did not pass the runs test
passed the frequency mehd test which is less

1 NIST frequency mono-bit test stringent (since the CQA algorithm divides the
CFR in equiprobable regions, it is expected that

The goal of this test is to determine whether the numbers of the number of Os and 1s in each key should be

0Os and 1s in the key are approximately the same as would be approximately equal, which matches the frequency

expected for a truly random sequence. monaobit test).

Table 1 provides the percentage of keys that § The runs test better captures tamdomness of a
successfully passed the frequencynmbit test for the sequence. (Since CFRs captured on 1.4 MHz
previous LTE and WiFi signals. bandwidth only in indoor environment were a little

According to the results, almost all the keys pass the correlated, the keys steam after quantization
test after quantization and the privacy amplification increase provides time and frequency correlation which are
the percentage of successful keys to 99% and 100%. rejected).

1 NIST runs tests Note about the benefit of privacy anfigation:

After privacy amplification step, the success to NIST
The goal ofthis test is to determine whether the oscillation  test is always improved, even in the static indoor
between Os and 1s is too fast or too slow compared to what environment. This final step of our SKG scheme
it is expected for a truly random sequence. appears really necessary for processing low dispersive
Table 2 provides the percentage of keys that radio environments and narrow band siign
successfully passed the runs test for the previous UkE a

WiFi signals.
Table 1: Frequency monobit test results
Indoor Outdoor LOS NLOS
LTE WIFI
(2.6GHz) (2.6GHz) (2.4 GHz) (2.4 GHz)
o 98% 99% o 87% 100%
Quantization Quantization
(48/49) (281/284) (132/152) (171/171)
- 100% 100% o 99% 100%
Amplification Amplification
(49/49) (284/284) (151/152) (171/171)
Table 2: Run test results
Indoor Outdoor LOS NLOS
LTE WIFI
(2.6GHz) (2.6GHz) (2.4 GHz) (2.4 GHz)
o 27% 80% o 84% 99%
Quantization Quantization
(13/49) (228/284) (128/152) (169/171)
o 100% 100% - 98% 99%
Amplification Amplification
(49/49) (284/284) (149/152) (170/171)

10



Table 3: Entropy estimates for LTE, gatic environment (tennis court),LOS, 2.6 GHz
Min-entropy estimates
Antenna 1 Antenna 2 Antenna 3 Antenna 4 Antenna 5 Antenna 6
Min-entropy 0.195466) 0.323639 0.226037 0.499656 0.289194 0.323639
Joint entropy estimates
Ant. 1-2 Ant. 1-4 Ant. 2-4 Ant. 5-6 Ant. 1-6 Ant.2-3
Min-entropy 0.315329 0.663064 0.693907 0.296657 0.315329 0.264215|
Max min-entropy 1.8317 1.91236 1.78921 1.37881 1.8317 1.37596
Mutual information
Ant. 1-2 Ant. 1-4 Ant. 2-4 Ant.5-6 Ant.1-6 Ant. 2-3
Max mutual information 0.165279 0.196586 0.385967 0.739011 0.248614 0.839857|
Table 4: Entropy estimates for WiFi, NLOS, 2.4 GHz
Min-entropyestimates
Antenna 1 Antenna 2 Antenna 3 Antenna 4 Antenna 5 Antenna 6
Min-entropy 0.630948 0.740257 0.697361 0.652379 0.761595 0.740257
Joint entropy estimates
Ant.1-2 Ant.1-4 Ant. 2-4 Ant.5-6 Ant.1-6 Ant. 2-3
Min-entropy 1.20996) 1.18903 1.18662 0.652329 1.20996 0.640132
Max min-entropy 1.89685) 1.95025 1.97559 1.35019 1.89685 1.34821
Mutual information
Ant. 1-2 Ant. 1-4 Ant. 2-4 Ant.5-6 Ant.1-6 Ant.2-3
Max mutual information 0.180416 0.198405 0.206016 0.849523 0.19369 0.797486

8.6. Entropy estimation and analysis versus the channel
stationarity

The aim of this section iso evaluate thepercentageof
entropy bits extractablefrom the radio channeh realistic
radio environmentTo do so, westimatehe min-entropy of
channed, first between Alice and Bolihen betweenAlice

Table 3 and $rovidethe results for the six antennas of
the test bedfigure 2) Recall thatAntennasl and 4where
dedicated to Bobwhile antennas 2, 3, 5 and 6 where
dedicatedto Eve the six antennas being closed to each
other The results are providefor two extreme propagation
environments. The first onevery stationaryis an empty

and Eve at the output of the quantization step of the SKQGennisindoor court surounded by building and a LTE-e

scheme(without applying thechannel decorrelation) Our
computtion usesNlI ST’ s test s for-
Entropy of norlID Sourcesdescribed irf12].

We also estimate thgoint entropy and themutual
information between pairs of antennas mder to evaluate
thedependence betwedno distinct antennas.

Therefore, he mutual iformation can be used as an
indicator of the common information shared by two
receivers. Hengefor a given pair of antennas, teatropy
and the mutual information can provide usexperimental
insight on the percentage sfcure entropy bits.

11

node the geometry ifixed andLOS. The secondne,much
fesstsiatin@atyis angindobrhoffice Wheme antennas wder
slightly mobile and WiFi signalscome fromby NLOS
access points

The results show thdhere are at least 20% of entropy
bits in thefirst (worsf) caseand around 70% of entropy bits
in thesecond (better) case

In addition, the computed maximum value of the
mutual information betweepairs of antennageveals that
one antenna on EVvesarray only share around 20% of
i nformation withar@ane

antenna

(0]



Alice = Tx, Bob = Rx & Eve = Rx
CEL real Wifi 4x4 MIMO BOARDS

Figure 16: 4x4 WiFi chipsets and measurement environment

Tx’s antennas (Alice)

Rx’s antennas (Bob, Eve)

9. EXPERIMENTAL RESULTS FROM DUAL SENSE

SIGNALS

9.2. Description of a bidirectional sounding exchange

Alice and Bob exchangd/iFi sounding frame (2462 MHz,

In this section we generate keys fraoml sense real signals Bandwidth: 20 MHz)
emitted and received by WiFi chipsets designed by Celeno 9§ Alice first sends a sounding frame which is

Communication Ltd. We then evaluate the randomness and

secrecy of generated keys

9.1. Test bedand measurement environment

Thetest beddepicted in Figure 1& based on a state of the

art 4x4 MIMO chipsets made by Celeno. Each Chipset is

based on a SoftwarBefined Radio architecture, using a

Digital Signal Processing core that enables to implement

algorithms in the physical layer on top a real WiFi system.

The test bed supports operation in both 5GHz and

2.4GHz bands by using two different chips: the CL2#la
4x4 AP chip supporting 5GHz operation (for up to 80 MHzThe main steps of tht8KG scheme are recalled bel.

bandwidth), while the CL2442 is a 4x4 AP chip supporting

2.4GHz operation (for up to 40 MHzandwidth. The test

bed is also hooked to the local network via Ethernet for

control and for data épaction.

A typical placement of the antennfas transmitter (Tx)
and receiver (Rx) boards shownin Figure 16. The antenna
spacingon the test beds always more than half of a wave
length (2.7cm in 5.5 GHz and 6.25 cim 2.4 GHz) to

provide adequatdiversity.

apartment. The apartment provides a clean

environmentthat is relatively interference free. Various

indoor NLOS and LOS scenarios can be emulated.

12

captured by Bolfand Eve)

1 Bob sends bacto Alice a sounding frame.
1 Alice, BobandEveextract 4x4 channel estimate

CSI estimatearethen processed in Matlab offline.

In the first phase AlicdBob and Evecompensate
their channel estimation for timing errors and
normalizes each channel coefficient.

In the second phase, a Matlab processing script
involves secret keyextraction from channel
estimats and evaluation of the generated keys

CSl coefficient selection in a pyerocessing step
Dual sense CSjuantizationusing CQA algorithm
Informationreconciliationwith BCH codes
Privacyamplification using twouniversal family of
hash functionsand, when necessary, key length
reduction avoiding any capability for Eve to exploit
the FEC reconciliation code redundancy.

Generated keyare evaluated as follows:
Experiments are carried out in Celeno's testing
testing

Test ofkey randomnesby using the Intel Health
Check applied on keys after quantization and
privacy amplifications steps.

Computation of the mismatch between Alice and
Bob’'s keys.

Computation of the BER between Bob and Eve.



Alice

Tx, =1

SS#0; Amp of H (dBm)

TX, e =2

SS#1; Amp of H (dBm)

Bob

TX, =3

meeeeeee—— Eve

TX, =4

SS#3; Amp of H (dBm)

SS#2; Amp of H (dBm)

10 10 10
M
N R AV R 1 A '\ A
HEA YA r
= -0 / -10 10
Rxant 1 ! A { ]
[
20 | 20 20
-ag -ag -39
200 o 200 o 200 0 200 200 o 200
10 10
ol e N AR o0l PN Y
Rxam =2 -10 -10
20 20
-ag -39
500 o 200 200 0 200
10 10
° ..x"') A ° ,J M % ,,,,,,
Rxam = 3 -10 N “‘ -10
20 20
a0 -39
200 o 200 1200 o 200
10 : 10
o PPN /e WA JJ\I
' o Rl
1o . ., -
Rx,, = 4
ant -20 !
a0 20 |
a0 30
200 o 200 o 200 o 200
SC index SC index SC index SC index

Figure 17: Amplitude channel measurements for Alice, Bob and Eve
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Figure 18: Phase of channel measurements for Alice, Bob and Eve
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9.3. Measured CSI

Al t hough
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keg than Alice,

message
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Figures 17 and 1%lot the amplitude and phase of CSI reconciliation might leak sme information to Eve as it

computed by Alice, Bob and Ev&hese figures show that allows herto correct errorshema d e

Al

i ce

and

Bob'’

S

on

AlThic e’

¢ h aguita sinilar m éeaked inforenatienrist natigai@d ke reducing the length of

(channel reciprocity)while they differ significantly from

Eve’

s me a(channet spatial diversity)

9.4. Key extraction from bi-directional CSI

After channelmeasurementsa Matlab script runs the SKG
scheme on three consecutive charmsmlinding exchanges i
betweenrAlice andBob. Eve also captures the signal sent by

Alice in order to compute her keys.

The

SKG

follows.

protocol

at

extracted keys during the privacy amplification step.

The

SKG

protocol

at

Bob’

follows.

S

1 Preprocessing : selection of CSI frames according

to the indexes sent by Alice
Quantization of CSI using the quantization map
indexes sent by Alice but his quantization maps are

Al

C

1 Preprocessing : selection of ledecorrelated CSI

frames

e

1 Quantization of CSI to get secret keys of 127 bits

length

S

computed using his own channel measurements.

1 Information

reconcilidgon

step

using secure

f

f
f

skietches sent dynAlicamdeusind BGH(121,188). d
Privacy amplification of the keys using the hashing

parameters sent by Alice.
Key concatenation to 25its.
Selection of successful

286t

secret

keys

according to the indexes sdnt Alice.

1 Computation of secure sketches didey Bob for

information reconciliatiorusing BCH (127,15,27)
Privacy amplification of the secret keys

Key concatenatiotffinal 256-bits)
Testof the key randomness after quantization and9.5. Results when no channel deorrelation is performed
Figure B shows the keys extracteafter quantizatiorby
Alice from channel measurements when no-gnecessing
guantization andstep is performed.

= =4 -9

amplificationwith the Intel Heath Chedi 3]
1 Selection of amplified version cuccessful56-
bits secret keys both after

steps as Bob.

amplification. Note that all keys should pass the78 keys of length 12Bits were generated but none of them
test after privacy amplification since a hashpassed the NIST runs test. 38 keys of length-l#&6were

function is used during this step.

Alice also sendsover the public channeh message pased the Intel health Check.
contairing indexes of he selected CSI
guantization map, secure sketches, hashing parameters and
indexes of successful 258t secret keys.

In our simulation, Eve performs exactly the same SKG

obtainedby concatenating previous keys and none of them

frames and

Keys after quantization

Figure 19: SKG results with no pre-processing step
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Figure D alsoshows the mismatch between Alice and9.7. Results when channel decorrelation is performed
Bob,andthd ER bet ween Bob and Eve’'s keys at the end of
the SKG processing wheamplitude and phase of CSI are Figure 20 shows the keys extracted after quantization by
quantized using e CQA algorithm with 4 regions, Alice from channel measuremenigen the prerocessing
informationreconciliationand amplification being achieved described in § 4s performed withthresholds value$; = 1
as described in 8 6 and 7 (no selection in time domain in this particular test case,
According to the result8ob often compute different  because only 3 time instances were available in the records)
keys than Alicewhile Eve manages teecover some of the andT; = 0.4.Here,5 keys of length 12bits were generated
secret keysSKG performances are poor in this case and 4 of them passed the NIST runs test. 2 keys of length
256-bits were okninedby concatenating previous keys and
9.6. Note on he evaluation of the randomness of both of them passed the Intel health Check.

generated keys After privacy amplification, all keys passed both NIST
runs test and Intel Health Check.
We recall thatNIST tests are well suited for efihe Figure 20 also shows the mismatch between Alice and

evaluation of the randomness of generated keys. HowevBob, and the BER betweeroBb and Eve’' s keys.
since several NIST tests are required to guarantee the As previously, amplitude and phase of CSI are
randomness of a sequence of bits, the NIST tests cannot d¢pgantized using the CQA algorithm with 4 regions.
used for online testingHence, we should notperform Information reconciliation is achieved using the BCH (127,
several testing tests during the SKG procesorder to 15, 27) code.
reduce the latency of the whole processiMe need one Here Bob successfullycomputes the same keylsan
test that can allow the selection of generated keys with goddlice whileEvé s BER i s al .WhugEveltatk 0 s e
randomness properties. no information on the secret keys computed by Alice and
The Intel health test is very appropriate forioal Bob.Finally the SKG perfectly works.
testing. Indeedt is composed obnly one testhat manages These results showthat although the channel de
to detect norandom sequence of bits. In addition, the Intelcorrelation pre-processing step reduces the number of
health check is more stringent than both NIST frequencgenerated keyst not only improve the agreement between
monobit test and runs test. Finally, the Intel health checldlice and Bob, but alseeduces the number of vulnerable
has been evmated andwe can be confident orits key bits. By selecting only frames with low cress
performancd13]. correlation, the pr@rocessing step increases the available
entropy and decreases the mutual infornmatietween Alice
and E v e channel measurementgading finally to more
secure random keys.

Keys after quantization

Mismatch between Alice and Bob keys after each SKG step BER between Eve and Bob keys after each SKG step
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Figure 20: SKG results with pre-processing step
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10. CONCLUSION

To the best of our knowledge, this is the first work on a
full secret key generation scheme with experimental CSI

After recalling the basic schemes and principle of Secretsults usingeal field WiFi and LTE signals. Our promising

Key Generation, and after describing partar

implementation case to WiFand LTE carrier, this paper
outlined practical results performed in various radio
environments

results are evidence that the studied Secret Key Generation

scheme can provide significant secrecy capabilities to users
of public Radio Access technologies and that it can be
practically implemented in existij wireless communication

systems with minor
architecture of nodes and terminals.

In dispersiveradio-envirorments (with some scatteser
and some mobility), a significant number of keys (of
hundreds of bits each) can be extracted in a very short time
under Wifi carriers and under LTE carriest the output of
the processinghese keys have basicalygh entropylow  [1]
cross correlation ahthey are quite robust to correlation
attackssincethe quantificatiorstep.

) : . 2]

In stationary environments (with very few scattererd
and no mobility, such as encounteredsime indoor cases,
in loT applications etc) and when no channel coefficient
de-comelation algorithm is appliedhe channel entropy is
reduced,the extracted keys may be highly correlated and
this vulnerability can be [gx
key.

Still in stationary environments, the quantization
processing takes a large ledih of our channel coefficient [
de-correlation algorithm: the key rate is quite decreased but
the extracted keys present lemcross correlationhigher [5]
entropy, and bettaobushessto correlation attack.

In any case, the proposed simplified recontidia step
with classical FEC codes provides a significant resilience dfl
the key agreement lvee¢en Alice and Bob. Only the FEC
capability has to be adapted tguantization errorat
receiving which is linlked to the Signal to Noise ratio (used

as practical Gteria). 18]
In any case, the proposed simplified amplification step
with classical 2UJniversal hash functions provides

significant resilience of
attacks, with a limid reduction of the key lengths.

NIST statistical testand Intel Health ChecWwere used
to assess the randomness of generated keys.

The agreement bet ween
evaluated by computing the Bit Error Rate between keys of
length 127hits extracted from their respective channel
measurements [12]

Similarly, the secrecy of generated keys was assessed
by computing the Bit Error Rate between keys generated hys)
Bob and Eve.

(10]
[11]
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