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Project Summary

Wireless communications have become a universal way to access information for nearly every human around the
world. This domination also presents major risks to society, owing to the widely recognized leaks and unsafe
technologies in the current wireless networks. Basically all of the security today relies on bit level cryptographic
techniques and associated protocols at various levels of the data processing stack, but these solutions have
drawbacks and they are often not sufficiently secure. This difficulty is a major retarder to the progress of the digital
society. In the recent years therefore, new approaches have been investigated in order to exploit security
opportunities offered by the handling signals operating at the physical layer level. These works have been based on a
fundamental analysis of the notion of security in the context of information theory. In a more concrete manner, the
potential leaks and possible ways to avoid them have also started to be seriously addressed. The objective of the
PHYLAWS project is to elaborate on this knowledge basis in order to develop focused and synthetic ways to benefit
from wireless physical layer opportunities in order to enhance the security of wireless communications in an
affordable, flexible and efficient manner. Efficient here means simple to implement, requiring easily developed and
easily validated algorithms, but it also means techniques that will consume less resources, in terms of energy
(especially at the terminal level) and in terms of data consumption overhead (i.e. acting on the overall net spectral
efficiency). The project outputs will thus benefit to a variety of existing and future standards for a large set of needs.

This objective will be reached through a suitably sized consortium combining an excellent academic expertise in order
to address information theory fundamentals, to design optimal codes, to design furtive signal waveforms and versatile
radio access protocols; a major research center for the development and test of several competing techniques; a SME
involvement perfectly aligned with the application targets; and a strong industrial involvement highly motivated by
security in wireless networks as a manufacturer, as an end-user and as a provider of wireless communication
services. The complementary skills inside the consortium will ensure both innovation and impact towards industrial
applications, and they will assess validation of the commercial goals and validation of the society use relevance.

The project takes many benefits from recommendations and advices by an international Advisory Board (AB),
constituted of very high level personalities from governmental bodies, standardization bodies or academia. This Board
will be one of the cornerstones of the project, based on the recognition that excellent technical developments and
demonstrations will not be enough to ensure their wide spreading. Clearly, the project impact will largely benefit from
a proper vision, aided by the AB, in order to penetrate standards and existing systems and ensure support from the
major stakeholders.

Ultimately, PHYLAWS will facilitate the penetration of wireless technologies in the personal and professional sphere,
by guaranteeing a more efficient safe access to the digital world through the future internet. This achievement will
strongly impact the lives of citizens and will very much contribute to trustworthy ICT in the following years.
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COMSEC Communication Security: is relevant to the protection of the content of user messages (voice, data).
COMSEC applies either at the radio interface or at upper layer. COMSEC techniques involve ciphering,
authentication and integrity control of signaling and user data at several protocol layers and interfaces
(examples are point to point ciphering of each data flux, ciphering of IP packets, ciphering of artery, etc.).
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MU Multi-Users
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NETSEC Network Transmission Security: NETSEC is relevant to the protection of the signaling of the network.
NETSEC applies mainly at the radio interface and at the medium access protocol layer, with request to
upper protocol layers. NETSEC techniques involve mainly transmitter authentication protocols, integrity
control and ciphering of signaling data.

NDPA Non Data Packet Announcement
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QFN Quad Flat No-leads package

QR Q-R decomposition
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RFIC Radio Frequency Integrated Circuit

RMS Root Mean Square
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Rx Receiver

SC Secrecy Coding : dedicated channel coding with ensure bit error correction at legitimate receiver and low
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capacity.

SDR Software Defined Radio
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SKG Secret Key Generation: quantification, reconciliation and amplification schemes generating secret keys
from shared radio channel estimations.

SIFS Shot Inter Frame Spacing
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ss Spatial Stream

SSF Small Scale Fading

STC Secret Transmission Channel: coded transmitted streams ensuring low or null information leakages
towards any eavesdropper location while enabling a controlled BER data transmission towards legitimate
receiver. The null information leakage can be achieved thanks to secrecy coding

STS Spatial Transmitted Stream

SVvD Singular Value Decomposition

SW Soft Ware

SWIG Simplified Wrapper and Interface Generator

TG Task Group (of IEEE alliance).

TRANSEC Transmission Security: TRANSEC is relevant to the protection of the waveform face to
interception/direction finding of the transmitted radio signal, to jamming of the user receiver, and to
intrusion attempts into the radio-communication access protocol. It applies mainly at the radio interface.

Tx Transmitter

TxOP Transmit Opprotunity

UHD Universal Hardware Driver (of radio platform)

usB Universal Serial Bus

USRP Universal Software Radio Peripheral

VHT Very High Throughput

VNA Vector network Analyser

VOLK Vector-Optimized Library of Kernels

wWB Wide Band

WP Work Package

WLAN Wireless Local Area Network

ZOH Zero Order Hold
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1 Introduction

1.1 Scope of the document

This document describes the setup of the WiFi test bed which will be used for all WP5 experiments. It corresponds to
deliverables D5.1. of work package WP5.

This deliverable contents all information about the architecture of the test bed:
- Legitimate part built by partner Celeno, with the Wifi chipsets and boards of Celeno.
- Attacker part built by partner TCS with URSP devices.

Moreover, this deliverable explicates how the test bed can be used for extracting dual sense CSls in Wifi bands, and
how it can experiment several legitimate and attacker configurations and test countermeasures and secrecy schemes
developed in WP4 such as

- Artificial Noise and Beam-Forming
- Secret Key Generation

- Secrecy coding under radio advantage.

Note that the developments of the test are strongly linked with the academic results of WP3 and the algorithm
development of WP4.

- With this test bed, the Phylaws team intents to complete the feasibility proof of physec-based schemes issued
from WP3 and developed in WP4, by explicit test campaigns of these schemes at dual sense wifi links.

- Academic results were sustained and completed thanks to CIRs outputs of the test bed (see for example the PhD
dissertation of Tagrid Mazloum [PHYLAWS_PhDTM] chap 7)

- Moreover, preliminary usage of the test bed (single sense and recently dual sense CIRs) provided outputs that
sustained
o the development of physec-based schemes in WP4,

o the dissemination effort and standardization effort

by providing real field realistic inputs for preliminary test of Physec schemes in WP4, search of suitable
parameterization and compromises, illustration of the impact of real flied propagation over the air, etc.

Thus, the development of WP4 was clearly sustained and fastened thanks to CSls outputs of the test bed.

1.2 Recall of the g oals of the Wifi test Bed

Regarding the general goals and the expected outputs of the Phylaws project, many details are recalled
[PHYLAWS_D.1.3] and [PHYLAWS_D.1.3gmr1].

The global purpose of the test bed is to experiment with concept developed in WP3 and WP4 in real world
environment, over real world channels, using real world protocols, in this case WiFi.

Regarding now the test bed developed in WP 5, the figure below illustrates

- the basic experimental configuration of the test bed which involves
o alegitimate Wifi Access Point Alice,

o a legitimate Wifi terminal Bob,
0 apassive Eavesdropper Eve,

- the main usage of the test bed during experiments
0 measuring radio channels and establish feasibility proof of CSI extraction (WP3), these channel

measurements are detailed into deliverable D3.4 which deals with measurements and analysis of
WiFi channels in both 5GHz and 2.4GHz

o enable SKG on top of a real world WiFi link, establish feasibility and efficiency proof (WP5
experimenting developments of WP4, detailed in D4.3), and evaluate practical performances,

0 enable AN-BF as detailed in D4.1, establish feasibility and efficiency proof (WP5),
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o allow experimental comparison of Secret codes and usual channel codes native to WiFi in order to
sustain the feasibility proof of SC under existing radio-advantage (WP5 experimenting developments
of WP4, detailed on D4.3),

the main security and privacy applications targeted with the test bed:

0 protection of exchanged signal (transec),
0 protection of signaling and access (netsec),
0 protection of user data as a complement of cipher schemes (comsec).

LEGITIMATE links are Alice to/from Bob
EAVESDROPPER and RADIO HACKER links are

THREAT MODELS IN THE TEST BED

MAIN USAGE OF THE TEST BED

MAIN APPLICATIONS TARGETTED WITH THE TEST BED

Alice to Eve
Bob to Eve

Passive Eve only

Measure radio channels at Wifi carrier in 2.4GHz and
5 GHz bands by taking into account

= radio propagation

* antennasand RF devices

®* (CPUs, data flux and real time constraints
Implant, test and proof efficiency of Secret Code
Generation (SKG) based on extracted CIR by two
communicating Wifi Devices
Implant, test and proof efficiency of Artificial Noise-Beam- . .
Forming between two Wifi Devices > Transmits and receives
Allow experimental-based comparison of Secret Codes -==3 Intercepts and monitors
(SC) enabled under radio advantage when compared to
usual (LDPC) codes

Experimental Feasibility proof of the TRANSEC (Transmission Security) of Wifi Signals with techniques based on
PHYSEC concepts

Experimental Feasibility proof of the NETSEC (Network Security) of Wifi links with techniques based on PHYSEC
concepts

Explore added COMSEC capabilities (Communication Security) as complement of existing cipher schemes

Figure 1: Configuration experimented by the test bed i main usages and targeted applications

1.3 Overall structure of the test bed

The two parts of the test bed shown in the following figure, are built with components shown in the figure below :

the legitimate part (Alice and Bob) is based on a WiFi Access Point (AP) reference system developed by Celeno,
using the CL2400 4x4 AP chipset and hosting boards. This structure is duplicated for physically modeling both
Alice and Bob and radio propagation over the air. Devices are further described in § 2 and system is further
described in § 3.

The passive attacker part (Eve), developed by Thales, is based on Ettus USRP devices, which is further
described in § 4.

The legitimate part of the WiFi test bed, as was first indicated in the revised SoW edited Dec 2014 [PHYLAWS_GA-
DOW?2], is based on a real, commercial, WiFi chipset designed by Celeno. This was a change from the plan in the
original Sow [PHYLAWS_GA-WP],and from the working assumptions during period 1, which assumed a complex
setup involving high end test equipment and off-line analysis (this initial setup was very cumbersome and not flexible
enough to implement and demonstrate PHYSEC all developed methods over real WiFi links).
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Note that the CL2400 chip is targeted for high-end AP applications in the home network (where it will usually be
integrated within home gateways and routers) and the Enterprise markets. Using a real commercial WiFi device offers
unique opportunities for the PHYLAWS project to demonstrate PHYSEC proofs of concepts on a real system

interoperating with real WiFi equipment.

LEGITIMATE PART
ALICE and BOB
(PARTNER CEL)

Wifi 2.4 and 5 GHz

4x4 MIMO Wifi Chipset « Eagle » or « Hawk »
connected to a "Falcon" host board
by using a PCle interface (CEL)

Eagle/Hawl

Falcon host board

module

ATTACKER PART
Passive EVE
(PARTNERTCS)

0.4 to 4.4 GHz (= 2.4 GHz)

EVE =
6 antennas SIMO Wide band
Receiver (up to 20 MHz)

Figure 2: Overall structure and component description of the test bed.

Note that combined usages of both parts and replay capabilities will be used in the experiments.

1.4 Organization of the document

The organization of the document is the following.

First of all, we highlighted in the previous paragraphs the goals, inputs and expected and outputs of WP5 and

particularly of task T5.1.

Then the document follows with:

f
f

Section 2, which describes the CL2400 chipset that is at the base of WiFi test bed

Section 3, which the Eagle (5GHz) and Hawk (2.4GHz) WiFi modules and the Falcon Host system. These
constitute the legitimate part of test bed (Alice and Bob system) based on the CL2400 chip

Section 4 describes the Thales attacker part (Eve) of the test bed, based on Ettus URSPs

Section 5 describes the plan for implementing AN a. It also includes a detailed fixed point simulation analysis
of impact of WiFi protocol on the AN-BF scheme.

Section 6 describes the plan for implementing SKG on the test bed. It includes a detailed description of a
unique way to maintain channel reciprocity for bi directional link between two test bed instances

Section 7 describes how secret code schemes can be implemented on the test bed

Section 8 briefly describes the use of the test bed for WiFi channel measurement campaign, as is further
detailed in D3.4. it illustrates the first usages of CSls with Secret Keys generated and reconciliated from
extracted CSls.

Section 9 concludes the document and describes the work ahead in the remaining tasks in WP5

Section 10 provides the main scientific and technical references
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2 The heart of the Testbed - The CL2400 ch ipset
2.1 Capabilities of the CL 2440 Chipset

The CL2400 WiFi chipset from Celeno is a state of the art 4x4 WiFi transceiver supporting the latest 802.11ac
standard and channel bandwidth of up to 80MHz. The C2400 is the world's first WiFi that is fully based on an SDR
architecture, using industry's leading DSP core from Ceva (the XC4210), and as such offers unparalleled flexibility
that enables implementation of unique methods, e.g. PHYSEC methods, on top a real WiFi link.

The DSP core runs at 480MHz and can do up to 64 multiplications per cycle. It is therefore a formidable real-time
processing engine. In particular it is useful for techniques involving beam-forming matrix computations, as is the case
with artificial noise (that was described in deliverable of WP4 see D4.1).

In addition, the CL2400 has flexibility at the Wifi MAC layer as well, with most of the MAC protocol mapped to two
RISK CPUs, one running the lower MAC and the other the upper MAC. The association and authentication protocols,
which are of great interest to the PHYLAWS project are fully controllable from a host processor running the WiFi Linux
driver.

The CL2400 comes in two flavors:

1 CL2440 is a 4x4 single band chip-set operating in the 5HGz band (and supports up to 80MHz channel BW),
basisof the AEagled Modul e

1 CL2442 is a 4x4 single band chip operating in the 2.4GHz (and supports up to 40MHz channel BW), basis of
the AHawko Modul e

Both chips will be used in the PHYLAWS project. CL2440 will be used to measure 80MHz channels, while the CL2442
is expected to be used for most WP5 tasks, since the Thales interceptor frequency limit is 4.4. GHz.

The following diagram shows a high level block diagram of the CL2440 chip, with the SDR based management of the
Physical layer (PHY) in the center:

(2440 802.11ac

HW Offload & Accelerators

802.11ac

Pde PQe UMACCPU DR-

bus Interface & Offload 802.11ac
4TAR

802.11ac PHY

Gontrol Time Domain

o

Dynamic Sectrum

_ZAN

GPIO

Figure 3: Chipset Block Diagram (CL2440 and CL2442)

The chip connects to a host system using a PCle interface (see paragraph 3).
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2.2 Detail of the CL 2440 Chipset architecture

CL 2440 is a Multi-Chip Module (MCM), using two silicon dies packaged in a single Quad Flat No-leads package
(QFN).

The Base Band die (BB) can operate in either 5GHz or 2.4GHz. It is packaged with different single band Radio
Frequency Integrated Circuit die (RFIC) in chipsets CL2440 and CL2442: The CL2440 chipset use a 4x4 5GHz RFIC,
supporting channel BW of 20/40/80 MHz, while the CL2442 chip use a 4x4 2.4GHz RFIC, supporting channel BW of
20/40 MHz.

Typically, in an Access Point (AP) application, operation in the two bands, 2.4GHz and 5GHz, is done concurrently. In
this case the two chips, CL2440 and CL2442 will be used side by side, as shown in the following figure:

CL2440

PCle 2.0
«—

Host
SoC
(no WiFi)

PCle 2.0
>

Figure 4. MCM Architecture of Chipset CL2440 and CL2442

Since the same BB die is used in both chips, they share the same Software (SW) code for both MAC processors and
DSP FW. Thus, any all PHYSEC methods can be tested on both bands.

Most of the PHYSEC methods to be tried on the test bed concern the PHY sub-system operation. Figure 5 shows a
block diagram of the Physical Layer (PHY) subsystem included in the BB die of the previous Figure 4:

FaN
4x 4x
K— AFE K= FE Digital filter BF Reoort
DAC(320MHz) @320MHz epor Channel
Packer/ <):> <;:"> N
Depacker Smoothing
4x4
RFIC
5 3 K B Bit Processing
R = Viterbi
N A FE Digital filter @FZF v s xca0 s (=) [ppe —) MAC
ADC(160MHz) 20/40/80 @480MHz @480MHz | oiPF
AGC/DFS [ DMEM | PMEM
I T
AGC_lock
Argus ‘ ‘
Loggers
4

Figure 5: Block Diagram of CL2400 PHY

As is seen from the figure above, the PHY sub-system is comprised from the DSP core, surrounded by HW
accelerators. On the left hand side of the DSP are time domain accelerators, and on the right side the bit-processing
and FEC accelerators. The DSP is doing all frequency domain OFDM operations.

Finally, a PHY-to-MAC interface connects the PHY to the MAC subsystem.
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The main rationale behind the HW/SW partitioning between DSP and accelerators is to map complex vector
operations into to the DSP, as well as all tasks that should take benefit from the DSP flexibility. These include:

- PHY state machine and data flow

Packet detection and synchronization

Channel estimate

- Beam-forming related calculations
1 Single Value Decomposition (SVD) of the channel matrix,
1 matrix compression,
1 etc.

pre-coding matrix calculations for MU-MIMO (Multi User MIMO)

2.3 Detall of activities driven i nto the CL 2440 Chipset for the Phylaws test bed

2.3.1 Code development for data capture and management of data flows.

Most of the test bed activities will involve code development into the DSP XC4210. This applies especially when
complex algorithms are needed, like for the case of AN and BF.

Additionally, the Loggers sub-system (shown at the bottom of the PHY block diagram) will be used for capturing real
field signals:

- Captures of channel estimates

- Captures of received signals in time domain signals for off line analysis,

In a standard AP application, the MAC sub-system is usually responsible for scheduling and timing the frames.
Nevertheless, depending of the use cases of the test bed, specific Tx and Rx flows will be implemented autonomously
in the DSP in order to reduce complexity and dependency on MAC firmware (FW).

Two examples of flow managements are given below

- In the AN scheme, the standard AP MAC-controlled flow will be maintained, to enable communication with
agnostic 3'rd party clients.

- For channel captures and SKG proof of concept, independent flows will be written on the DSP. An example of
such a flow is periodic transmission and capture of channel sounding frames.

2.3.2 Reuse of the existing capabilities of the chipsets

The CL2400 has several unique features that will be very useful for the WiFi test bed. Note that some of these
features were specifically designed into the chip for the PHYLAWS project during period 2.

Following is a list of such features:

- Beam-forming matrix can be manipulated by the DSP between the time of the sounding event and transmission
time. This is useful for implementation of AN schemes.

0 In these schemes, an initial beam-forming (BF) matrix V is extracted from Bob during a sounding
exchange (or from an uplink reception in the case of implicit BF. Then, orthogonal noise vectors need to
be calculated for transmission of directional noise.

0 CL2400 transmit flow supports on the fly calculation of the beam-forming matrix V immediately before
transmit operation. To enable extended computation time (e.g. for purposes of the PHYLAWS project),
the transmit flow supports the sending of short "dummy" packets to function as air fillers to perform
background processing. In addition, CL2400 supports transmission flows of channel sounding which are
immediately followed by beam-formed data-packets (without any need for the MAC to contend for the air
separately for sounding frames and for data packets, as in normal WiFi protocol, which can result in
considerable unpredicted delay between them). This allows minimization of channel aging effects in AN-
BF schemes.
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- A DSP library for performing vector OR decomposition was developed into the XC4210 DSP for calculation of AN
orthogonal vectors (Null space of V, the beam-forming matrix)

- A complete fixed-point model of the AN transmission mode is now available. This model is a bit-exact
representation of the CL2400 chip implementation. Simulation results and analysis are given in section 5 of this
document.

- Channel estimates from each frame, and in particular channel sounding frames, can be stored and passed to the
host system over the PCle interface. A fast DMA engine was designed to support this high BW data transfer, to
enable capture of consecutive sounding frames (spaced by a few milliseconds), and finally to enable
measurements of channel aging and of Doppler effects.

- CL2400 is able to play samples from a buffer directly through the digital front end, by shortcutting WiFi OFDM and
IFFT processing, to enable experiments with off-standard signals (e.g. Tag signal as studies in WP4 Deliverable
D4.1). Note that this feature was added to the CL2400 as a consequence of the PHYLAWS project.

- CL2400 can transmit pre-calculated bit streams to bypass the FEC encoder (while in standard AP flow, the FEC
encoder converts data bits from the MAC layer into the PHY mapper).

0 This can be used to experiment with Secret Code schemes developed into WP4 (see deliverable D4.3),
that should usually too complex to implement directly on the test bed.

0 SC experiments will be done by transmitting the raw data from the secrecy encoder's output, calculated
off-line, through a real WiFi link.

- CL2400 can control and calibrate, up to sample rate accuracy, the exact timing of the transmit signal relative to
previous receive operation.

0 This will be useful for providing AN protection to a 3'rd party Alice-Bob link, in which the CL2400 transmits
noise streams that are synchronized to Alice's exact FFT window.

0 This scheme is also termed the Security Sentinel system built by Celeno, as it provides protection for both
downlink and uplink transmission. During Phylaws experiments, we expect to implement only the more
“classic" method of AN-BF for downlink protection.

o Sitill, this feature was added to CL2400 as a consequence of the PHYLAWS project.

- CL2400 supports implicit BF operation using self-calibration to restore channel reciprocity, such that no over-the-
air CSl exchange is required and the Alice-Bob link CSI can stay private.

0 This capability will be useful for implementing SKG on the test bed without information leakage, by
following the algorithm developed in WP4 (see deliverable D4.3).

o0 Note that self-calibration flow using special loopback modes was specifically developed in period 2 of the
Phylaws project.
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3 The legitimate part of the test bed as a system
3.1 The Eagle module

The following picture shows the "Eagle" reference design with the CL2440 chip and 4x4 RF front end module
interfaced with mini-PCle links:

Figure 6: The Eagle mPCle Module

The Eagle module includes the CL2440 chipset, and 4 RF Front End Modules (FEMs) that operate in the 5GHz band.

Each FEM integrates a Power Amplifier (PA) for the Tx path, an Low Noise Amplifier (LNA) for the Rx path, and an
antenna switch. The switch is controlled by the CL2440 transceiver. The switch output connects to an antenna port.

The FEMs used by the revised Eagle module uses the SKY85712 chip made by Skyworks (see Figure 7Figure 6).

=

PA_E

ANT

VDET—+—kF o \o |

RX — LNA—

LNA_EN
CRX

52325a

Figure 7: Block Diagram of the FEM using the chip SKY85712 (of Skyworks)
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3.2 The Hawk module

The Hawk module is very similar to the Eagle module. The only difference is the use of the CL2442 chip, and the
operation in the 2.4GHz band.

3.3 The Falcon Host system

The host system for the test bed is based on Celeno's "Falcon" board, shown in the following picture, with the Eagle
module on its upper right side linked to 4 5GHz patch antennas

Printed antennas
tuned to 5GHz
Frequency range

Eagle module
(first PCle slot)

Ethernet

Hawk module
placeholder
Puma (second PCle slot)

processor

Figure 8: The Falcon Host board based on a Puma-processor

The Falcon board is based on an Intel Puma processor with a Linux OS running the WiFi driver. The board has an
Ethernet port to connect to the network.

Note that the four 5GHz antennas in the picture above are printed antennas made by Celeno. Nevertheless, various
antenna arrays can be plugged to the Eagle module and will be used as part of experiments.

The Falcon board has two mPCle sites and connectors to enable a dual band system. In such a system an Eagle
module will be placed in one mPCle slot and an Hawk module in another, as shown in Figure 4.
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4 The attacker part of the Testbed as a system.
4.1 Overall com ponents and architecture of the attacker part of the test bed

The attacker part of the test bed was briefly introduced in previous deliverables D3.2 D3.1. D1.3 and D4.1 for the
context of channel measurements captures.

It was developed during period 2 and is now operative. The final solution is composed by:

- 6 inter-changeable antennas
- 6 Universal Software Radio Peripheral (USRP) X310 as acquisition board (Ettus / National Instrument
Research)

- 6 SB120 daughter boards as RF boards (Ettus/NI Research)

- 1 Octoclock board to synchronize the reception channels (Ettus/NI Research)

- 1 PC KISS for the processing (Kontron)

- Several Hard disks for signal storage

- 1 or several laptop for test bed remote monitoring and for signal processing including
signal processing algorithms for extracting network signaling, CIRs and CFRs i Matlab code
SKG input by CIRs and CFRs
SC input by signal models or signal records

Such assembly can perform records on carrier bandwidth up to 120 MHz in the frequency range 0.4-4.4 GHz.
Practically speaking for Phylaws, it mean that it can perform 4 different public network standards: 2G, 3G, 4G and
WiFi at 2.4 GHz, and no Wifi at 5 GHz.

The targeted processing capacity is up to 6 simultaneous antennas at LTE and WiFi carriers (6 Rx SIMO) and up to
12 antennas at 2G and 3G carriers (12 Rx SIMO).

Right now, the interceptor part of the test bed was intensively used during period 2 of the Phylaws project within WP3
and WP4 in the following manner:

- Generic SIMO 6xRx over 0.4 1 4.4 GHz carrier (with bandwidth limited to 20 MHz) in order to study the space
and time de-correlation of radio propagation

- Modeling of (passive) EVE Rx and of BOB Rx.

- Real field recording of signals in order to provide data to be used by the different partners to deduce SKG
capabilities from real record.

- Generic and dedicated (Wifi LTE) CIR estimations (single sense),

- Preliminary tests of SKG & SC i with an off line single sense implantation of the algorithms.

Note that these extracted data are then used by the different academia partners to deduce SKG capabilities from real
records. See for example

- Deliverable WP3: D3.1 and D3.2
- chapter 7 of the PhD Dissertation of Mrs Taghrid Mazloum [PhDTM]

In addition the interceptor part of the test bed allowed
- to provide real field synchronous record samples a t both Eves dhatdsustBimetd the studiesd e
development and validations of WP4 and the (see for example D4.1 D4.3), and will further input experiment

of WP5 and simulations of WP6,

- to input dissemination (see recent papers published during period 3 of the project at the project our website)
and standardization proposals with real field convincing data.

The overall purpose, view and architecture of the test bed interceptor part is illustrated in Figure 9.
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We give below a detailed description of the receiving and storing capabilities in conjunction with interceptor operation
with the legitimate part of the test bed.

PURPOSE « VIEW * ARCHITECTURE
Compatible with main RATs . T -.—T
* WIFi(2.4GHz2) | N
* LTE (8002600\MHz) R vt G §
« UMTS(2.1GH2) ‘ h..—.:;— A..:-
« GSM (900/1800)MH2) ; ‘:’5_.:.:.:. ‘ - ’1
Achieve significant recording capabilities _L“'L S v

* Upto 6 channels for WiFI'LTE 20MHz
* Upto 12 channels for UMTTS/GSM
or LTE 10MHz

Real field records of AP and BTS, terminals

S soaind
P ONTRON
CE) eae
A M

Ewrww Lagre
Bonptay (000
e

Measurements of radio channel

Model of Eve RADIO CHARACTERISTICS:

Analog BW: 120MH:z

Sampling 1Q: 200MHz

RF range 400MHz 4 4GHz

NF: 5dB (Tvpical)
SYNCHRONIZATION

Octoclock board: PPS, 10MHz, GPS
INTERFACE:

PCle,

Ethemet
STORAGE PROCESSING:

PC MP sous UBUNTU 14 04
WIiFi Access Point Base Transceiver Station (BTS) THM: Remote X11

Figure 9: Overall purpose, view and architecture of the test bed - interceptor part.

4.2 Hardware architecture of the attacker part of the test bed

4.2.1 Individual performances of the hardware components:

The attacker sensor system Eve is a synchronized multi-channel receiver. The overall architecture of the sensor
system is presented in Figure 10.

Synchronization capabilities occur both at local oscillators (LO) and at samplers: all LO and Board samplers are
controlled with a same time basis present at the octoclock Board.

The main characteristics are the following
1 Radio daughter board SBX120
o [ 0. 4 &HARadloJreceiver frequency, with acquisition bandwidth limited to 120 MHz
o [0..31]dB gain
0 Analog IQ (Zero IF) transposition (IF capability are very low)
1 6 URSP Acquisition boards X310 (Ettus/NI)
0 One acquisition board X310 can support RF board SBX120
One acquisition board X310 can support 1 PCle output link
INTERNALY/EXTERNALY synchronization of acquisition board X310
IQ Sampling 2¥*200 MHZ
DDC capability: 200/2N MHz with decimation factor equal to 2N)
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1 Synchronization
o Octoclock device with GPS time reference.
o Output synchronization signals up to 8 clock (10MHz) and Pulse Per Second (PPS)
1 Desktop industrial computer Kontron KISS 4U EATX V2 X9DR3
0 2 Gb Ethernet interface
6 slots for PCle links (4x and 8x): Up to 12 channels interfaced with X310 through PCle
Internal memory Bus: 1.6 GSamples/s
Dual 32 GB DDR3 1600MHz ECC Reg
Memory: 3 SSD 500GO + 1 HBB 1TB

Antennae
RF signal

o O O O

Receiver Receiver
SBX sBXx
I 1 | |
Acquisition Acquisition
Board Board
Optional GPS X310 X310
Synchronization
Clock/PPS l 1
Distribution
OCTOCLOCK 1Q samples
L
Command
Desktop
PC KONTRON
0ooo X9DR3 sous

UBUNTU 14.04LTS

Remote Laptop
Display (X11)
Management

Figure 10: Hardware architecture of the Eves sensor system

4.2.2 Practical limitation of global performances of the hardware system

The development tasks showed that a severe bottleneck occurs in practice at the management of the PCle by the
Kontron PC. It appears that:

1 the Ettus/NI data flow management software is single thread,

1 the DDR3-SDRAM 1600 MHz Clock (800 MHz clock 1/0 allowing a theoretical speed of 12.8 GBytes/s) is not
power full enough to support the multiple parallel data flow exchanges over the two 16-core processors and the
associated signaling from URSP boards into the internal bus of the Kontron PC.

Finally, the global sustained sampling and recording performances on the PC hard disk are 150M IQ samples/s only,
which induces the following limitations:

1 1 Rx data flow up to 80 MHz and even 120 MHz with an oversampling of 1 compared to Nyquist criteria.

1 6 synchronous Rx data flows up to 20 MHz with an oversampling of 1 compared to Nyquist criteria.
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4.3 Software architecture of the attacker part of the test bed

4.3.1 Overall structure

The Operating System is UBUNTU 14.04 LTS [3]. The figure below shows the overall software architecture layers of
thetestbed-Evebs part

SDR management

[ } ‘

=
=
$
$
Bottom USRP component

} HDW interface control

Figure 11: Software architecture layers of the testbed-Eve 6s part
Details about this architecture and our implantation choices are given below, by starting from the bottom layer (we
start from the bottom USRP component):
1 Wefirst find a hardware interface layer (GB Ethernet, USB, PCle).

These hardware interfaces are managed through the LINUX KERNEL and/or through Device Drivers such as
USRP RIO (which is used here for managing the PCle interface with the USRP device see [4]).

To optimize the platform, the Oil Runtime Compiler (ORC) Vector-Optimized Library of Kernels component
(OIL/VOLK [B]) is used which allows to take benefit of the specific vector architecture in the processor(s).

1 We then have a Software Defined Radio (SDR) management layer

In our case, we mainly use the Universal Software Radio Platform Hardware Driver (UHD) UHD component is
for building the user application (in C++ language).

Note that this UHD is built by using the BOOST library of Ubuntu [6], which ensures independence of our SDR
management with OS platform (Windows, Linuxé )

In addition, the UHD provides

o high level management capabilities (gain, Radio Frequency carrier center, data streaming and
several other settings)

0 access to low level functionalities (at register level).
Finally, the UHD provides a good abstraction level for the management of the radio part of the test bed.

1 A second abstraction level is obtained by using the Gnu Radio (GR) and Gnu Radio Companion (CRC) which
include [7]:

o0 Graph specification capabilities (GRC)

o C++/ Python language and environment development (Simplified Wrapper and Interface Generator
tools - SWIG)

o Libraries of Processing, Instruments, etc.

Finally,

1 User applications can be developed at the UHD or the GR level.
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1 Even, itis possible to develop at both levels, using an Inter-Process Communication (IPC) protocol.
1 As UHD is thread safe, its use can be performed through different processes
4.3.2 Interface management at the UHD layer
For the PHYLAWS project, we focus on an application built directly on UHD for the acquisition, with a Real Time IPC
protocol for the acquisition and the storage. After several researches in the Ubuntu open community and preliminary
tests, this choice was imposed for achieving significant performances in the management of multiple data flow s.

Thus, the tools we mainly use are the following:

1 UHD for USRP management, streaming and data flows storage
1 BOOST library for IPC and various services

In the test bed, management software development s are written in C++ while off-line signal processing is performed
in MATLAB environment.

4.3.3 Overall control and management of the receiving displaying and storage

Figure 12 below shows how the management processes of the test bed are organized:

Front-End Command Hard
Management Management Real Time
Processing

Real Time Analysis o Display Storage/resampling :oefatl "
g G e s Management processing

v .

Post Processing processing

Figure 12: Control architecture of the Receiving, Display and Storage processing

Details about this control architecture and our implantation choices are given below, by starting from the real time
processing toward off line processing

1 Atthetoplevel, t he process present s ahich 4 eespdnsibteeofithe adquisiiencof thea y e r
signals and the OL and sampling synchronization.

The key point of this architecture is the Memory Mapped File component (MMF), or for more performances,
the SHared Memory component (SHM).

These components are issued from the BOOST library and they allow efficient data sharing between
processes.

The MMF is structured as a circular buffer of records. In addition it contains metadata that may be used to
record data flows in parallel, for example the gains and the frequencies settings if they are allowed to change.
The time and the location (if available) are also recorded as metadata.

1 Then the process presents a the second i So f t R e myer, Whichmoard pick up data in the MMF for
deferred processing such as Display, Storage, resampling/decimation etc.
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Among the processes of this second layer, some must be strictly synchronized with the acquisition, for
example the storing process as it must record the data, without any sample miss and without any OL
deviation.

Another set of BOOST components are used here for synchronization: Se maphor e, Mut exé

Note that the same figure, from bottom to top, would apply for Tx management, with real time constraints depending
on bandwidth and on the burst/continuous nature of the transmitted signal.

4.3.4 Data management into memory

The Figure 13 below describes the share management of the data into memories, the data being the outputs of the

processes describes above:
File Structure Header —| Compute
Off set
AcquisitionParam eters

Header

Record 0 Header -
MetaData

al
|

&

Record 0 Channel 0 -
Complex Data

Record 0 Channel 1 -
Complex Data

F 3

F 3

Record i Header -
MetaData

Recordi Channel 0 -
Complex Data

Recordi Channel 1 -
Complex Data

Figure 13: Memory formats: MMF or SHM

The Memory is divided in two type of fields:
1 Global Headers
1 Data Records

The Global Headers describes the static parameters not only of the structure in memory (number of record, size of
data blocké.), but also the radio related parameters (nu

In these headers, the state of the acquisition is also tracked (including synchronization objects).
A data record is itself divided in

1 Metadata header

1 N (number of channel) Blocks of SpB samples (SpB: Samples per Block)

The samples are complex numbers (generally a couple of 16bits values, the first one being the | (real) part, the
second one being the Q (imaginary) part), which are stored radio channel by radio channel inside a record without
any multiplexing. This allows direct and simplified access to the record relevant to a given radio channel (or
antenna).

The metadata include:

M Absolute time information
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1 GNSS information (if GPS connected)

1 Gain and radio frequency information for each record/radio-channel

4.3.5 Radio signal receiving and sampling

The acquisition program is a user application built with BOOST over UHD. It sets the radio parameters
(synchronization, rat e, radio frequency, gainsé) t aken itfstartsrthe c om
streaming.

The Data are written in a named Shared Memory location with the circular buffer logic described above.

4.3.6 Radio signal storage

The store program accesses the data in the shared memory and stores them in a file by respecting the
synchronization.

4.3.7 Interface prototyping of the user applications with the GNU radio Level

For fast prototyping of the user application and display, we choose the GRC solution. The prototyping of the test bed
user application was achieved as illustrated in Figure 14 below:

Selection of Software
Processing Blocks

* Debug,

* FFT, Filters

* equalization
RF control parameters * FEC...

*  Gain

testgrgre - thome piwlaws - ONG Radio Companien

* Carrier Freq

Radio Channel | [ | ‘ in
Specification (UHD) e me | oaon | (M || e 1]
Radio Channel S = =l (et ®
Selection s A | = e

Wit o Cvecn f
WA Ot Ohode)
W CA Notebo)

W Ot St Y
WOX Gt Text B

v
(e
o
::(‘:"."'"x’.‘< A od e | Ma Opmrats
OB Aemwnme i P | Massowmen B
[ Message %
Secrestity tawd to 0000000 Mty b e ),
b [ Modataors
=>> Dood P [ Metauriing !

Configuration of display capabilities
* Oscilloscope
* Spectrum analyser

Figure 14: Use of GRC for prototyping the user application into the testbedi Eve 6s part
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5 Implementation of Artificial Noise

5.1 Introduction

Artificial Noise (AN), also described in deliverables D4.1 and D4.3, is a method of PHY security, whereby directional
noise is added to the TX signal in such a way as to deprecate the performance of the Eavesdropper Eve (E), while not

affecting the performance of the legitimate user Bob (B).

The figure below illustrates the overall principle of Artificial Noise combined with Beam Forming, and the overall
simulated effect expected on the packet error rate at legitimate receiver Bob and at Eavesdropper receiver Eve.

General principle in MIMO Tx-Rx Illustration at Wifi (PER)

1/ Alice has four antennas and emits one
802.11n data stream and three noise streams

1/ Extract the Alice-Bob Channel matrix (CIR) and its
orthogonal directions

2/ Transmit noise streams on orthogonal directions. 2/ Bob and Eve have respectively 2and 4
Eve cannot estimate the legitimate CIR, she is thus antennas, with the same receiving capabilities
forced into low Signal to Noise Ratio (SNR). - Dash line: Packet Error Rate of Eve vs SNR

- Solid line: Packet Error Rate of Bob vs SNR
- Color: Modulation and coding Scheme (MCS)

SN L

EVE

3/ Beam-form of the Alice-Bob data stream for Bob to
maximize link budget.

-

/"_‘\/
/
‘.’ EVE 1
,’ . . ' - PN -~
User

— M

MCS=2

— MCS=3

7 \\
Noise pr— D /I Beam-Formed
N atla o )
Stream [/ \\ \ ) clean zone \‘

=\ Stream
. @) ) -
(L m

\ &= Noise =/
S. Stream EVE 2
v Jammed
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Y

Figure 15: General principle and overall effect of Artificial Noise combined with Beam-Forming
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For achieving security, we will add interfering streams on top of the Bob-data-carrying streams. For simplicity, we will
demand that the BF vectors of the interferings t r eams  wi | | be orthogonal to Bobds
the AN scheme, it cannot cancel any interference presented by the dummy interfering streams. This means that the

BF vectors of the interfering streams must be orthogonal to all antennas of Bob .

We will assume a total power constraint at the Access Point (Alice). This total power should therefore be divided
between the desired Bob-signal and the interfering streams.

In the following paragraphs, we show realistic simulation results using the WiFi test bed fixed point model (this model
being a bit-exact representation of the CL2400 chip implementation). For the first time, these results take into account
a variety of WiFi protocol imperfections, including

1 CSlIfeedback quantization,
1  sub-carrier grouping,
1 receiver imperfections such as OL mismatches, amplitude and Phase Tx/Rx calibration mismatches, etc.
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5.2 Transmitting Scheme for Artificial Noise

5.2.1 Computation of Beam Forming vectors

To calculate the BF vectors of the interfering streams, we need an orthonormal basis for the vector space
ker(H,s) ={x|H X =0}, where H ,5 is the channel from the AP Alice to the legitimate receiver Bob. One
possible way to do this is through LQ factorization of H ,5: Writing H .5 = LgQ for unitary QI C™" and lower

triangular LI C™ ™, and assuming that H .4 is of full rank, the conjugate transpose of the last N - n_rows of Q
may serve as the required basis.

: The test bed supports two forms of BF, implicit and explicit:

In_the case of Implicit BF, the Alice AP can estimate the Bob to Alice channel H g, from reception of an uplink

frame. From these, and by utilizing channel reciprocity assumption, Alice can compute H , .

The LQ factorization of the channel matrix H ,5 can be achieved using the QR factorization of H;B:
By writing
Hje =QR
we get
Hpe =RQ
Thus, the desired basis for ker(H,;) may be taken simply as the last N - n,; columns of Q from the QR

factorization of H .

The advantage of Implicit BF is that it does not involve any explicit sending of CSI from Bob to Alice. Therefore, CSls
cannot be intercepted by Eve.

Nevertheless, Implicit BF requires complex calibration on Alice side to compensate for channel reciprocity issues in
the Alice RF transceiver. This calibration is complex and in many cases is not supported by AP devices. Also, the
calibration process by itself introduces inaccuracies into the channel estimate, which can degrade performance for
Bob. Two others issues of Implicit BF are discussed below, which may impact AP design and standardization:

Implicit BF in the case of multi-antenna Bob: In this issue, it is essential to estimate the full Alice to Bob channel
matrix. However, Alice cannot control the number of spatial streams transmitted by Bob is its uplink data frames, from

which the uplink channel estimate H , is estimated. In case Bob sends uplink frames with number of spatial streams

that is smaller than the number of its antennas, the estimated H g, will not span the full rank of the Bob to Alice

channel, and the noise streams will interfer Bob without it being able to suppress them. This will surely happen when
Bob and Alice are located far from each other and the link budget does not allow for communication with maximum
number of spatial streams. To counter that, Bob needs to send dedicated sounding frames to Alice. Unfortunately,
under WiFi protocaol, there is no way for Alice to force Bob to send sounding frames. This existing protocol deficiency
will make AN problematic to implement with commercial Bob device, and provides a good candidate for
standardization improvement, by adding the capability for Alice to request sounding frames from Bob. Note that this
obstacle can be overcome by the test-bed when it is acting as Bob, since the test bed can support the sending of
sounding frames.

Implicit BF in the case of Bob having more receiving than transmitting antennas (or in rare cases wherein different
antennas are used for reception and transmission): In this case there is no way for Bob to sound its full set of receive
antennas, and channel reciprocity cannot be established. It is thus essential for Bob to disable its receive antennas
that are not used for transmission. This again is not supported by the existing WiFi protocol and should raise
standardization upgrade proposals.
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In_the case of explicit BF, the beam-formee device Bob returns CSI to the AP Alice using a Compressed beam-
forming feedback frame (also called a beam-forming Feedback frame, or BFR), as part of the channel sounding

exchange, as is shown in Figure 16, Typically, the AP Alice does not have direct knowledge of H ,5 ! but rather of the

steering (or beam forming) matrix V2, which is a result of a Singular Value Decomposition (SVD) of H .,

Hyp = UDV’ (for more explanation see [8-10]).

In the case of the 802.11 sounding protocol, Bob can decide which number of dimensions among the rank of V it
wants to use (i.e. how many columns for the Secret Transmit Channel (STC)). It is important to make sure that Bob
returns the full dimensions of the V matrix, such that it spans the entire space of its STC. In this case, Alice can

calculate the required null space of the STC by calculating the LQ factorization of V instead of that of H ,5. This null
space, of dimension N - n_, can be used for beam-forming the interfering noise streams. In the case Bob decides to

send a V matrix of size which is less than n_, the full dimension of the STC, Alice cannot calculate noise streams that

are fully orthogonal to the Alice-to-Bob STC, which will significantly impact the performance of the Alice to Bob link,
since Bob will not be able to suppress the noise leakage from the interfering streams. This freedom of Bob to send a

V of rank less than n_, is the only 802.11 protocol limitation which can prevent AN interoperability with commercial
Bob devices that are agnostic to the AN scheme.

Note that when sending BFR frames, Bob can choose various methods for compression and subcarrier-grouping, as
defined in the 802.11 standard:

- Compression is chosen from a defined set of coefficients, which limit the number of bits used to represent the
reported steering matrix V per sub-carrier.

- Subcarrier grouping is controlled by the parameter Ng, where Ng = 1, 2, or 4. Grouping defines the number of
matrices which are reported back to Alice.
o For Ng =1, then each data SC reports its matrix,
o For Ng = 2, then one matrix is reported per 2 data SCs.
o For Ng =4, ones matrix is reported for a group of 4 data SCs.

- Note that compression and grouping may have adverse effect on the calculation of BF vectors for the
interfering streams.
o Itis commonly known that for the case of single user BF, the use of Ng=4 has negligible performance
impact.
0 The larger Ng, the less computations are required from the client devices, hence it is expected that
many client devices will use Ng=4 in a single user sounding exchange.

We will check the impact of compression and grouping in the following simulations.

The advantage of using Explicit BF is that it is supported by many commercial WiFi devices (at least for 802.11ac),
and that it provides accurate information to enable calculation of orthogonal vectors to the STC.

! Feedback of the full channel matrix is an optional feature in 802.11n which is not supported in practice by most chip vendors. In
802.11ac, only V matrix feedback is supported

% This is true for single user sounding exchange. 802.11ac also supports MU-MIMO operation, wherein beam-forming can take
place to several users simultaneously. In this specific case, the standard defines feedback of both V and D, which allows the AP to
reconstruct the channel matrix up to a unitary rotation matrix. In the following, and also in the planned testing using the test bed, we
will use single user sounding, as multi user is not supported by most client devices.
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Nevertheless, the Explicit BF scheme is very weak regarding security since Eve can monitor or attack the feedbacks
messages from Bob to Alice that include CSI data.

5.2.2 Channel Sounding exchanges for enabling AN and BF

The following figure shows an 802.11ac channel sounding exchange:

NDPA Ufﬁ, NDP EQ;

Beamformer
<> <>
VHT
Compressed
Beamformee 1 Beamforming

Figure 16: Sounding Exchange into standard 802.11ac

First, the Beam-Former (Alice specifically in the test bed) sends a Non Data Packet Announcement (NDPA) frame
followed by the Non Data Packet (NDP) sounding frame itself. The NDP frame has no data portion, only a preamble to
enable channel estimate.

Then, the feedback response frame comes from the Beam-Formee (Bob) to the Beam-Former (Alice). It contains the
steering matrix V, as a result of the SVD of the channel estimate performed by the Beam-Formee (Bob).

5.2.3 Effect of data compression into the feedback exchanges

Before sending the steering matrix V, the Beam-Formee Bob usually needs to compress it (to reduce message length
and spectrum usage). This is achieved by transforming V into angular representation, using decomposition of V into
Givens rotations [11].

The following table illustrated the final data content and volume:

Size of Number of The order of angles in the Compressed Beamforming Feedback Matrix

(Nr = Nc) angles (Na) subfield
2x1 2 h11. w21
2x2 2 h11, w21
3x1 4 G11. 21, W21, w31
3x2 6 G11. 21, W21, w31, $p22. w32
3x3 6 G11, $21, w21, w31, 22, w32
4x1 6 H11. 21, H31. w21, Y31, w4l
4x2 10 G11. 21, h31. w21, w31, w4l, $22. 32, w32, w42
4x3 12 $11. 21, 31, w21, w31, w4l, §22. 32, w32, w42, $33. w43
4x4 12 G11. 21, 31, w21, w31, wal, $22. 32, w32, w42, $33. w43

Figure 17: Beam Forming Matrix Compression, Nr number of rows, Nc number of columns, Na number of angle in the
decomposition into Givensdé rotation
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As is seen from the table above, a 4x2 channel estimate (having 8 complex values, typically 32-bit each), is quantized
to 10 angles. A typical quantization value for the angles is 6 and 4 bits for G and { respectively.

Another quantization effect is that of Sub-Carrier grouping (also called tone grouping in the literature). The beam-
formee Bob returns feedback frames that include one out of every Ng matrix, wherein Ng can take the value of 1 (no
grouping), 2 or 4.

According to the 802.11ac standard, one of the problems with tone grouping is that the beam-former Alice has no way
to force the Ng value for Bob's feedback frame, thus Ng is selected solely by the beam-formee. Unfortunately large
Ng values can significantly impact the performance of the legitimate users in AN scenarios, since they need to
interpolate to extract the missing matrices, which results in larger channel estimation errors. These in turn result in
enhancement of the interference due to leakages of the noise streams into the channel of the legitimate users. This
effect is further explained in section 5.6.3.

The compression effect of V matrix will be tested in the WiFi test bed, by taking into account both angles
decomposition and tone grouping.

5.3 Artificial Noise i Where and how should it been applied in the Wifi frame  ?

5.3.1 Preamble and data organization into Wifi standard 802.11 ac

The preamble format of an 802.11ac is as follows:

8 us 8 s 4 s 8 s 4us 4 ps per VHT-LTF symbol 4 ps
p A, v A I ——A A —
L- VHT- WHT-
L-STF L-LTF SIG VHT-SIG-A STE VHT-LTF SIG.B Data

Figure 18: Frame Format into wifi standard 802.11ac

The VHT-LTF portion is used for channel estimates. The number of VHT-LTF symbols is the number of spatial
streams that are used in the Data portion of the frame.

The Wifi standard allows transmission in Beam Forming mode from the VHT-STF part onwards. Channel is therefore
estimated while Beam-Forming is applied to the signal.

5.3.2 Choice alternative: application of AN-BF to preamble + data fields or to data field only

We have investigated two options for application of artificial noise.

o One starts AN together with the application of BF on the wanted signal to Bob, from preamble VHT-STF.
0 The second starts ANN and applies BF form the data-portion of the frame only, leaving previous fled free of AN.

In each case, there are several associated advantages, drawbacks and trade-offs.

o Application from preamble:
- It Allows Bob to better suppress residual noise, which can be estimated on the known preambles
- It may degrade Eve's channel estimate when Eve is not very accurate
- It may benefit to Eve too, as it allows known plaintext attacks [12] (Eve taking advantage of her a priori
knowledge of preamble data to estimate the steering direction of the superimposed AN, and filter it during the
Data field portion of the frame).
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o Application from Data only :
- It "surprises" both Bob and Eve, since nor Bob neither Eve can prepare for the AN during the preamble, when
AN is transmitted in parallel to a known training signal.
- It prevents Eve to take advantage of her a priori knowledge of preamble data for estimating the superposed
AN through known plaintext attacks [12].

The simulations of the following paragraphs, and ultimately the test bed experiments reported in deliverables D5.3
and D5.4, will focus on the implications relevant to AN applied in either Preamble or Data portions.

5.3.3 Impact of the power allocation to AN-BF
Another important parameter is power allocation between noise and wanted signal.
Obviously, the more power is allocated to noise, the better is the security, at the expanse of wanted link quality.

The simulations of the following paragraphs, and ultimately the test bed experiments reported in deliverables D5.3
and D5.4, focus on the impacto f p | ay i thegpower ratio alldcated to AN, in relation to the radio advantages
necessary for taking the benefit of Secrecy Coding schemes (see Deliverable D4.3).

5.4 Reference Simulations of beam-formed Wifi links without Artificial Noise

The following graph shows, for reference, simulation performances of beam-formed Wifi links without AN.

We assume legitimate client devices have either 1 or 2 antennas. We also assume both the AP and Eve have 4
antennas.

All simulations assume a naive Eve, which is in fact a standard 4x4 receiver, similar to the AP Alice.
All simulation use the test bed fixed point (FXPT) model (bit true simulation).

Figure 19 below shows reference PER curves for Bob and Eve in the case of BF and no AN. The simulation
parameters are the following:

Alice is 4x4 and Bob is either 4x1 or 4x2

Eve is 4x4

Modulation and Coding Scheme is MCS 7

Radio channel model is IEEE TGn Channel D (Indoor MIMO WLAN with NLOS delay profile, and cluster
extension over 50 ns rms delay spread - see [13] § 4).

2048 byte packets

Fixed point (FXTP) implementation of both TX and RX, using a real fixed point model of the CL2400
Single and dual Spatial Transmitted Streams (STSs)

Beam Forming Report (BFR) compression codeword is 4/6

Subcarrier grouping parameter is Ng = 2

=A =4 =4 =4

=A =4 =4 -4 =4

We can see that without AN there is about 2.5 7 5 dB of SNR loss (@PER = 0.1) between B and E (depending on
the number of STS and Lés Rx -doming effacatdwardsaBsb. Ehe eanrsforming
gain is larger for a single transmitted stream (STS) than for the case of two spatial streams (the maximum
possible for a 2 antenna Bob)
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Figure 19: Reference Simulation of Wifi links with BF and without AN T case Single Transmitted Stream (STS)
5.5 Effect of Artificial Noise on i s i m pEawesaropper receiving
Figure 20 and Figure 21 show the effects of AN on Eveb s

Buader same the parameterizations as above. We still
assume a naive Eve (without advanced attack such as plaintext [12] or accurate space-time filters [14-15]). In fact
here, Eve is a simple second instantiation of the test bed as a receiver.

The figures below the following comportments:

1 When AN is disabled, the BER at Eve side is independent of the number of Bob's antennas.

1 when AN is enabled, BER is 0.5, regardless of SNR. It is noticeable then even when AN is turned on during
VHT-LTF, or when U i s éemanmé.b.ed

to 0.1, BER r

Thus, these figures make it evident that the AN scheme is highly effective for protection from Eve's threats which are
built with standard receivers (such as WiFi sniffers).
Wh e n

consider.

ng classical

E-BFecorsbined avipheSbcretyiCoding wsas distussed aed f e ¢
simulated in a simplified manner in Deliverable D4.3, In further reports of WP4 (D4.4) of WP5 (D5.4), we will deepen
the effect of AN and BF (combined or not with secrecy coding such as detailed in Deliverable D4.3) when facing more
advanced Eve threats (see § 4 and also references [14] [15]).

THALES

page 33/59

TELECOM 'mperial College
Celenc 2 ol  RPHVLAWS """



FP7-ICT-2011-call8 PHYLAWS (Id 317562) Deliverable 5.1 - v1.1

Eavesdropper: 4(1)x4(151-80/80-1, AC, MCS7, GIO, 2048 bytes, Channel D
STO=0.0ppm, CFO=0.0ppm, PN=0.00, 1QG=0.00dB, IQP=0.00deg, AGC =0dB
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Figure 20: Simulation AN effectatEv e 6 s 1 parté e
Eavesdropper 4(1)x4(1):1-80080-1, AC, MCS7, GI0, 2048 bytes, Channel D
0 STO=0.0ppm, CFO=0.0ppm, PM=0.00, IQG=0.00dB, |QP=0.00deg, AGC =0dB
10
e 3 o >
o
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uN}
------ G—d4x1 B, 424 E, 1575, VHT-LTF AM ORN, alpha=10.5
—+—4x1 B, 4x4 E, 1 5TS, VHT-LTF AN OFF, alpha=0.1
Lo 4x2 B, 4x4 E, 1 5TS, VHT-LTF AM ON, alpha=0.5
——4x2 B, dxd E, 1 8TS, VHT-LTF AN OFF, alpha=10.1
107
20 258 30 35 40
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Figure 21: Simulation AN effectatEv e 6 s T part& e
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The other simulations in paragraphs below now focus on the effect of AN on the Legitimate user link.

5.6 Effect of Artificial Noise on Legitimate User

5.6.1 Degradation of the PER

Figure 22 below shows Bobd6 s PER when AN It cas betseen that é@nabling AN during the VHT-LTF
degradesBobés per f ormance significantly ( compatrlLéRandioswitcheéonc a s e
only during the Data portion).

AC, MCS7, GI0. 2048 bytes, Channel D
STO=0.0ppm, CFO=0.0ppm, PN=0.00, IQG=0.00dB. IQP=0.00deg, AGC =0dB

10°
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Figure 22: AN effect on Bob& PER, with fixed point simulation

As for real-world implementations with agnostic legitimate users, it seems that the effects of applying noise on top of
the training signal are devastating due to the degraded estimation of the radio channel matrix.

Bob's performance is also degraded (relative to no AN), even less, when AN is applied from the Data portion only.
This is due to several protocol quantization limitations. In the below we analyze which protocol limitation is most
dominant by looking at Figure 22

1 for 4x1 configuration, there is 7 dB SNR loss (@PER = 0.1) when AN is enabled from the data portion. When AN
is enabled from preamble, loss is more severe, and the residual noise effect on the channel estimate creates high
PER floor in the entire SNR range.

1 For 4x2 configuration, there is 5 dB SNR loss (@PER = 0.1) when AN is enabled at Data stream only, and an
extra 7dB loss when AN is enabled from preamble.
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1 3 dB of the SNR loss can be accounted for due to the 3 dB loss of the desired signal power due to power
allocation with U equals 0.5. The rest of the SNR |l oss
due to BF imperfections, caused by:

- Fixed point losses
- BF matrix compression (with Givens rotation decomposition and angle description)
- Sub carrier grouping (Ng = 2 in this case)

5.6.2 Study of parameter impactsi Bob 6s r ecedtwei ng stru

In order to see which factor has the greatest effect on the performance, floating-point (FLPT) simulations were
performed, without BF matrix compression and with Ng = 1.

Figure 23 and Figure 24 below show the relevant results for a 4x1 Bob receiver.
1 When AN is off, there is no difference between BF matrix compression/Ng = 2 and no BFR compression/Ng = 1.
1 Switching AN on during data only (thus not during VHT-LTF), causes

o about 3 dB SNR loss in basic mode.

0 0.5 dB SNR added loss (from power allocation) when turning on BFR compression causes,

o another 1 dB added loss while switching to Ng = 2.

1 Switching now AN on during VHT-LTF, causes

o 3.5dB SNR loss from the non-AN case,
0 1 dB SNR added loss due to BFR compression
o while switching to Ng = 2 causes more than 7 dB added loss.

4(1)x1(1):1-80/80-1, AC, MCS7, GIO, 2048 bytes, Channel D
ST0O=0.0ppm, CFO=0.0ppm, PN=0.00, IQG=0.00dB, IQP=0.00deg, AGC =0dB

lODV ------ T T T T T T T
" iy ~—©— AN OFF, BFR Compression OFF, Ng = 1
\‘\ - —¥— alpha = 0.5, VHT-LTF AN OFF, BFR Compression OFF, Ng = 1
A\ =@+ AN OFF, BFR Compression 6/4, Ng = 2
\(‘-‘ Y. -7+ alpha = 0.5, VHT-LTF AN OFF, BFR Compression 6/4, Ng = 2
{ \‘.\ =+%§~= alpha = 0.5, VHT-LTF AN OFF, BFR Compression 6/4, Ng = 1
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Figure23: AN ef f ect ,withFLBToAN®rsDa,ER Bob, VHT-LTF AN off
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4(1)x1(1):1-80/80-1, AC, MCS7, GIO, 2048 bytes, Channel D
ST0=0.0ppm, CFO=0.0ppm, PN=0.00, IQG=0.00dB, IQP=0.00deg, AGC =0dB
10 i e r

~—©— AN OFF, BFR Compression OFF, Ng = 1

—A— alpha = 0.5, VHT-LTF AN ON, BFR Compression OFF, Ng = 1
A3 A, . =@+ AN OFF, BFR Compression 6/4, Ng = 2

B ———

A
\ A A, . -k alpha = 0.5, VHT-LTF AN ON, BFR Compression 6/4, Ng = 2
\ \ A A y =+#- alpha = 0.5, VHT-LTF AN ON, BFR Compression 6/4, Ng = 1
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18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35
SNR (dB)

Figure 24:AN ef f ect o,withBobPd AN on Pd&dR4x1 Bob, VHT-LTF AN on

Figure 25 and Figure 26 below show the relevant results for a 4x2 Bob receiver
1 When AN is off, there is no difference between BFR compression/Ng = 2 to no BF matrix compression/Ng = 1.
1 Switching AN on during data (but not during VHT-LTF), still causes

o0 Basically about 3 dB SNR loss,
o 0.5dB SNR added loss when turning BF matrix compression on,
0 Another 1 dB added loss while switching to Ng = 2.

4(1)x2(1):1-80/80-1, AC, MCS7, GIO, 2048 bytes, Channel D

ST0O=0.0ppm, CFO=0.0ppm, PN=0.00, IQG=0.00dB, IQP=0.00deg, AGC =0dB
T T T T T T T T T T T T

~—©— AN OFF, BFR Compression OFF, Ng = 1
—¥— alpha = 0.5, VHT-LTF AN OFF, BFR Compression OFF, Ng = 1
=@+ AN OFF, BFR Compression 6/4, Ng = 2
==+ alpha = 0.5, VHT-LTF AN OFF, BFR Compression 6/4, Ng = 2
=+%F+- alpha = 0.5, VHT-LTF AN OFF, BFR Compression 6/4, Ng = 1

0,

s

PER

10 &
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35
SNR (dB)

Figure 25: AN ef f ect o,withBloPd, Al onfDERI& 4x2 Bob, VHT-LTF AN off
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1 Switching AN during VHT-LTF, still causes

0 Basically about 3 dB SNR loss from the non-AN case
0 1 dB SNR added loss when turning BF matrix compression on,
o another 2 dB added loss while switching to Ng = 2.

4(1)x2(1):1-80/80-1, AC, MCS7, GI0, 2048 bytes, Channel D
STO=0.0ppm, CFO=0.0ppm, PN=0.00, IQG=0.00dB, IQP=0.00deg, AGC =0dB

0
10 AE * $ T T T T T T T T T T T T
- AN OFF, BFR Compression OFF, Ng = 1 H
\ —#— alpha = 0.5, VHT-LTF AN ON, BFR Compression OFF, Ng = 1 []
\ kY - AN OFF, BFR Compression 6/4, Ng = 2 L
\ Y, ereclieees alpha = 0.5, VHT-LTF AN ON, BFR Compression 6/4, Ng =2 |]
)k ‘-\ —+#4+- alpha = 0.5, VHT-LTF AN ON, BFR Compression 6/4, Ng = 1
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N A SN 1
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Figure 26: ANeffe ct o n B owithBFEPTPAR Rn Data, 4x2 Bob, VHT-LTF AN on

5.6.3 Study of parameter impacts i interpolation of the steering matrix V

From the results of the simulations above, it is seen that Ng greater than 1 causes the most significant SNR loss. An
attempt to moderate this degradation was investigated by using better interpolation of Steering Matrix (SM) V. In
normal BF operation, when Ng > 1, V is interpolated using Zero Order Hold (ZOH) method.

Figure 27 and Figure 28 below show the effects of using linear interpolation instead of ZOH with simulations
performed in FXPT mode.

1 For 4x1 Bob, adding AN causes about 8 dB SNR loss when AN is turned off during VHT-LTF portion and when
ZOH is applied. PER is unacceptable if it is turned on during VHT-LTF.

1  Still for 4x1 Bob, when interpolating the SM by using linear interpolation instead of the ZOH method, there are
0 6 dB SNR loss when AN is turned on data portion and turned off during VHT-LTF portion (2dB
improvement relative to ZOH),
o about 8 dB when AN is turned on during VHT-LTF and data portion.

1 For 4x2 L, adding AN causes about 4.5 dB SNR loss when AN is turned off during VHT-LTF portion and when
ZOH is applied, and about 12 dB when AN is turned on during VHT-LTF portion (ZOH still applied)

9  Still for 4x2 Bob, when now linearly interpolating the SM, there are
0 4dB SNR loss when AN is turned off during VHT-LTF portion (0.5dB improvement relative to ZOH)
0 about 5.5 dB SNR loss when AN is turned on during VHT-LTF portion.

Finally, it is appears that a 4x1 L is more sensitive to quantization errors, and to sub-carrier grouping in particular. The
2" antenna of the 4x2 device aids in interference mitigation.
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AC, MCS7, GIO, 2048 bytes, Channel D
o STO=0.0ppm, CFO=0.0ppm, PN=0.00, IQG=0.00dB, IQP=0.00deg, AGC =0dB
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Figure 27: AN

ef fect

o, withB-XPT 6A8 onPDEALR, 4x1 Bob

AC, MCS7, GI0, 2048 bytes, Channel D
o STO=0.0ppm, CFO=0.0ppm, PN=0.00, IQG=0.00dB, IQP=0.00deg, AGC =0dB
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5.6.4 Study of parameter impacts 1 Artificial Noise power allocation a.

Figure 29 shows another attempt to reduce the SNR loss was done by lowering the AN power allocation U

r (since e
for Ilow U Ebs BER is 0.5).

Asexpected, when U = 0. 1 ,BNRdossasaatiucedfto 2@B f6r 4x1 Bob, and to a value less than 0.5 dB
for 4x2 Bob.

AC, MCS7, GIO, 2048 bytes, Channel D
STO=0.0ppm, CFO=0.0ppm, PN=0.00, IQG=0.00dB, IQP=0.00deg, AGC =0dB
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t \ --fF-- 4x2, 1 STS, alpha = 0.1, VHT-LTF AN OFF
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Figure 29:Ef f ect of AN FXRIT,cBoonbpdasr iPsEoRn, of p®d®wendalUtOc&ti on

5.7 Channel Aging

Since AN relies on the BF feedback matrix, which is generated by Bob from its channel estimate during a sounding
event, channel aging may affect AN performance.

Figure 31, Figure 32, Figure 33, and Figure 34 below show AN performance with channel aging under the following
assumptions:

1 Alice is 4x1 and Bob is either 4x1 or 4x2

1 Fixed point implementation of both TX and RX according to the fixed point model of the CL2400 chip

1 Subcarrier grouping parameter is Ng = 2

1 Beam Forming Report (BFR) compression uses codebook 4/6

1 Radio channel model is IEEE TGn Channel D (Indoor MIMO WLAN with NLOS delay profile, and cluster
extension over 50 ns rms delay spread - see [13] § 4).

1 AN power allocation a = 0.1, 0.5

1 AN off on VHT-LTF.
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First, the reference Figure 30 shows channel aging effects on regular BF (without AN). As seen from the figure,
channel aging causes an SNR loss of ~1 dB for the 4x1 B o b éosfiguration, and almost no SNR loss fort h e
4x2 configuration.

Bobo

AC, MCS7, GIO, 2048 bytes, Channel D

o STO=0.0ppm, CFO=0.0ppm, PN=0.00, IQG=0.00dB, IQP=0.00deg, AGC =0dB
10 T r r
Py —©— 4x1, 1 STS, no ch. aging 7
b --BF- 4x1, 1 STS, 1 ms ch. aging
\ =4 4x1, 1 STS, 5 ms ch. aging | |
\ =-9--- 4x1, 1 STS, 10 ms ch. aging
Q —©— 4x2, 1 STS, no ch. aging N
\\ ¢ -=-BF- 4x2, 1 STS, 1 ms ch. aging
10-1 " ’\‘ = 4x2, 1 STS, 5 ms ch. aging | |
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Figure 30: BF channel aging i reference simulation without AN
Then, Figure 31 and Figure 32 show channel aging effects on AN- BF for 4x1 Bob receiver, U = afdU5 = 0. 1.
From these figures, we can therefore conclude that for 4x1 Bob :

1 1 ms channel aging has almost no effect

1 5 ms channel aging has ~1 dB SNR loss for alpha = 0.1, while for alpha = 0.5 the PER is close to 1
regardless of SNR,

1 10 ms channel aging causes PER > 0.1

= afdU5 = 0. 1.

Finally, Figure 33 and Figure 34 show channel aging effects on AN- BF for 4x2 Bob receiver, U
From these figures, we can therefore conclude that for 4x2 Bob, channel aging tolerance is much improved:

1 1 ms aging has almost no effect

1 5 ms aging has almost no effect for alpha = 0.1, while for alpha = 0.5 there is PER floor around 0.5.
1 10 ms aging causes SNR loss of 2.57 3 dB.

It will be very interesting to test channel aging effect on the test bed with real channels. The necessity to sound the
channel frequently adds significant overhead to the MAC protocol.
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AC, MCS7, GIO, 2048 bytes, Channel D

. STO=0.0ppm, CFO=0.0ppm, PN=0.00, IQG=0.00dB, IQP=0.00deg, AGC =0dB
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Figure 31: Ch. Aging, 4x1 Bob, ANwithU = 0. 5
AC, MCS7, GIO, 2048 bytes, Channel D
STO=0.0ppm, CFO=0.0ppm, PN=0.00, IQG=0.00dB, IQP=0.00deg, AGC =0dB
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Figure 32: Ch. Aging, 4x1 Bob, ANwithU = 0. 1
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Figure 33: Ch. Aging, 4x2 Bob, ANwithU = 0. 5
Figure 34: Ch. Aging, 4x2 Bob, ANwithU = 0. 1
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